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__inte4 _ fastcall Srv2ReceiveHandler(__int64 al, void *Src, __int64 a3, unsig

ned int a4, unsigned int *a5, char *Srca, struct _SLIST_ENTRY *a7, _QWORD *a8)

//
// X B Pk Protocolld
//

if ( **((_DWORD **)&v20[15].Next[1].Next + 1) == 'BMS\xFC' )

if ( KeGetCurrentIrql() > 1u )

v20[14].Next = (_SLIST_ENTRY *)vi1;
v20[2].Next = (_SLIST_ENTRY *)Srv2DecompressMessageAsync;
v43 = HIDWORD(v20->Next) == 5;

*((_DWORD *)&v2@[3].Next + 2) = @;

if (v43)

{
LOBYTE(v71) = 1;
LOBYTE(v35) = 1;

SRV2_PERF_ENTER_EX(&v20[32].Next + 1, v35, 307164, "Srv2PostToThrea

dPool”, (_DWORD)v71);

}
v44 = *((_QWORD *)&v20[3].Next[8].Next + 1);
v45 = *(_QWORD *)(v44 + 8i64 * KeGetCurrentNodeNumber() + 8);

if ( !'ExpInterlockedPushEntrySList((PSLIST_HEADER)(v45 + 16), v20 +
1) && *(_WORD *)(v45 + 66) )
RfspThreadPoolNodeWakeIdleWorker(v45);

goto LABEL_168;



28. }

MARHS HRRATTRT LA HS G SR 2 s 4 i 25 U 3 A
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srv2!Srv2DecompressMessageAsync 21 ] Srv2DecompressData b8 %1

iR

1. typedef struct _COMPRESSION_TRANSFORM_HEADER
2. |

3. ULONG Protocolld;

4. ULONG OriginalCompressedSegmentSize;

5. USHORT CompressionAlgorithm;

6. USHORT Flags;

7. ULONG Length;

8. }COMPRESSION_TRANSFORM_HEADER, *PCOMPRESSION_TRANSFORM_HEADER;

7 A B R IR AR R

1. __int64 _ fastcall Srv2DecompressData(__int64 pData)
2. {
3. __int64 v2; // rax

4. COMPRESSION_TRANSFORM_HEADER Header; // xmm@ MAPDST

5. _ m128i v4; // xmm@
6. unsigned int CompressionAlgorithm; // ebp
7. __int64 UnComparessBuffer; // rax MAPDST

8. int v9; // eax

9. int v11; // [rsp+606h] [rbp+8h]

10. vl1l1l = 0;

11. v2 = *(_QWORD *)(pData + OxF0);

12. if ( *(_DWORD *)(v2 + 0x24) < 0x10u ) /7 X BT KR 1 e ME

13. return 0xC000090Bi64;
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Header = *(COMPRESSION_TRANSFORM_HEADER *)*(_QWORD *)(v2 + 0x18);// [v2+0x1

817 NE P L R Buffer

// [v2+ex24] NEERE K E

v4d = mm_srli sil128((__ml128i)Header, 8);

CompressionAlgorithm = *(_DWORD *)(*(_QWORD *)(*(_QWORD *)(pData + 0x50) + ©

x1F@i64) + 0x8Ci64);

if ( CompressionAlgorithm != v4.m128i_ul6[@] )

return 0xC00000BBi64;

UnCompressBuffer = SrvNetAllocateBuffer((unsigned int)(Header.OriginalCompre

ssedSegmentSize + v4.m128i_i32[1]), 0i64);// OriginalCompressedSegmentSize + C

ompressedSegmentSize, XHEEAMEMMPME, FEEEHESL, HE— B/ UnCompres

sBuffer

if ( !UnComparessBuffer )

return 0xCO00OO9Ai64;

if ( (int)SmbCompressionDecompress(

CompressionAlgorithm, // CompressionAlgorithm

*(_QWORD *)(*(_QWORD *)(pData + OxF@) + 0x18i64) + (unsigned int)

Header.Length + 0x10i64,// CompressedBuffer

(unsigned int)(*(_DWORD *)(*(_QWORD *)(pData + @xF@) + 0x24i64) -

Header.Length - 0x10),// CompressedBufferSize

(unsigned int)Header.Length + *(_QWORD *)(UnComparessBuffer + ox1

8),// UncompressedBuffer, £xf£ A\ SmbCompressionDecompress %17 Decompress 4t

H,

Header.OriginalCompressedSegmentSize,
&v1l) < @

|| (v9 = v11, v1l != Header.OriginalCompressedSegmentSize) )

SrvNetFreeBuffer(UnComparessBuffer);

return 0xC000090Bi64;



35. if ( Header.Length )

36, {

37. memmove (

38. *(void **)(UnComparessBuffer + 24),

39. (const void *)(*(_QWORD *)(*(_QWORD *)(pData + 240) + 24i64) + 16i64),
40. (unsigned int)Header.Length);

41. v9 = vl1l;

42. }

43. *(_DWORD *)(UnComparessBuffer + 36) = Header.Length + v9;
44, Srv2ReplaceReceiveBuffer(pData, UnComparessBuffer);
45. return 0i64;

46. }

i RS ERATR] LLE B XA Header MK EEER A TR A, R IH
& MS USRI P AN R 4 I

1. OriginalCompressedSegmentSize (4 bytes) The size, in bytes, of the uncompressed
data segment.

2. Offset/Length (4 bytes) If SMB2_COMPRESSION_FLAG_CHAINED is set in Flags
field, this field MUST be interpreted as Length. The length, in bytes, of the
compressed payload. Otherwise, this field MUST be interpreted as Offset. The offset,

in bytes, from the end of this structure to the start of compressed data segment.

b J5 #E srv21Srv2DecompressData s %4, £
SmbCompressionDecompress, i3k ffj £ 2 i 1]
nt!IRtIDecompressBufferXpressLz #4784 it 5, A BEWT:

1. ffff9480 20e2ad98 nt!RtlDecompressBufferXpressLz+0x2do
2. ffff9480 20e2adb® nt!RtlDecompressBufferEx2+0x66
3. ffff9480° 20e2ae@@ srvnet!SmbCompressionDecompress+0xd8

4, ffff9480° 20e2ae70 srv2!Srv2DecompressData+0xdc
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memcpy-.

1. signed __int64 __ fastcall RtlDecompressBufferXpressLz(_BYTE *al, unsigned int

a2, _BYTE *a3, unsigned int a4, __int64 a5, _DWORD *a6)

2. |

3. v9 = &al[a2];

4.

5. if ( &1[v21l] > v9 )

6. return 0xC0000242i64;
7.

8. v33 = al;

9. al += v21;

10. gmemcpy(v33, v23, v21);
11. }

i FAARAS AT, al 4514 SrvNetAllocateBuffer 43 ft) UncompressBuffer,

a2 )i~ OriginalCompressedSegmentSize, v21 f{E M smb EdE b iR
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decompress size AT, & IHF gmemcpy # 11—/ MK H size 5802w
DX i tH o
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1. _ int64 _ fastcall Srv2DecompressData(__int64 al)

2. {

3. //

4. /1IN T %t Header 1 Length K #E

5. //

6. if ( RtlULongAdd(Header.OriginalCompressedSegmentSize, Header2.Length, &

pulResult) < @ )

7. {

8.

9. }

10. if ( pulResult > (unsigned __int64)(unsigned int)(*(_DWORD *)(v9 + 0x24)

+ 0x100) + 0x34 )

11. {

12.

13. }

14. if ( RtlULongSub(pulResult, Header.Length, &pulResult) < 0 )
15. {

16.

17. }

18. }

P WL SMB2 COMPRESSION TRANSFORM HEADER
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