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J NEMTY Ransomware (TOR Panel)

By jsworm, Tuesday at 7PMi tware] - malw. bundles, crypts

jsworm Posted Tuesday at 06:47 PM (edited
megabyte
see We offer you to join the NEMTY affiliate program.
The cryptoclocker itself is in C ++ using Win32APL.
J Support for Windows XP (no flashing to the panel).
The weight of a clean, uncovered build is 87kb.
Paid registration Convenient panel with multiple functions.
83 posts
Joined For a contact in the LAN, indicating the amount of traffic and where it comes from.
04/30/19 (ID: 92534)
Activity

virology / malware Edited Tuesday at 06:47 PM by jsworm

+ Quote
jSWOI‘m Posted Tuesday at 06:52 Pl
megabyte
eee Number of Advertisers - 25
Busy 2/25

hd Quate

Paid registration
83 posts
Joined
04/30/19 (ID: 92534)
Activity
Virology / malware
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GandCrab #)Z i EH F HIT 2018 4 2 H, iHid RaaS Ik% T 2 /&% . (H1E 2019 4 6
H 1 H, XY —REERCA 2018 FFEALFR BB B B =W 55 9R EAM A F

P 75 W) BFK, GandCrab FI#H 1 HIBA D282 8 R348 1B 20 23Eur) B
Weato ERIRFERIZE, BIRZPINEARAH SO TR IS, (Hi2 FBI A A 1 H i
WL, 360 thAESE IR SE T S RN TR AR Hr . HAT, 251052354 w] LUsE S if
TR B AR I 1 S

—. Globelmposter ZksEEIiE

4k 2018 4], EN—H %) LELBLEKS Globelmposter #IRiEE, AA 9 H LR+
Tz:jJr’v%éﬁlaﬁ)\&zF 2019 4 3 H 10 H, 360 224 KM I & 3 Globelmposter #1257
Kt — D& 5E, BIREEITAT b A 22 5OR Y I e 52 21 A (5] F2 B AR e e o

Globelmposter & H 7 Bl N & AT I EI R W2 —, RHE 360 2 4% KM 1 1 iﬂJﬂifﬁ&,
GlobeImposter F¢#] {115 K& HLE Al 3B E] 2017 4E, @BIE X E 2017 £ 2019 E IR
W s, BLEERH WA H Globelmposter AT FIAR1L, TERTE AT EIR BRI & HS':F‘ ,
ZKEH 2017 51 3.2% PR ER 2 2018 11 24.8%, 1M 2019 4F b 4F B 2 — PR+ 3
T 26.6%1) 5 E, EAR T F-4E Stop. phobos 1 Sodinokibi = 5% 8l 2% 955 55 F A% # 5 e B ik
FHUR 4 Globelmposter 7£ 2019 4EHT 11 N H R HHE R ER 19.8%, (HO& M5 74
A 4 B K ) 20 T 1) o R

=, XEETEMERENE, HAEXEE

2019 4F 5 AR, SEE P Bk B 4ER b BUR 1] 28 R % ﬁlﬁz%vﬁtfﬁﬁ}%&ﬁ%‘
e, WG TS R ATE 1800 I3 0L B, HHEURF CIa BB AT 65 ELEF M4, 1424
BHCRIZE, Pr63E04) 60 JiETt.

PEAliE, SLxEMR T R ERERITIF T - ESREE RN . REREREGE T
BATTBIN G IR RIITE, SBER 911 MRIRSTAE, JUF I A i BUIR 55 Bt 4 T e -
B e 25 1] PR SR 4k, 2 BURFIETHRITE 3% 94 75 5670 F T 3K R ) e o A L
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IT A%
M. SEREENRFERE

201945 H26 H, & awm “SRHE” IRSHRER R SL. SUEH APP 5%
AR

W FEAEV @ ®E Y

o 5H26H 11:37 38 TRAE BRE
20195526 HZE, ZEIBERSHEINEENE, HittsBrERGRTE
SN, NGEREEFIItEHEER, KHESHSIIROSIERNNE, RS
gEatl. BAIBIEEARARIEESIIGE,
A RERXMANE T, HERIEENZEFORE, HEB—EEERE
REGEERIIORR], EERNSRIERRIIRSE N KHEMED E, &2
IS S e s S e S

& 20 B 28 05 SOsAR, kB S U O BRI HAR S A A5l BaliE i 5
PR EEHULRS M.

B,  EWERFFSEEE NAS RSSES

2019 £ 7 A, BN EFLM NAS 755 % 5% BEFF (Synology) Al BLIEGE (QNAP)3Z £ #h 7
Wik . ¥R S R A1 ECN encrypt, FEAIAZ R E 0.06 MHET YL
NET 4300 700 A ARSI 42

Status: Waiting Payment...

If you want decrypting your files send 0.06 BTC(bitcoin)
to this address: ‘I33FKk6idfthnMVv8Tfr2GAtM1YBCa‘

Or use QR code

Check payment and get decryptor
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Zeop M, RN B ENE I 58 O BRI VAN NAS RS as AT AR . BARA
RSP E R, WIREFSEERATRRIFABRER, ERXEREHZRREEE O
FERSR 1R 3N 20 5 1) A% GL et H AR AT 6 A8 R 48

{«ﬁ

75y NTHRERSIFEE Lilocked

2019 7 H&E 9 A, 296 6700 R & k525522 7K H Lilocked #2758 1 %
BTN BRI, %R IR R E T RSS2 IS AT I — 3K & N Exim T IBARIR S5 B0, B
ER G, 83005 3T R SRR AR S5 2% A B DORLR, AN ®S 7 — %8 Web RS AH IS ST
5

Index of fjs X ‘ + — O pes

<« (N0 fis/ A 0O » =
-~
Index of /s
Name Last modified Size Description

3 Parent Directo -
@ #README lilocked 2019-08-19 04:05 15K
@ bootstrap.min js.lilocked 2017-06-22 13:06 36K
@ device min js lilocked 2017-06-22 13:06 33K
@ etimer s lilocked 2017-07-14 09:09 4 9K
@ 1queryv-3.2.1 min 15 lilocked 2017-06-22 13:06 83K

@ 1query.custom-scrollbar.js. lilocked 2017-06-22 13:06 25K
@ 1query.fancybox.min.js.lilocked 2017-06-27 15:44 51K
@ jquery.mCustomScrollbar.is.lilocked 2017-07-14 09:09 55K

@ 1querv.maskedinput.min js.lilocked 2017-06-22 13:06 43K
@ jquery.validate min js. lilocked 2017-06-22 13:06 21K

RN EE R 0.03 Lhirm (FELNZE AR T 2300 70) KB4
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£, ZEAHNBEEELMBERIE

2019 4E 11 H, W T E N 8 A AU F] Allied Universal 2 7284, $h&Jw 5
Maze [IVEFE ST AN RAT T I 700MB AL EUE o F6 B FR R AR I AS 20447153 B2 1 s
B 10%, HERZEANFTRRZA WS, SIS0 AR EYE.

Ok, here a brief story of the hell is going on and an archive with & code signing certs, SSL certs, etc, some personal data and some e-
mail database.

codesigning.pfx has unknown password, but | believe it is not so hard to bruteforce it, as other passwords in company was quite
stupid.

Short story.

Well, it was not so long before we breached Allied Universal security company (wiki mentions it is the biggest private security
company in US). We exfiltrated ~5 GB of data from their networks and encrypted hundreds of systems. They contacted us and after
receiving of proofs about data leakage just disappeared.

We gave them time to think and they made their decision. Really stupid decision as we think, as money we were asking was not really
big considering reputational losses and consequences for their "security” company.

Here goes 10% of data we have exfiltrated.
archive password is maze
PrivatLab

My favourite part is a first archive with pfx certificates and file pw.txt. So..much...security... for a security company.

We give them 2 weeks until we send other 90% of data to wikileaks. Other 90% is a quite interesting part.
Allied Universal the-bleep Security, new price for you is now 50% bigger. Time is ticking.

P.S. Malwarehunterteam, | know you like to troll and talk about breaches. Guess what. We still have access to their systems. And both
Cylance and Sophos did not prevent exfiltration and encryption. Epic fail. One more name to use in your regular day-to-day trollings.
P.P.S. Canadian Insurance company (we will not disclosure the name yet), please, collect money faster!

P.P.P.5. You told us once "That is not how negotiation works". Now | am telling you: "That is not what is supposed to be called security
company”.

FENAT T8I )5, BER R SHMILHTH 300 HAF M CARZ14 230 R0 fts
BT 450 HRF CHIFZ)E 380 J13RT0). MR HEAFNFRRRZ ST 5 H5ITTHIBE. X
JIIRAERE— L B R P o

X B R R AR RN SRR 3 NS ROE B R DA RER L BRI B
7, AT s M ik
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® 2017 4F-2018 4F: HTIEXT AL S IH 55 1 2 B4 3 HF
® 2018 4-2019 : H4 SQL Server FEM . VNC J21 . Tomcat 0% (1) 5547 3 #F -

® 2019 4F: Hrif RPC Wil 55 AR P . SMB PSRl 2 oAb il 1 5K 28
BT & ik F A B SR

[, % MYSQL. SQL Server. Tomcat %5 55 &5 # F BB N T 2 07 o I £2 888 3

Lo ESEEPG ERRE— (O o

) s =& =& besd
& TR 2019-07-11 18:24:59 [BEg] RPCESZEEHTE MR 1R
2019-07-04 14:00:31 (=== EESEEOLHS bR 1R
X, LR 2019-07-04 09:40:11 =il T4
B #wizz 2019-07-04 09:40:01 GEH) TiEH
. TURICER 2019-07-03 16:37:23 [BFE] EREESEEOSHS TR 2 %
C mreE 2019-07-03 16:36:42 [=57] PtiEa
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ETem E=FEbE SHiEFNES SsleBEE oA
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® TN Outlook 7t F2 QAL AT IR IF £2 85 (CVE-2017-11774, & o ¥ K5 # 16 55
Outlook VYPFIFFIE R Z A R4t Fig T B A d).

® HHIEXHUZ OA RGUEFEE R T AL IR BER (%R &G 8t # % & b
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®  SHTHEI AR J kB 2 B v G I A R T R IR (CVE-2019-0708) 42 A8 S £
®  HTHEXT Windows 10 T ZNAMFEALH) Oday i =850 -

®  HHEXT IE11 AL¥E MHT A J7 UK AT 6T TE10 30 Va8 P4 s T 2 S R - (IR
REEF P AN I LR, BB R A g a2 iy, BB H SO ) o

®  HHEX WinRAR AR RUHS HAT e T2 S F/(CVE-2018-20250, unacev2.dll AF=AX
AT IS ) o
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® HiHIX PHPStudy Ja [ 125 B E GZaTRMUHE AN P AGHHTEEEE
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Yy ZE0F2EELT EHEEER X
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ZH KR lesuobingdu.360.cn [ St 1. (HHT WannaCry. AlICry. TeslaCrypt. Satan

LK kraken JLASSOBAEE 25 8 H B KM A, ATHOIE R B, S B AR HE A

H,

XHEERA — M, MAEG LR IR SRKEE O

SFHAFSBTB00FENEFWS , MARSERINEERES , A CEm=st , AaRINESE. THRRSHS

WannaCry

ALLCry

TeslaCrypt
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Kraken

TRl B

Jsworm

HIEXF 2019 FERT 11 A H B2 88 R 51 B RGREAT o R B Bk 1t P SR

R GRS, R BT AR T DL T

GandCrab: “ GandCrab” f{ A KW EE B T REE TR X P #2265

“GandCrab” KRB A KA S . IR W EE I EFRIEAZ, FEOZPRMENZE

HAE 2019 4 LRAE It R R i, RN EALRRE L 2019 6 A 1 HEATIERX

ik

Help989: “help989” i Jy o8] 3= B fy T BN & SUAF IR S Gt — 1B 50N “help989”

Z R 1A J& T Globelmposter 1R H B X k. MR TR E, G4 EHIEFMNE,

M 2017 FEFFEERES, HIE% E AR . “help989” /545 N Globelmposter K A 2019

RG] P e 2 AT 2 — o 2B ERE EE S B AT 3 B R AR R 1 4, T3
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