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TNEER T mimikatz JURCHATTFEHLIK P 200 TR

B mimikatz 2.2.0 x86 (oe.ea)

C:\UsershAdministrator\Desktopi\Hind2>mimikatz.exe

CHHHEH mimikatz 2.2.0 (x86) #19041 Aug 16 2020 10:26:069

JHH T BH. A La Vie, A L' Amour™ - (oe.eo)

HH / \ HH /=x=x Benjamin DELPY ‘gentilkiwi® ( benjamin@gentilkiwi.com )}
HE O\ / HH > http://blog.gentilkiwi.com/mimikatz

THE oy HEY Yincent LE TOUX { vincent.letoux@gmail.com )}

THIHHR > http://pingcastle.com / http://mysmartlogon.com =%/

mimikatz # privilege::debug
Privilege '20° 0K

mimikatz # sekurlsa::

Authentication Id :

logonpasswords

B ; 121994 (00000OGO:0001dc8a)

: Interactive from 1
: Administrator
: IC0S-20180206KA

Logon Server
Logon Time

: IC05-20180206KA
1 2021/1/77 10:13:14

1 5-1-5-21-432565097-1903308006-6 75596 732-500

msy :
(000166001
= NTLM

= SHAL
(000600031

= lsername :

= Domain
= NTLM
= SHA1
tspkg :
wdigest :

= Username :

= Domain

= Password :

kerberos :

= Username :

= Domain

= Password :

ssp
credman :

Authentication Id
Session

(=) $apt

Pyt it — B LORE R SR S B5OE ) EERIEZ —,
ZIP B I BRI A B AN el ks H AR 2RSS ik H ATEY EHIWFE,M
B AR Ji 0 2

AR RIS

CredentialKeys

: 31d6cteddl6ae931b73co9d7eBcB89cH

: dad9%a3eebebbibBd3255bTef 95601898af d8B709
Prlmary

Administrator

: IC05-201806206KA

: Th834aa83alofa9d63cd8B5al99b52bo

: 2713a18ee8d900bT3b42ci5T6T5cebeded3f3241¢

Administrator
. TC05-201806206KA
JoBtest

Administrator
: IC0S-20180206KA
{null)

: 0 ; 997 (00600000 :000003e5)

: Service from 0

i RBUM A E, (B [ AR BBl R

FLU (2015 4E-2016 4E) [EH M)
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b L A B 9 U AR R B B COVID-19 AH 26 A 25 E RO 2 ik e i ey, e
MM EEA: 9%, DBEMENAL”. “@EREaiy . TDRmERIER” %, Wik
R RER B I 5 AR, TR B A T T SR . AR Health IT Security 4R
2, N—H EIPU A, E BRI H LU TR S VB, B EIZ) 907, 000 H 17 3 HELE,
737 W MR C A, BLA 48, 000 /N URL &5 COVID-19 L.

P SRPaNE B - 28 nomet METHEARS. BHORERE, SURSERRIE LIRS, BERED x

COVID-19 MANDATORY HR
SURVEY

1. On ascale of 1-10, how well do you believe your management handled the
pandemic? If your score is less than a 6, can you go into detail regarding what
your management did that disappoeinted youg 7

. Did management provide you with masks or hand sanitizer? N/A

. Have you been compensated for any menial health problems that may have
occurred due to the pandemic? N/A

. Please list any suggestions you have regarding how management could've
improved their reaction fo this pandemic.

. Please sign your name and your initials in the following signature box:

This document contains a signature form. In order to
properly interact with the form, please click the
“Enable editing” button on the top bar, and then click

o a4 W R

“Enable content”. ma

Below, you will find a form that you may fill out if you or
your family need masks, gloves, or hand sanitizer. We will
be providing it for free. You must also sign the bottom of
the form once you have filled out the form below.

() FIF &g S8R AR T

FIH 2 88 IR B SRR R T Moy, KA DIORAR IR 22 4 45U i 45 s 15 /i ——1E APT
RUEHIUNE W MRS R R RE T, MEEaeE 21U FIH o I F]
A M ZE G ZE WannaCry #1206 1. 10l EEH NSA i E% 1) Eternal Blue JRIF&HE, %
B} ] P A 45 43R

HAT, BRARMEFEZRTNARGRT . SRR, KEo#2CwA e mog
B4 T B2 4 18, AEIFERTA F P s S 22 3540 T B0 A A, it AR 2 A8 1)
I (Nday Wi RS2 BRI HBR . — BAF FE S IR I, # R Pk
IINBIE Ol THEAF. Flin, 44 7 H Satan $iZmaE58, Hie @M or 24
Wi M2 )G, XHBE R HBEE 04 REIRIAFERER One-0APlugins ¥Z W EE. IR
FEFE, TR TR] Y R R AL 8S, i Rl 5 R AR K

(h) M ED RS
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Uniklinik Diisseldorf @UniklinikDUS - 9817H o8e
+++ Update (17. September 2020, 10.00 Uhr) +++ Cyberangriff bestatigt —
Sicherhentslicke in verbreiteter Software ermaglichte Zugang —
Wiederherstellung geht Schritt fiir Schritt voran +++ {1/4)

C)oa T3 22 7 =29 i

Uniklinik Diisseldorf @UniklinikDUS - 2817H L
Die Sicherheitsliicke befand sich in marktiblicher und weit verbreiteter
kommerzieller Zusatzsaftware. Bisher gibt es keine Anhaltspunkte dafir, dass
Daten unwiederbringlich zerstdrt worden sind. Fiir das Abfischen von
konkreten Daten gibt es nach heutigem Stand keine Belege. (2/4)

Q 2 3 iy T

Uniklinik Diisseldorf @UniklinikDUS - 98175 veo
UKD ist weiterhin von der Notfallversorgung abgemeldet und Patienten mit
Terminen sollten zur Abstimmung Kontakt mit der behandelnden Abteilung
aufnehmen. Der UKD-Vorstiand bedankt sich bei den Mitarbeitern, bei den
involvierten Behdrden und den umliegenden Krankenhdusern. (3/4)

Ce 2 1 4 O s T

Uniklinik Diisseldorf @UniklinikDUS - 8817H oo
+++ Die aktuellen Entwicklungen sind der neuesten Pressemitteilung zu
entnehmen: uniklinik-duesseldorf.de/nc/ueber-das-u... (4/4)
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MEREFRES .

Maze Team official press release. November 12020

hould be considered to be a scam.

ver had partners or official su s. Our specialists do not works with any ftware. Nobody and never will be able to
ew partners at our news website. The was never s and is ing now. It can be found only inside the

heads of the journalists who wrote about it.

There were a lot of rumors, lies and speculations around our project. So we decided to answer the questions "why” and "what for”.

Our world is sinking in the recklessness and indifference, in laziness and stupidity. If you are taking the responsibility for other
people money and personal data then try to keep it secure. Until you do that there will be more projects like to remind you

about secure data storage.

How cormne that you don't understand that right now a hacker attack is enough for a large area or a country to lose th

internet, water, gas and electricity. As an instance we had the acc ate life support systems of New Yorks and to major internet
providers. A good attack was able to cut the ess to rnet for 35 states. We didn't attack those objects but their security is still
d g. Think about it It's not the priy security © ountry and its citizens. One day whose open doors
will be passed not by but by some radical psychos whose goals will not just to show you the weakness of security but to

make a major damage.

Our world is turning into digital detention camp. Ten or fifteen years and nobody will be able to step aside the

s. Without that soci you won't be able to make pur or get the soci

ly inside the digital world. After some time Il allow its ers to rule

REMRAE Yk GandCrab 2 Ji5, X —MEIZREEEAT “IBERTIW 7. BRVFZ8) R0 75 HAk
KOLEHPET, (HHE T B E TR,
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X—ATAPERITE 7 2020 R A R FBUW B 2R, 2020 4F 360 LRI
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