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Your documents, photos, databases and other important files have been encrypted!

WARNING! Any attempts to restore your files with the third-party software will be fatal for your files! WARNING!

To decrypt your files you need to buy the special software - "My Decryptor”

All tfransactions should be performed via BEITCOIN network.

Within 5 days you can purchase this product at a special price: BTC 0.045 (~ $2554)

After 5 days the price of this product will increase up to: BTC 0.0900 (~ $5108)
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If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does

not mean that we forgot about you, it only means that data was
sold and only therefore it did not publish in free access!
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Q@ Sydney — Head
Leve\ 23. Angel P\ace 123 Pitt Street.
Sydney. NSW 2000
+61 2 8243 6868
Melbourne
Level 33, 140 William Street,
Melbourne, VIC 3000
+61 3 9617 3900
Brisbane
Level 4, Waterfront Place
1 Eagle Street
Brisbane, QLD 4000
Telephone:
+61 7 3232 2300
Canberra
Level 2, 14 Moore Street,
Canberra, ACT 2601
+61 2 6243 6400
Perth
Mezzanine
28 The Esplanade WA 6000
+61 8 9219 3500
Adelaide
Level 5, 26 Flinders Street,
Adelaide, SA 5000
+61 8 8224 3800
Auckland
Level 16, AIG Building, 41 Shortland
Streel, Auckland, 1010, New Zealand
+64 9 300 3095
Wellington
Level 14, ASB Tower, 2 Hunter Street
Wellington 6011, New Zealand
£ 4 97‘8 1888
s

“M3 INC.”
& htip v.m3as.com/

@ 1715 N Brown Rd, Bldg. A
Lawrenceville, GA 30043

Phone 770 297 1925

5315 Avion Park Drive, Suite 100
Tampa, FL 33607

Phone 770 297 1925

£2 M3 is a company of over 200
professionals dedicated to hospitality and
technology. With a vast array of expertise
and partnerships, our team is ready to
help you navigate the hotel and
accounting industries with cutting-edge
tools and invaluable experience

The people that make up M3, and who
build and support your hospitality
software needs, cover the full spectrum of
technology and software competencies
With more than 200 employees and
growing, M3 is firm in its commitment to
do the right thing for its customers — and
that ethos starts right here at home.
Whether you own a single property or are
expanding to a portfolio of hundreds —
OUr SUCCESS IS your success. M3's
mission is to help you save time and
money by gaining efficiencies through
technological solutions and top of the line
services.

The M3 integrations team is always
expanding our network of software
solutions that help our customers operate
more seamless across varied platforms.
M3 integrates with partners to speed up
processes and fo gain more effective and

“HELSA GROUP INTERNATIONA...
& nitps:/wwwhelsa.com

@ helsaform GmbH
Bayreuther Strake 9-11
95482 Gefrees
Germany

+49 9254 80-750
info@helsa-shop.com

£ From shoulder pads and interfinings
to sleeve head rolls and facing silk
helsa® Fashion Shaping is your partner
in the clothing industry when it comes to
giving lasting shape to your garments.
The family-owned company with global
operations develops, produces and sells
individual components such as shoulder
pads and interlinings as well as integrated
system solutions for shaping and shape
retention in modern, high-quality
outerwear.

The helsa® success story began in 1947
with the first industrially manufactured
shoulder pads. Today the family-owned
company is the world market leader for
components that give shape to clothing.
Read more abouf our milestones!
Custom solutions or integrated shaping
packages? helsa® Fashion Shaping's
product range offers many possibiliies
with textile components that are essential
for shaping clothing

Principles like social responsibility and the
careful use of resources guide how we do
business as a company. You can read
about our “Code of Conduct” and our
company principles here

“BZ E” BIRTAFIEB AL R ESRER

IEH “HE% T 8= pEr N B EAE 28 H BazarLoader & & 20 3% [E 4t
T, B8 HmLLk, “lEAP £ BZRWEANT SR R YE, @ filidEk. IT ik
B R S AR o w3 AT Bk

LB HUKEEANAZ T B 1% A, 102 S35 B as EUSCER I W 28 DR A7 1) 3
FAEUE, #lin: Firefox. Chrome. Internet Explorer, LA %iHV KeePass %5 hd & 245 ) 3=
B ZHEFBEARACIUE R AR BRSNS, BRREXNZFHH KHDDOS Bt
DA S B L 8 TR S5 B AE kR, B JLE NATIR ST, RR 2K B FL 3t




BEERIE

PAUR A H SRS 1) R 2 IR A5 2

Merlen@r. Com

ransomwarel0@yahoo. com

dwaynehogan33@onionmail. org

sazepa@tuta. io

zeppelin helper@tuta. io

AllenPool1987@onionmail. org

jericoni@pm. me

dr. helper@onionmail. org

Vasco Alonso@protonmail. com

g. uan_yu@aol. com

mr. helper@onionmail. org

AndryCooper1988@tutanota. com

mak supp@aol. com

alabacoman@tutanota. com

Mikedillov1986@onionmail. org

Merlen@Keemail. Me

ideapad@privatemail. com

helpdecryptmyfiles@yandex. com

psworm@keemail. me

uSuppor@privatemail. com

jackiesmithl76@protonmail. com

zsebas@arimail. cc

zeppelin_decrypt@xmpp. jp

JerseySmith1986@onionmail. org

obamausa7@aol. com

datarecover@ctemplar. com

leonardred1989@protonmail. com

nexyum@zohomail. eu

pecunia0318@tutanota. com

JeremySaylor1987@tutanota. com

kameric@airmail. cc

EndryuRidus@tutanota. com

Rick Astley Helper@outlook. com

baseus0906@goat. si

admin@crypteyourdata. com

fionahammers1995@onionmail. org

ransomnow@yandex. ru

chickenwing@onionmail. org

MarkHuntigtonl1977@tutanota. com

pecunia0318@goat. si

yourfriendz@techmail. info

CharlesSLewis1987@onionmail. org

friend. dec@yandex. ru

Pringls us@protonmail. com

DavidSchmidt1977@protonmail. com

cnlock@danwinl210. me

cheetOs_de@protonmail. com

JamesHoopkins1988@onionmail. org

pol. aris@tutanota. com

datarecovery@ctemplar. com

ollivergreenl977@protonmail. com

520hard@mailfence. com

jasonchow30@onionmail. org

jeffreyclintonl1977@onionmail. org

seawolf@onionmail. org

Kirklord1967@tutanota. com

alberttconner2021@protonmail. com

coronaviryz@gmail. com

VinceGilbert@tutanota. com

DorothyFBrennan1992@tutanota. com

friend. dec@keemail. me

Vasco_Alonso@tutanota. com

noreywatersonl988@protonmail. com

koreadec@tutanota. com

korona@bestkoronavirus. com

rickysmithsonl1975@protonmail. com

helpservisee@elude. in

parpsrecovery@criptext. com

DerekWillson19878@protonmail. com

RansHelp@tutanota. com

yourrealdecrypt@airmail. cc

stevenl973parker@libertymail. net

pol. aris@opentrash. com

Leslydown1988@tutanota. com

richardbrunson1892@protonmail. com

Merlens@Protonmail. com

vilidariobtcl2@tutanota. com

ElizabethAntonel961@protonmail. com

coronavirus@exploit. im

zeppelindecrypt@420blaze. it

leticiaparkinson1983@onionmail. org

decryptdelta@gmail. com

harpoonlocker@onionmail. com

T 1. BRI

SR, JEE O E B R B B R AR AERA B 2N R S RO, BRI T ORI
K M 2 P DR e BROBR K o LT S A ) 308 3 et i 2 SR 0 380 2R 0 7 MR o5 B, 12X
DR BE SR — IN A SN < AR SR B < B 70 (RSB R Al AN A, T REAS 2 A

EAME A




@EE0HESES

| 20215511 BB #0E HERIR A IUBN 2w SR G LL

Hive

Lv 1.94%

2.22%_ \
o
Moses Staff
2.22%

Grief__——
2.78%
Snatch

3.33%
BlackByte
3.61%

HAEFRIE: @darktracer_int (Twitter)

AR 52 A ] 45X B 01205 7 SR MU PR A b s o 57 A R B et A A T e DXL )
MG AS N WIE 5 — A B A, s O R A, RIS I . A B35 360 M4
4/ MV IEE B R Yt b EA 10 ML/ b EA HEE T WEH R/ L HHE.

EHS reigroup. com Antal International

SWL Glamox Group Garner Dental Group

iPS tornel. com. mx Kent County Council

TTC totalfire. biz Symonds And Sampson

ION cilentospa. it breslowstarling. com
1kma eberlesrl. com betsaisonparagot. fr

V-ON Vision Source Bruss North America

Hutt Lucton School consortiumlegal. com
Otip Nordic Pharma Team Computers Ltd

DAMM Eileen Fisher comune. gonzaga. mn. it
AISD Renault India morganskenderian. com
AECOM INTOO Habitat arrowheadadvance. com
UEMOA Alco Plastics waveridernursery. com
Varney Police Brazil ARGOS CONNECT ENERGY
socage cloudpros. com Family Dental Health
VERBIO btc-alpha. com Pitts Baptist Church
CHRYSO reiss—beck. de TestO0il 0il Analysis
VISTRA adhheal th. com Greymouse VA PTY Ltd
INOXPA apower. com. sg Gibbs Wire And Steel
Grupob Charlie Hebdo 3D imagery of israel
Ishida Argentina GOV duncandisability. com
dlb. it effectual. com centerspacehomes. com
NOLATO callay. com. tr lawrencegroup. net. au
M3 Inc. Bochane Groep ardebolassessors. cat
Lantech Power Plumbing Burda Sanitartechnik




PORTALP benefitexpress Align Technology, Inc
XacBank Landmark Builders The Harrison Law Firm
Ferrara groweeisen. com THE METRO GROUP, INC.
Emi Jay mcmanislaw. com Diputacion de Segovia
Bayonet nurihiko. co. jp Capitol Beauty School
Epstein Stratford Land Architectural Systems
DUNMORE Premier Energy Purifoy Chevrolet Co.
SIRCHIE The Xssentials SNR Shopping PUREGOLD
KISTERS Jonas Software Volvo Car Corporation
wpdn. net home. hktdc. com VIENNA INSURANCE GROUP
Laurenty daviscrump. com autolaundrysystems. com
fandi. fr City of Witten W A RASIC CONSTRUCTION
eban. com Visage Imaging City of Bridgeport, WV
DALLOYAU mtradeasia. com Family Dentist Newbury
Burkhart telepro. com. mx Woodchurch High School
Jalasoft Aspen Avionics Tangent Communications
MPRL E&P Besson Seguros peschl-ultraviolet. com
abiom. nl dtstechnical. ca Area Energy & Electric
GC Micro waclighting. com lenzcontractorsinc. com
EDAN. COM plumascounty. us DUNA AUTO az Autovaros
Match MG David Engineers Westvale Primary School
Arbitech ProActive Works Las Vegas Cancer Center
gaben. cz Astera Software Johnson Memorial Health
DEWEtech Westmont Helena Cabinet Remy Le Bonnois
Starline Connect Housing The Della Toffola Group
Flagship barfieldinc. com The Grupo Daniel Alonso
ARM CHINA The Glass House Delta Group Electronics
rttax. com NLB Corporation Lakeway Publishers, Inc.
EZ Loader REV Engineering Enduro Pipeline Services
La Bodega vicksburgha. org Florida Heart Associates
itimCloud Salinen Austria Schmincke Kiinstlerfarben
Skatetown RocTechnologies evolvedevelopment. com. au
Unit 8200 promo. parker. com fluidseal ingproducts. com
FTI Group Regence Footwear DKS Deutsch Kerrigan LLP
alssi.com besttaxfiler. com WELLS FARM DAIRY LIMITED
iveqi. com Agricorp Company Supernus Pharmaceuticals
inlad. com Community Brands Creative Solutions Group
mpusd. net Emkay Food Sales ATA National Title Group
San Carlo ONTEC Automation QRS Healthcare Solutions
UABL S. A. thinkcaspian. com pacificstarnetwork. com. au

gvalue. com

Moneyfacts Group

trueblueenvironmental. com

bdtaid. com

redsrugby. com. au

Rusty Hardin & Associates

ENESCO. COM

Canada West Land

The Skinners Kent Academy




mym. com. pe

Aisha Steel—-ASML

Emery Jensen Distribution

rintal. com

scotttesting. com

HELSA Group International

era. org. uk

hanshin—dp. co. jp

hsvgroup. talentnetwork. vn

GPV FRANCE The Cochran Firm STAR REFRIGERATION LIMITED
pkf. com. au telemovil. com. sv Ehud Leviathan Engineering
royole. com planters-oil. net Bryant Industrial Services
ochsnerEFS nextech—asia. com Rockbridge and Bath County

siix. co. jp

MCP Services LLC

Dealers Auto Auction Group

wnrllc. com

The Npd Group Inc

Karges—Faulconbridge, Inc.

APR Supply owenscarolina. com Comstock Johnson Architects
ALPSRX. COM optimumdesign. com Property Damage Restoration
jurelus. de H.G.M Engineering Hickory Veterinary Hospital
APG Neuros Niemi Bil i Lulea Holy Family RC & CE College
Koltepatil CarpenterProjects ASPECT STUDIOS ASIA PTY LTD

kenwal. com

R.E. Pedrotti Co.

MATITIAHU BRUCHIM Law office

JEAN FLOC™ H

comfacundi. com. co

Marshall Investigative Group

TRINA SOLAR

ideaitaliausa. com

Virginia Department of Health

Metaenergia

John Sisk and Son

Thunderbird Adventist Academy

Gulfport MS

Lineage Logistics

Eason Horticultural Resources

MVS Mailers

National Material

Williams & Rowe Company, Inc.

abvalve. com

General RV Center

Beaverhead County High School

EQUITY Bank

kankakeetitle. com

Marten Transport (MRTN NASDAQ)

bsg—11p. com

Cadence Aerospace

FLUID COMPONENTS INTERNATIONAL

LOGROS S. A.

OT6acH 6 aHEK

Law Society of South Australia

VR Souliere

Epple Druckfarben

Eberspacher Group of Companies

evans. co. id

Wolverine freight

Goodwill of Central and Coastal Virginia,

Inc.

mecfond. com

Stoningtonschools

HARTMANN FINANCIAL ADVISORS LLC

MENZ&GASSER

Finite Recruitment

Herman & Kittle Properties Inc

FUND-X S. A.

Southland Holdings

City of Fulton police department

Websites. co. in

Blue Harbor Resort

The Center for Rural Development

Lootah BCGas

Valley Machine Co.

Charley’ s Greenhouse Supply, LLC

interfor. com

cepimanagement. com

West Virginia Parkways Authority

logistia. com

Pronghorn Controls

Midwest Packaging Solutions, Inc.

INDIAN CREEK

AHEC Tax Solutions

Outdoor Venture Corporation (OVC)

chatrium. com

Raj Transport Inc.

Universitat Autonoma de Barcelona

Royale. co. uk

Alternatives, Inc

Wisconsin Homes Inc Home Builders

cool-pak. com

The Leschaco Group

Cogan Wire and Metal Products Ltd

Dr Schneider

gunninglafazia. com

Unione dei Comuni Terre di Pianura

Fly Arik Air

Star Island Resort

Bock, Hatch, Lewis & Oppenheim, LLC

Electra Link

Tri Tech Surveying

HUDSON BROTHERS Construction Company

cardigos. com

JAFTEX Corporation

MINISTRY OF ECONOMY AND FINANCE Peru

Axi ¢ orp GMBH

systematicatec. com

Hospitality Furnishings & Design Inc.

Orgill, Inc.

Daylesford Organic

Societda Italiana degli Autori ed Editori




mfitexas. com

Amtech Corporation

Pueblo Bonito Pacifica Golf & Spa Resort

transaher. es

SWIRESPO. COM

Societda Italiana degli Autori ed Editori

essextec. com

MGA RESEARCH

MOTOR VEHICLE ACCIDENT FUND PENSION FUND

docol. com. br

MCH-GROUP. COM

COMMUNAUTE DE COMMUNES PAYS D’ APT LUBERON

EL Pruitt Co

PALMER LOGISTICS

The British Columbia Institute Of Technology

immodelaet. be

MUTUAL MATERTALS

TEXNOAOI'TIKO MANEIDIXTHMTIO
KTIIPOT

atlas. ind. br

FRONTIER SOFTWARE

Department of Justice and Constitutional Development

Acne Studios

MUSCHERT-GIERSE. DE

Jet Industries Full Service Design And Construction

Services

Alixa Rx LLC

MEYER CORPORATION

Transco Sud Internationale Transporte Gesellschaft mit

beschrankter Haftung

Ktk 2.

ZHRAL/ A

RAZEH T BT

EIK 2021 4E 10 A5 11 AR EHE#AT S, KA SRS 5 ARG K, A JERT
=HIRG A Windows 7. Windows 8 Fll Windows 10.

| 2021F 11 BSOS EHRS ALY

@EE0HESES

Others
0.25%_

Windows 7

WindowsXP___
A467T% 59.82%

Windows 8
15.31%

HARKIR: 360R#BERESE

PR X 2021 5 11 A3 R 500 HusR B 1 20 B8 8T, 5 2 A LA AR 210
HAuBEAT X b, M IXCHEAA A BRI AN Ko B 2R R ads s IXAT 2 Tk 1 2 0 B



@SE0HESS

| 2021511 B 2E#HFEOSKESHE

HiR¥EE: 360EFZLLH
I AEE 2021 4E 11 H 55 04 KE SR, RDP FTMYSQL 55 1114 X o B AR TE 3 K
B, MSSQL i AR B N RS 3

| 2021511 BRGtLEMIFH NG E

50000000

@EE0HESES

45000000

40000000

35000000

30000000

25000000 —RDP
— MSSQL

20000000 MYSQL

15000000

10000000

5000000

o X L s T, ST R TITG- IEC JEPAS B S o . D O O
O OV .0 8 Q) AN RPN SN L 20T 0 TN NS RN 0 S TN N TN 3 s NN
»Qy ALY A \'\, \\ \;\; \\ \}y f\:\l \"\, \\, ,\\ -\’\ \"} x\« \'}y .\\« \\ a\'\ \'\« \\ A \\/ \\ A -\,\; N r\.\ \')/
e q} R SO0 S B AT S A q) Qi he q> R b p A T A A g q> g q;\: i q,’\‘ ar o

G e S U O R S SR L R

HIRKIE: 360R G eI

RW TR

PUR A H BB RS 2 5 0 BIM giit, Bk B 360 BiR i di il = 51 %,

® 520: J&T BeijngCrypt #IZINEERME, HTHEINE SO G S AESCH 520 T A 5%
B . ZF R EBERERE T A0 8T R AR R S T 1A R S T B R

® hauhitec: J&8T YourData, HIT#INEE GRS BN hauhitee T AN 8RR .
W R RS B ATE R

® devos: XJEEA =MIEN, WIHEPINE ARG HRSHAEECN devos TN A . (H
A IR & phobos IR HE KR, KRN EZAAERE 7 A0 it B0k s 5=
I 14 B e F3h 8 #% .

® \Mallox:J& T Mallox ¥ZIRFERIE, HIT W SO 5 S A2 2N mal Lox T A %



A . it SQLGlobelmposter LEE HHATAEHE .
® cking: [A] devos.
® \Makop: ZJEZA MG, i’JI%EZﬁDMI{fF}:W%%EZﬂkEﬁZ?J makop 1] By R B iA] -
B 8T Makop ¥ RWEEF IR, %50 EERERETT oy i 5 78 izt A% 52 1 1 4
B Ja T3 .
B 8T Cryptojoker BIZIm#ER, Wi “BER” HITIE#H%.
® LockBit: LockBit ¥ZWaEEZME, HITHINE XM G A S HAZ N Tockbit 1T BEA R
B . 2R EE LR T O R R R S T S D S TR R
® cight:[d] devos.
® stax: JBT Stop BIZMEFLKIE, W TR A5 RSB SN stax MM A KRB o
R TTy: O3 BB A B O L R AT % 4%
® \Magniber: XN RS, G SIIBABSOVBENL R, 3BTy il
b W AT AR
@EE0HEES

| 2021511 B 3608 Zmes 1855 [EXERaZRETop10

eking makop eight magniber

HUEFRIR: 360@5%’# HERS|E

fif= KM
MRS RINA H 2585, % = NI/ GandCrab, HKGE Crysis. f# FHf#E%
DT 2 SCA 1 FH P 50 B v () A 8 Stop SRR I 10 4%, FLURJE % Crysis IR % & .



| 2021511 B XnEEE

1000000

100000

10000

1000

@EE0HESES

—ETE (1) —BEREE ()

443334

21003 20456

1000

100

10

!

GandCrab Sodinokibi Loki Cryptoloker tesla Knotecrypt ~ WanRaRen Crysis zongging Flown

B REERFHUTEIRE

ZEPHF RN

TS 7 W P 2T T3 B A 3, 360 22 4 R 70 59 91> N R MLk = & H A B0 1k
M adill. AERBHBRTREL KM P 27 AR T RN 224, 2B 20m R .

N

RSN PR RS € 300

XEFAE A, 360 A Kgs i BLU R, PLREBY P S i 2 R M.

(—)
1)

2)

3)
4)

5)

()
1)

2)

TR R 12 4 ST A5
PG I, 24 22 28 ELA v B B 47 6 RN 32 3 B AR T B 19 22 A, AR RUR

BB RE, X A SRR 5% SRS AT AN A B R BUBAT 384

A 2 A IR IR A Z DR, IR ERAE RGN A, AT
AT, LG A R TR N AR L

REMEH A, IS EE DI, B0 Rl ) U

HER . BAEN A E MG, — BOUEBUREIE R, AT BL KR

R E MO SRR R, OFlTE. KNEFE, o HKRERDRMIZEA 8
fir, AMEMSIE4, AR Hdi & g .

kD f 6 1) b 9 5 A

ANER R EEA B Rl A A RS S M, HERMSE2F PN T Aok .
CRHERL G

ANELRE Gy AT TEBA A N R K B A B AR BB A TE S b Bk e . AR B 4T

P REAZN js + vbs. wsf. bat. cmd. psl ZERIA A exe. scr. com ZEH[ AT
T, WTFEENACRIEYS S, BHNREEY, 2R TRE



JRHEATIT.
3)  HNEER IS (U AL RIS, N S 2 e A A 2 4

.

4) W REVEARE SR, PR 2 e PR IR DR T IHE AT, T

B

Ge R T SR R IR
(=) RIS R R
D %% 360 %A D AIRTF R RMS, — E AR B RS ES, T EAEi 360
RN MSS FRAEB, DU AT REIR D B B
S P Kol 2 E VR TR e S €40

() il gz 2 I X

xHALAE B RGOS, &R G TR, £ BACE T R %0 L5
J&, EBOSRE A HARVESE, DI R S IS XA R ) et i, JAlg
H N L A

1 ikl

2) wEE

WIZIER, k55 Bl RS0 E, ASFEERT]S Xz (8] VIAN A5
W73 85, i/ R DA P e o 3 RIS L 14 190 2% 32 3 ek

ARG, & BB E DMZ X35, o AR AR 55 805 U™ A% A 2. Dok
L T G RS A

ATV TR, AEA 2 b AN W 48 SCHE Y 5 B e, R H W HEE R
w BRI

BUBR Pz, B S5 AR AR 55 N 52 I P AU B A 22z Al sl s o) 3
IR, JE_E DU MRS 55 o AR LA BN ™ e B 1 34 ol
SRV S0

BRSO/, X RBEBIRANL % R G0, Rk, A& h,
TAAEE, WG IVEEE E R SO SRS Ol S R, R RGa A G
X

WP OE B, RHATIR T D2 E i, HaHiasy DR, 04
KIPAEF I, P SRR, B BROATK ™ A L.

IS/ HEERE PN (4 A T PRV = 2 L = e o 7
WUH, REEAN T RATIE DL, KIS RG MR G BEF b2t T s
SEMIPAT IR 9, R I B T A AE 1 22 4 )

PR, EI AR 1 0L, JCHGEBEIK ™ . HEEIK P BUR, R
AR R, X g BAT A2 s 1y, Mr Sl e 2.



o NMsRiL, HEATHMENUNE, EMHFE R IEREET R E, RIEHZ
e P BE, KRBT IAEL BRI AR B g att.

o NGF, xR TRATZEHE, BRI, BiRnl gk,
RN

o ITONRIE, HIE LT NG, 1RT A TR B EE, KAER,
AN N 22 ORI o Q1 G 5% TR 4 R AR, i 55 45 v L R A 3 EL IR
Wz,

(7)) KRBLE 32 9200 B My Ja AL B R

1) KBRS BLRISC P R 8 MNZ TS . 5% P I 4% B BH 11 3 22003 B 42 P9 6
a4, SRS PAITH AL RE A I L 3 3R 03 75 4k S 2 S A

2) BRRLE] H, MNAMSETHELE.

3)  AFEIANERITA LG AN, VRICIERE R EIRE T NI AL 4.
(=) A #2025 By Ja 1 D 97 4 e

D BRRZE] T, NS THEE AR

2) HRHAEARWMKEME R, e ERERO4

3)  EETURMAIL ORI N BT AR, AT 2 W1

4)  ENIRI ARG A AT 2 AR, KT BT

a) A K s

b) Guest & H B H

c) Windows ARG HE R BT

d) RS E RGN
5) B IAEA EWKKEME RN, HEE RS04
6) EE TR} A e B B T AR, IR T e A
) IR R G 7 I, ST BN T

= AEBEATEE

RIa—— RN NH R, #A RIS !

SR AR S BB AT Oy, T EL R I R T e 2ol RO ) 22 A KU
LR & BRI R . SR iE R FEAR R Bk . bl #Ror #h2ma RN
SCPESER A, X RS R SO (B e S ), L SR 2 B FBORE R
WINEE Ao WERAGAS S I, 7T L2210 RR 2 P SR BRI e i i, [ B A2 Hp
AR R A CHSE S E RMRSRERE, MU BEE KRB . 0 7 B T
PEIF ALY B BEAT B 2R U ST BIR BN R it —— 12 b 2 2 I O A ok 35, RT
R K 0 T 25 32 453 2 P 38 e



	2021年11月勒索病毒态势分析
	感染数据分析
	勒索病毒疫情分析
	Magniber勒索软件升级，瞄准国内用户
	Conti勒索病毒团伙策划让Emotet僵尸网络卷土重来
	“阎罗王”勒索软件正驶入攻击美国金融部门

	黑客信息披露
	系统安全防护数据分析
	勒索病毒关键词
	安全防护建议
	一、针对个人用户的安全建议
	(一)养成良好的安全习惯
	(二)减少危险的上网操作
	(三)采取及时的补救措施

	二、针对企业用户的安全建议
	(一)企业安全规划建议
	(二)发现遭受勒索病毒攻击后的处理流程
	(三)遭受勒索病毒攻击后的防护措施

	三、不建议支付赎金


