2021 £ 12 BEIERESH N

BIRREHERE RS, 360 KR MRS C RIS BRI i GeRE) . BEE AL
IR BRI PUE SR, b R XS AT BT, 8 R SBER E T B AC R T R B
AW I B Z I BELS A ANAN N R R 520 FEER BRI HBRB R . 360 24
KIGEE B R R B AT 7 27 A AR S5 0, R BRI PR 360 AR RS .

2021 7 12 A, &FRE I K VE R R IR B XA « CarckVirus.Miner.Razer.Youneedtopay.
Bl@cktOr. Karakurt 2855, Hrp Bl@cktOr. Karakurt N H @I E SRR HX R 4R
JIH FARK —BU IE] ¥ TellYouThePass ¥ & # 5%, FIH Log42 il & k.

XA A 820w 2 5, b iz m i X R AT 4ttt Magniber SRR & EE 43, 64% /5
7, HRZEE 11, 01%1) TellYouThePass, phobos ZFKiELL 9. 87% & =,

MR 360 724 KN 4% 2 HIEHE B, 12 40, BGEEIFAEAH 58 i) Log4 2 RCE
i (CVE-2021-44228) 4% TellYouThePass BhZ i d 5 M, M OA HI /7 32 9¢ W &

@DE0OHEES
| 2021512 A RBMFERS U ERRRS K S

Others
5.31%

Medusalocker
1.52%

3 Magniber
Crylock 43.64%
1.90% .

Globelmposter
2.85%

Stop
3.42%
TellYouThePass

Makop 11.01%
4.36 '

BeijingCrypt

8.35%

FIEKIE: 360RBERSE

XA H %2 = E Pl e KRG#tAT40t, ALERT =/ &: Windows 7. Windows 10,
LM Windows Server 2008.



@EE0HESES

| 2021512 B ZEIZIRS IR FR S AL

Others
2.23

Windows 7
49.26%

Windows Server 2008
10.64%

Windows 10
28.47%

HUERIE: 360RHRES

2021 4 12 A PRGN RGP i RGAAR ST 4% R 405 LR, SZUC i) RGP
REHAGNE. 5 ENHAME, BRKES.

| 2021512 B R R IRS HURER ARG R S

@EE0HESES

HIAEKIE: 360RSERS

RN BRIFE T

Log4 j2 WA BN RS ZAIH

4 H Apache [ Log4 j2 #1444 K I KR (CVE-2021-44228, AR HAT IR » %
WRAE 12 H 9 HpiPeds, 7612 H 11 HEHIREE X Logdj2 #AT IR BE 1T . 360
AR ES], B E TIRK B TellYouThePass $1 & &, 76 12 H 17 Hi#
Log4j2 Il & LEk, X5 0A KRG KL KT (ZRGMH T Logdj2 H1F) .
EFRIEAERRI IR A G G 2 8 — FEE B R S Uity , R MW By . HAE
12 A 27 HHE BRI &, 5 H G 5 & 600 &



@EE0HESES

| 2021F12B RALZ 2 HIFHHEGE R

HIEEIR: 360FRGRemHin

T Log4j2 IsTRFI H 7 \fai s, fEH ™ E, AEAHEGWEZ N ER[HEREEH. &

HEZWN BRI

o KAWA], WA REIUH MBI KR Khonsari 2 FHH LogdShell #H17&#k. Uik
EHH LogaShell AR HAT ARSI il MO FR IR 55 4% T 8. NET —BEHISCAF, 12 35
R HFRALES BRSO T N, FEHY R 4. khonsari INEEEA XA . 2l FEiL
SREZRGEE, ZROUR: TS84

® AHNH, EXRWEMEXIE Conti BIRMEFT UM Logd] HIAH DRI R Puid Be ik
VMware vCenter Server SN2 /AL i) B ds

®  AKIEME HAEE ) Minecraft 5588 & B i A B hiRA, UHEIFI A LogdJ2 JRiF
BN RS Khonsari # R Bt

® kI KIINE AL 16— ONUS BRI SCAT RG] 1 A il Logd j 5 3508 21|/ 2%
Bk o Bl Ja AH 4R 3 Bk 2 b il & 93 BRI 200 75 P I, JF R 22 500 J13E 0]

B2 4 o

B HAE TS EBHRREL ST

HOy 2 R 0 8 TR R, AN Al G IE RIS, I L AU R R
DBBERRARMANG . AR, RIBEAZILHRIZEF P2 (PPLA) Aik 4 /B i v i #a 10
THE: ZAE 2021 5 10 A 9 HE 17 H 2 618 52 8 2 p f B (Bl 725 A I gk 7
K& — ], I B a8 A b S 3OGF 5 I m (B S 2E) , S E40 75 % B E HE i R
FOE, P EEEAE. REGER . HAER. WRERS. BEERLENHR DT,
AMUEREAZHRIZE B 2 REE S, RN R BT R 7S NS Bk ER 1 40 428 .
SHBLATRIZEY], BE AR X2 B 102 A s AR s i AAE R B, DA ER
EREMABETE NG, WMEERNDREE.

Hive BIRWEAMREHE, UNMAAKEHENHIF

i3 2 AW I O ELAE A Hive [ B/NMAEE B B AR BL, Hive BhZRmERIK AT RELL



FLit s vl BRI INE R, BiZAT3h T 6 A N ARERE DOk, N RSB AR A 3 K
~], N RAGENAN H SR 1 350 4k sidlg,

2 BAK R B i el i H RIS T 71 ZOR A I AR, R K& Hive #130%
R HE ST 7. RSFAGTE, AL 10 2 11 A Z 18], Hive B3R5 2 Ak A 5t
oS QWA Sy v

Hiveleaks

NASS USA s
North 25 octoberzom
American 12:01:00
Substation

Services

"NASS is the largest independent provider of installatio
n, repair, and maintenance services to mission-critical
high voltage substation equipment throughout the Un
ited States Headquartered near Orlando, Florida, we h

350 field-based technicians serving utility, mu
nicipal, and industrial markets nationwide—ready to b
e quickly deployed to service our customer’s needs. We
are proud to have maintained leng-standing relationsh
ips with many of the largest utility companies through
out the United States."

‘Website Revenue
WWWNBSSUSE.com $51M

Disclosed at
Employees

500 3 January 2022 - 19:42:00

Rook #)Z & /& Babuk Wt EAS R F —RATE M

Babuk ¥ % 5 K IEAE 2021 4F 4 H B e B gy J, RIS AET7 57 AL 1) 250GB £
PEACHE B WAR A TIEIE N — 8, AN, 16 6 H i HA RS iR R, 769 HH5E
BERACSBE AT R ATLERE M .

T TR D 28 Mo A R I — 3K N Rook T RSB 20m 88, RN, AiReE & LA
773, #5 Babuk #Z W #EAEE AL X% A0k 8RR ST I AR 2 R 25 R0 1AL £ SR T L
CRETA. Bk 2021 4 12 A 31 H, &5 O E B 8 sk A F kA 6 45255
M/ HEUE R [FIRT, M S0 B B it & WXl R AR S S G, KRR, SR Lk
AREHIEF VI, B L RURAM 2 EHEE, SRS B =0 (N2 an
Al PUEEITE) Mk HER A



We Are Rook!!!

We have not yet thought about how to introduce us
We are a new group and our energy is very strong.
Time will witness our growth
We hope that the media will make our introduction public

contact us

rook@securityrook.com

securityrook@securityrook.com

Dear cyber security company, if we find that our server is inaccessible, we will

immediately disclose the data
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