2022 4 3 HERWBSH T

ZIREERE RS, 360 REFEIRSS O R IHZRIE] i8R m iR geoRk B, B A B AL
FIR BRI PR & AE, Al i R RS AT BT, B R S ARG I BT T B R Rt
AN I . ER 0 B4 A AN N A SR IR 52 e Y R R R S, S M BRI O . 360 24
KIEN R B2 EE AT 7 27 AL 5 B4, AR ERE BB 524 360 & RS

2022 4 3 H , AR HE RS R 5 KA FarAttack. Venus.So jusz.KalajaTomorr.
GoodWill. Pandora. AntiWar. IceFire. Acepy &5k, HH Pandora & H X E#R 8%
Rook FKIEEHALM K BT A 4 Z2HH.

A H BAERRIEA =AU

—. TellYouThePass ITHHZ IEER, FEFTHGFIH Spring Jil A 1n) H 25 iR A& St

. WEHHZE Cuba FFUEYERE W &

=L =R A, RS RAIEIE LAPSUSEE #h 2k ik Moy, REEuh it

o

FETX) 360 OB ZREEHRE M AT iEH], 360 B 2 44 A BT F 43 B A0 (CCTGA #)

RIRAFBTERI TAEHE R D RATAR -

EEXA H # R 82 3 BT B R B XA T 4t Mallox (TargetCompany) S
Eb 15. 52% & & 47, A& 13. 53%) phobos, TellYouThePass S PL 12. 42%47 JE 5 =

M 2 A4 FH4E Mal lox (Targe t Company) H4 P XA [ 212 I\ B b i 0, FURGL &
EANNT BT, FEA H BT TOP 1.

TellYouThePass FIRHIA H Z R AW PE R B,  FRG EAH b DT A KR 2 |
o

@E0OHESS

| 202253 B RN FRIRSZ U EF RS ZHKIZ AL

Others
9.98%

Globelmposter
2.00%
TellYouThePass
12.42%
Magniber
2.44%

Buran
4.88%

Makop

HIRRE: 360REERS



XA A 52 EH TR E KRG TS0, AERT=/)&: Windows 10. Windows 7.
DL Windows Server 2012,

@>Ee0HEES

| 202253 B Z ¥ Rm BRI FR S AL

Windows 7
Windows Server 2012 20.38%
15.28%

BRI 360R¥RPRSE

2022 £ 3 ARG R G PRI R GRS 2 R4 H R, BRI RGRA L
REARGENE. 5 ENAMLL, JTEBRPE.

@>Ee0HEES

| 202253 B RENERBRS RRBRA SR ALY

HIERE: 360R KRS

BRREBEE ST
A2 IRTERKH) TellYouThePass B RIRBFIE

360 2 A KM, M 2022 4E 2 AJKE] 3 A, TellYouThePass [A & PE R T £ i)
Rt AR ZFRBEAEH Logdj2 Kah¥r, FINIEHIE T Spring boot JwiFFIF]



FH 1A) H 2561 (CNVD-2022-10270 @ fEARRL 3T 1%t .

TellYouThePass feg[E] 0 E 4% Windows A1 Linux BEE R G, XD F RN fEE K
B, 72N RBEEARIBE, BEE AR o MArg S e RSt fEAH, 360 Z4K
it W B 22 Linux WA A% F R .

SUE R Cuba FF6BT E A A P

A H W E) 2 A N A 68 Cuba 200 58 B0t 34 . Cuba # R Ak XX BEFRAE UNC2596
R, SR HILT 2019 45, SRR s il e v 2 10 [R5 A (B A 4L
WAE NI RS & M EEEN) . Hipoh 4 e 77 X085 8% 2 5 S0 12 75 7
Hancitor & EEFX 4T Besdi, Wi Microsoft Exchange JwiFRICEESE . 8 & Fh
Webshell. IFEVT il ALy (RAT) S SRR T o HozFH A/ dHE0H 80%Hik AL, HikHE
BONTEE, BOH 49 NMAL/ EE R KRB 2K X 857 3 5 E R
4400 J3E TG, MITIREEAKI, ZFWRIFAKG Hr A 52358 44 B0 AT B H 3% [k,
PRI T AT HL 52 T B it 1 49 1.



Free

. BC Intemational Group is a global apparel manufacturer and distributor headquartered in Totowa, New Jersey.

Our mission is to be the first choice Engineering Procurement and Construction Company for our dlients in the UK and overseas.

mANT Our clients can benefit from an extensive range of in-house services including process, MEICA and...
Hyundai Powertech is a main auto parts manufacturer of Hyundai Motor Group, spedializing in automotive transmissions. Company
H;‘g“zgk has a full line of transmission products from compact cars to full-size cars, and has been able to...

— Integrated Data Services (IDS) is a leading provider of custom software products and Govemment financial management services. IDS
L
ﬂb was founded in 1997 in El Segundo, Ca, and since that time has seen tremendous growth and success....

https/Aww heritage-encon.com

LAPSUSSHEAER, RA/DEHHH

Lapsus$fe—A-kH 2N ERAEGT RIS RBK, FRHIHT 2021412 H, &
X B AR AR R Tk X2 DR EER R Ut HosDh Bt Rk
(N\VIDIA) « =& . TR LK Okta Z5 KA, B4 Ubisoft. HL{FAH] Vodafone FlHL ¥
% B3k Mercado fE X HAR, KUt
HAAEK, OfF T4 5ZBIKERMIANG GERE 16 $F 21 ¥2iE, Hd—4 16 %
NG R EHEEEE, & Lapsus$FAZ—, WEMMNBEESIHIRAT 300 Z2A R
—— A RIMMETHE, 2128 1300 J33E70) Hodtd .
PAF =230 A2 Ak ke i) B o ) 52 W H IR G4
® 2J]26H, ZAHALEMRCHEIAA L) 7 NVIDIA RS 4%, FEMDhoii 1 &t 1TB
BN R . (EAAJG IZH AN EKRIEE] 7 NVIDIA FIR AN, FHRRG @A
F BB 07 IO BAR 24T 1IN ——1X — AT E N T B 1 e U A 8 3R
BRI B gz E Ik DR &, Bl AN FE LI itE, HRrc&h
BT 4 FH MR AIE 1525 44 1 7E B
® 3 4H, ERHALINATE— R EEE, MEE TR ST ESL =R BT RIREN
EHAE . HAERR, EHRARARIE P ERE: =8 TrustZone I8 H 2255 [ A 52455 N
JEARHD, RIRE AT S A BUSERE . A AR E B TR ol = B &
5 SRV, kA EE U, = RER0S RS SRS TR BRI EGAE =
B AR 5 BIEANS, AFEFTA APT FURS .
® 3 /120 [, LAPSUS$ZE %LV H: Telegram #iE F&AG T —ik#EE, EWHBRIINE
TR Azure DevOps IR55 %% . FF3REL T H A {5 Bing. Cortana Az HAhSFif py 510
HBWRS. B0 21 H, 2880 T —AK/ANA 9GB 1 Tzip B4t piFh 730, H
ALE T 250 2N H FIVEID . KA, LAPSUS$IE /R H A8 90% 4 1% Bing J5AD
ALK 21 45%0#% %5 Bing Maps M Cortana J5if%. JfAFR4EEIEAS AN A 37GB.



RESEHE

PAUR A W2 R 2 RS B

explus@tutanota. com

devicZz@mailfence. com

Dec youfilel986@mailfence. com

@Ransome Decrypters

recohelper@cock. 11

jerry@onionmail. org

blackrose786@disroot. org

asgardmasterb@rotonmail. com

asgardmaster5@rotonmail. com

christian1986@tutanota. com

hello company@protonmail. com

j. jasonm@yandex. com

melling@confidential. tips

r19narOk@airmail. cc

ragnarOk@ctemplar. com

ragnarOk@tutanota. com

ragnarok@rape. 1ol

ragnarok master@rotonmail. com

ragnarok master@protonmail. com

ragnarok recover@secmail. pro

yawkyawkyawk@cock. 11

emcryptsupport@msgsafe. io

Decryptfiles@goat. siln

Decoder@firemail. cc

venom@privatemail. com

AcepyRansom@protonmail. com

contact@pandoraxyz. xyz

ust29@aol. com

divevecufa@firemail. cc

prismchigo@tutanota. com

supportsys@airmail. cc

consultransom@tutanota. com

consultransom@protonmail. com

erinalexral f@aol. com

happy2022@tutanota. com

curiosity08@tutanota. com

itlab@techmail. info

antichl54@privatemail. com

rikyrank113@protonmail. com

backmydata@mail. ua

jujumba@tuta. io

jokers777@tutanota. com

itlab@keemail. me

crypt2022@aol. com

antistress. ir@yandex. ru

antistress. ir@keemail. me

oslapisavkusna@onionmail. org

anticrypto@tutanota. com

file. decrypt@onionmail. org

file. decrypt@yahoo. com

crypt22@aol. com

3ncrypter. m4n@gmail. com

3ncryptionfile@gmail. com

fileback@cock. 11

help. encryptor@gmail. com

help. encryptorr@gmail. com

bambam988@tutanota. com

recovery2021@msgsafe. io

jiminok31@cock. 1i

robdasupp@aol. com

recovery 2021@tutanota. com

DecryptionTool2022@rotonmail. com

decryptiontool@mailfence. com

honest decript2022@mail2tor. com

honest decript2022@jabber. cz

keyforfiles@mailfence. com

alexgroup@onionmail. org

prismchigo@tutanota. com

KalajaTomorr@ctemplar. com

KalajaTomorr@firemail. cc

Bomani@Email. Com

jbomani@protonmail. com

lord bomani@keemail. me

[Bomani@Email. Com]

recovery2021@onionmail. org

cuba support@exploit. im

admin@encryption—support. com

snowwind@tutanota. com

snowwind@msgsafe. io

reset@email. tg

g 1. BEHBAE

AT, JEENE B R e B R ATA 2R RS, BRI TR
{1 K i e 1) AU ORI o DA A F e Bt it e SRR O B 2 s 2 T L, 28
PR AR BE SR — I (8] S e e AR SN 7 7 (ST A B N, ATREA &=
HIAEIXANE R A .



| 202253 BB 0 HEEIRF FUEN 2w S SR L

DA S A H ABO0CEE 329 25 SRR MU (AR Mb A N o 5 A R B e e A 7 T e UG )
il B NG S — I R B 2, o BE St iR, SRR T -

Cuba

BlackByte 1.59%..

1.59%
Pandora -

Vice Society_
317%

STORMOUS |/

KelvinSecurit}t
Hive

BlackCat-
(ALPHV)

@se0HEES

HIEXRIR: @darktracer_int (Twitter)

AH I 315 ANHLY/ M EE S R G, b aE P E 9 NMHS/ e A H EiE
TRER/Z EYE,
MS APSM Systems jlmsolicitors. co. uk

PHC DC Solutions progettoedilesrl. it
BDX japoauto. com centuryaluminum. com
TIG redgwick. com BERITASATUMEDIA. COM
GEBE Banco Caribe ROXCEL Trading GmbH
Anac Wibag Bau Ag Allied Eagle Supply
CORT Polynt Group NSM Insurance Group
eGOV besp-oak. com centralaccident. com
Stago Royal LePage CARACOL TV COLOMBIA
GomeA FitFlop Ltd. Aluminerie Alouette
ANTEL drory. com. cn Fuchs North America
denso Ward Hadaway jrichard-paysage. fr
SOVOS scanvogn. com brownsville—pub. com
Xtera EUROPA GROUP Gleason Corporation
IRGiT Sport Vision bafokengholdings. com
Hearst e—fme. com. ar grupodeincendios. com
ASPIRO Buhck Gruppe burlingtonsafety. com
its.ws MZ Architects Neschen Coating GmbH
MIGROS AB Karl Hedin Azimut Benetti Group
Nestle edukgroup. com Automobil Holding AS
ICONIC FAIR-RITE. COM Dayton T. Brown, Inc
M. T.B. Bradsby Group STUDIO PEREGO S.R.L

Migros

Bigmtransport

museum—dingolfing. de




UK GOV

rh—europe. com

megaproductos. com. ec

Ondeck

onglesdor. com

Equicom SAVINGS BANK

Rosewd

HAVI Logistic

Snap—-on Incorporated

Aurora

ikk—group. com

yachtcharterfleet. com

INVIMA

sysmac. com. sg

Pakistan Human Rights

CR ASIA

TST Logistics

zentrum—dreilinden. ch

Centris

sapulpaps. org

microflex—services. de

LGE. com

elitecorp. com

UCC COFFEE UK LIMITED

PEC USA

HOL-MAC Corp

tomlinsonelectric. com

BAUKING

avcimmedia. com

chicagosteelgroup. com

BEXIMCO

DK Engineering

Cellulant Corporation

ihg. com

credenceid. com

orientalaromatics. com

Boralex

ignitarium. com

Carpenter & Zuckerman

Kemutec

WELCOME HOTELS

Rettenmeier Holding AG

SAMSUNG

zabel-group. de

Walsall North Foodbank

becad. org

connectcec. com

Bounce Interactive Ltd

garch. nl

jewelry. org. hk

KELLY, REMMEL&Z IMMERMAN

Pollmann

bChannels Ltd.

rebuildingtogether. org

LW Group

specialinc. com

Bullfrog International

crich. it

matteolisrl. it

bedfordshire. police. uk

ICEHOTEL

Get—integrated

Aquatech International

Rotoplas

Cummins—Wagner

Smith Transport company

Okta. com

Assimoco Group

Relationships Australia

stormous

MFT Automation

confindustriacaserta. it

ismea. it

Beintlgroup. com

ITECOR International SA

denro. ca

Maintainco Inc.

taguefamilypractice. com

Sheppard

Centurion Stone

Empire Electronics Inc.

VadaTech

UCSI University

bridgestoneamericas. com

Viva Air

UAV Engines LTD

RAWLE and HENDERSON LLP

etrps. de

ENOS PROPERTIES

Parker Appliance Company

4A Games

Banco do Brasil

ONCALL Language Services

tcem. com

Argo Turboserve

UNITEK Contracting Group

Imenco AS

rosslare. com. hk

Scott Manufacturing, LLC

Biz Retek

aetnabridge. com

comune. villafranca. vr.it

axessa. ch

unapen. internal

Fuji America Corporation

Asphalion

Milan Institute

Monteleone & McCrory LLP

avidoc. fr

fantasy company

UK’ s Ministry of Defence

Powertech

Smith Transport

stanthonys. slough. sch. uk

GRS Group

tingtong. com. cn

Fujioka Eletro Imagem SA

solvi. com

Beaulieu Canada

Instituto Federal Goiano

BMW CHILE

Unical Aviation

serilization—services. com

Noble 0il

Ciments Guyanais

Otto Dorner GmbH & Co. KG

vvrmc. org

Critical Content

hilltopconstructionco. com




AllOffice intouchgroup. net Roosevelt School District
IMT GROUP Satz Kontor GmbH United McGill Corporation
BAUCENTER apec—capital. com BANQUE CENTRALE DE TUNISIE
A. J. Rose dgordonlcswr. com Konradin Mediengruppe GmbH
wimmog. ch montanarisrl. net Managed Business Solutions
haeny. com finances. gouv. cg snteseccion30sartet. org. mx
Rudsak Inc ambujaneotia. com Dick Anderson Construction

ctigas. com

SENADO Argentina

Zeeland Farm Services, Inc.

NetCompany Blackmon Mooring Oklahoma City Indian Clinic
LPA Design Warren Resources Normandeau Associates, Inc.
Grecouceiro simatelex. com. hk OSSEG Obra Social de Seguros

genesis. ky

United Cumberland

I-SEC International Security

draftex. de

Jammal Trust Bank

3S Standard Sharing Software

lawsdn. com

Diamond Pet Foods

Afghanistan Breshna Sherkat

inibsa. com

pirsonholland. com

Sav-Rx Prescription Services

cachibi. co

Hochschild Mining

Centerline Communication Llc

PK Simpson

stt-logistique. fr

Loepthien Maeder Treuhand AG

bioskin. sg

ca. daiyafoods. com

Credit Risk Management Canada

Epic Games

Herbert Slepoy Co

Royal Brunei Airlines Sdn Bhd

Caledonian

MJH Life Sciences

Griggsville—Perry High School

Amtech Llc

Talent Logic Inc.

School District Of Janesville

Yip in Tsoi

vri.maniberia. net

Jaffe Raitt Heuer & Weiss, P.C.

infotech ua

shctanzania. co. tz

South Africa Electricity company

Trant. co. uk

medinadairy. co. uk

Universidade Federal de Sao Paulo

Globant. com

Great HealthWorks

Waller Lansden Dortch & Davis, LLP

guazzini. it

SRI International

VOYAGER DISTRIBUTING COMPANY PTY. LTD.

Haltonhills

Get Fresh Company

Cabinet médical de groupe de Courtepin

lazpiur. com

Passero

Associates

Confederation of Indian Industry (CII)

Sanoh America

bbst—clp. de Inc. Scottish Association for Mental Health
Rubinstein

NORDEX FOOD Company Salvadoran Ministry of Foreign Affairs
Round Oak

kbkbcpa. com Minerals KONICA MINOLTA MARKETING SERVICES LIMITED

gezairi. com

thionvillenola. co

m

PAN AMERICAN ENERGY S.L. SUCURSAL ARGENTINA

danubiushotels. co

caribetours m Instituto Nacional de Tecnologia Agropecuaria
GlobalWafers
Core Design Japan Cabinet de groupe Dr. Cosandey Tissot / Dr. Nobel

vbsharma. ca

freedomfarmspa. co

m

CHINA Government and Social Capital Cooperation Center




GRUPPO

etg.digital ANGELANTONI Ministry For Foreign Affairs Of The Republic Of Indonesia
Lifetech
Myron Corp. Resources Instituto De Gesto Estratégica De Sade Do Distrito Federal

Prima Power

Shapiro and

Duncan

KONECTA SERVICIOS ADMINISTRATIVOS Y TECNOLOGICOS S.L. SUCURSAL
ARGENTINA

keypoint. com

omalleytunstall.c

om

Establishment of the Agency for the Environmental Protection of

the Marche Region

Bk 2. ZFEAG/ Mk

RAZETEHEI T

360 RA LA, XIS HEBITEE N RKRRKRA LD IR, EXTAEIRS S AR
1) 2 G A AE R A B ) A N R B . fEARHBBGEM RGERA S, HHATIT =K
Windows Server 2008 . Windows 7 PLJ Windows Server 2003,

@E0HEES

| 20223 A /HOLKEH R LG SLE

Others
1. 18%

Windows Server
2019
1.64%

Windows Server
2003
6. 59%

Windows Server 2008
46. 57%

HAERIE: 360 RENERS

Xf 2022 4F 3 HBIGE RG RS THR I, 5280 LA H RE B BT XL,
Hu X HEAA AT LEAR I AN K o B 22 B A 3 XA By 1) 22X B



@SE0OHESE

| 20223 A £ E#550O<TOP10

IR EE 2022 & 3 A OSBRSS AL, RDP 55 14 X AT MYSQL 55 114 B 844
TCRER BB, MSSQL 55 14Xt A Wsh, HIE KAL), BikE FHFEEA.

34321
25683 24343

20432 20303 18752

b t& )il IR B2 4k

BAEHRIF: 360 ARG w4

@DE0OHESES

| 20225 3R RE R EMIFHHNEE

BRWEREI

LA A H _ERs iR zm s o0 sim geit, Bk B 360 #am s R ol %,

® 360: J&T BeijngCrypt BIRWME IR, HTRINE AT R SHUEECN 360 1M MK
] 2SR EERERR T A0y I BT R I 1 BRI e T e, AR
3 I K I 55 1 2 B AT AR 4R

® coffee: J&T Coffee BIZIMBEZIR, HTHINE MG LM coffee MR .



KR EAE R T G WM, S — R e B 5 B BB F R A, B R i
e

® devos: ZEHA ZMEL, SBRPEINE S RSB ECN devos TR . H
A G BRI 72 phobos ¥R BER IR, ZF RN FEALRETT 08, 8 27 i 5
[ 4 I 5 F3h 8k

® rook:J&T Rook BIZMHEERIE, HTHMNE X EHSWIEUCN rook TN IEE A .
?%ﬁﬁﬁﬁiﬁﬁé%fﬁ% T RS M ATk . A (2022 4F 2 H) ZFEEK

Hh 7 I .ﬁ?ﬂ?%ﬂlﬁ?ﬁi/}iﬂﬂm@”LE'J]:F‘:"{EE):'ﬂ%

[ Locked locked B # 2K, {BAERB R IZESRNIF G TellYouThePass #)
FIRBRER . TN SR B SAE 0N Tocked MRS . ZF A H 123
HIAEHE 77 0N 18I Logd j2 JRiAHEAT A4

® cking: J&T phobos BIZIREESR, W T RN AT 5 HRSHABECN eking RIS HE
o RFMEN BT T AN I BRI AR R T O A S .

® 100k3:[d] rooks.

® mallox: J&T Mallox ¥IZIREEAIR, HTHEINE A5 S HAE SN mal lox. 5Kk
fERRIRIEA 2, CIEERE M. W2 LR 2255 112 10k

® nkp: J&ET Makop BIREM B, BTN RS WAESCN mkp 11 BN CEER .
EHFWEEENAE R T AN I R IR R i A B S Tl i .

® avast: [ mallox.

@SE0OHESS

| 202252 B 3608 HRmEE R |25z ETop10

%ﬂ%iﬁﬁ 360%)]?%&#%?@[%

PN

MR RITA H 2585, RE =R KIE Coffee, H IR Sodinokibi. fifi %
KT S P B e IR e Coffee KRNI, HIRGZHME Stop KRN
W



@SE0OHESS

| 202252 BB KnfiF=Z &

[a——
8631258 i
101567 1000
100000 5 58165
10000
100
1000
100
10
10

Coffee Sodinokibi GandCrab Crysis Loki Stop tesla Anta Out

HIERE: RBRRFGHEEE



	2022年3月勒索病毒态势分析
	感染数据分析
	勒索病毒疫情分析
	近期多次活跃的TellYouThePass勒索病毒家族
	双重勒索Cuba开始攻击国内用户
	LAPSUS$频繁作案，天才少年被捕

	黑客信息披露
	系统安全防护数据分析
	勒索病毒关键词
	解密大师


