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Categories of targets to attack:

Itis illegal to encrypt files in critical infrastructure, such as nuclear power plants, thermal power plants, hydroelectric power
plants, and other similar organizations. Allowed to steal data without encryption. If you can't figure out if an organization is a
critical infrastructure, ask your helpdesk.

The oil and gas industry, such as pipelines, gas pipelines, cil production stations, refineries, and other similar organizations are
not allowed to be encrypted. It is allowed to steal data without encryption.

It is forbidden to attack the post-Soviet countries such as: Armenia, Belarus, Georgia, Kazakhstan, Kyrgyzstan, Latvia, Lithuania,
Moldova, Russia, Tajikistan, Turkmenistan, Uzbekistan, Ukraine and Estonia. This is due to the fact that most of our developers
and partners were born and grew up in the Soviet Union, the former largest country in the world, but now we are located in
the Netherlands.

It is allowed to attack non-profit organizations. If an organization has computers, it must take care of the security of the
corporate network.

It is allowed to attack any educational institutions as long as they are private and have a revenue.

It is allowed to very carefully and selectively attack medical related institutions such as pharmaceutical companies, dental
clinics, plastic surgeries, especially those that change sex and force to be very careful in Thailand, as well as any other
organizations provided that they are private and have rhubarb. It is forbidden to encrypt institutions where damage to the
files could lead to death, such as cardiology centers, neurosurgical departments, maternity hospitals and the like, that is, those
institutions where surgical procedures on high-tech equipment using computers may be performed. It is allowed to steal data
from any medical facilities without encryption, as it may be a medical secret and must be strictly protected in accordance with
the law. If you can't pinpoint whether or not a particular medical organization can be attacked, contact the helpdesk.

It is very commendable to attack police stations and any other law enforcement agencies that are engaged in finding and
arresting hackers, they do not appreciate our useful work as a pentest with postpaid and consider it a violation of the law, we
should show them that a competent computer network setup is very important and write a fine for computer illiteracy.

Itis allowed to attack government organizations, only with revenue.
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BlueSky DECRYPTOR Support

Your documents, photos, databases and other

important files have been encrypted!
To decrypt your files you need to buy our special software BlueSky DECRYPTOR.

The payment should be made with Bitcoins.

For 1 days, 19 hours, 44 minutes and 16 seconds BlueSky
Decryptor will be available for the price of 0.1 BTC =
1,982%.

In 1 days, 19 hours, 44 minutes and 16 seconds the price
will increase to 0.2 BTC = 3,964%.

In 5 days, 4 hours, 15 minutes and 44 seconds your private
key will be permanently destroyed.

Trial decrypt

Upload 1 .bluesky file for free decryption (maximum size 256kb)

How to buy BlueSky DECRYPTOR?

iiBrOWS{hII No file selected.

1. Redister a Bitcoin wallet.
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Status: Waiting Payment...

eChOQraix order page

All your data has been stolen and locked(crypted).

If you want decrypting your files send 50.045
to this address: ( oW _ T

= hLJnHﬁIHtﬂhl

Or use QR code

Check payment and get decryptor
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encoderdecryption@gmail. com

@EAF_SUPPORT_BOT
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@Ransomware Decrypt
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buybackdate@privatemail. com

r3wuq@tuta. io
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