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UTRABERXIENBIHRR:

1. IEEAF AP Mac & & 89 LockBit 1R

2. Google |~ HHEIXWEN A M E Ik 2 FAY BumbleBee ERE .

3. FEVEIRIF Money Message RE B =TT .

ETIEHIY 360 R MR RS BIR A H, 360 HFLe&EHAS
REFMR DT HI(CCTCA BRI BSE X THRARLR) B &
K&



RELIRD

HNARBRRGZEENFRIREHITSHIT: TargetCompany(Mallox)ZR iz & bt 21.85%/F &AL, phobos
Rik b 19.87% R B®E =, BeijingCrypt Ri& S LE 158 BE=,

KB NAS % & THE 19 eChORaix B1 R AR KB HE EF.

Others 14.57%

\

TargetCompany(Mallox) 21.85%
BlackBit 1.99% 9 pany( ) b

Stop 1.99%

StandBy 1.99%

Crysis 3.31% -

eChOraix 5.395@/,//

phobos 19.87%

BeilingCrypt 6.62%

Makop 6.62% BeijingCrypt 15.89%

WAASEEZMFEANBRERSZHATSIT, NEF=H0E2: Windows 10. Windows Server 2012 [ &

Windows Server 2008,

Others 20.00% Windows 10 23.33%

NAS 11.11%

Windows Server 2012 18.89%

Windows 7 13.33%
\ Windows Server 2008 13.33%



2023 FF 4 BERHENREGREMIUEE RGN E.

mEEEE mE=EPC mNAS

BREAEE DT

A R TS Mac % &9 LockBit B & &4

LockBit IRAREKEIR T $13F Mac F AR, RITREAMAE— L4 MacOS MEFHHR
£,

MAEEEIE EF, LockBit A48 & Bl 24 AT 43T Windows.  Linux 1 VMware ESXi fR&5 285 & 194
R, EHARILZALREONET 2RI ARETFIIEHHEIA, 3 MacOS. FreeBSD HER % UK ARM .
MIPS #1 SPARC 82 S HIBNRE{4,



[ locker SPARC 64 262.6 KB 2023/3/20 16:21:52 A
J locker SPARC 32 2914 KB 2023/3/20 16:21:52 A
[ locker_s390x 64 270.5KB  2023/3/20 16:21:52 A
| | locker PowerPCLE_64 2842 KB 2023/3/20 16:21:52 A
| Tlocker PowerPC 64 284.2 KB 2023/3/20 16:21:52 A
__] locker PowerPC_32 346.2 KB 2023/3/20 16:21:52 A
[ locker MIPS640_32 4205 KB 2023/3/20 16:21:52 A
_] locker MIPSB4N 32 284.6 KB 2023/3/20 16:21:52 A
[ locker MIPS64_64 295.5 KB 2023/3/20 16:21:52 A
[ locker Linux_32 370.2 KB 2023/3/20 16:21:52 A
[ locker FreeBSD 54 6847 KB  2023/3/20 16:21:52 A
| | locker ESXI Linux 64 3157 KB 2023/3/20 16:21:52 A
[ locker ARMVT_32 3140 KB 2023/3/20 16:21:52 A
_-] locker ARMvE 32 3140 KB 2023/3/20 16:21:52 A
[ locker ARMvS 32 3220 KB 2023/3/20 16:21:52 A
[ locker Apple M1 64 4026 KB  2023/3/20 16:21:52 A
[ locker AArch 64 199.6 KB 2023/3/20 16:21:52 A

R R I R R IR 1FE— 5K 4 locker_Apple_M1_64 M#I R, K9, M ITT Apple
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R RIK M Money Message REB T ETES

3 BJE, —# & A 'Money Message’ (9T I R I A BBKM T, ZBRRAHNERIEZLSHEHH
BRI AEE 77 E TS AR L R SR RIS IR R .

BE, WHBEEHBEMGLIET 6 B2EE, HPEEME FHIER MSI ZHZ/AF) Biman Airlines.,
Wi EEH IR ME WG EFIE 7 MSI A9 CTMS F ERP £iRE MR B &3 4HERL. #41UK BIOS B4
EXHNFEFEHE. Money Message FUMMREE LR K /AMHE 15T K/NEIESCH, BRIEMSUBEH
ik 400 TETHBRESER.

Money Message
Hello!

< 1 2 3 4 5 6 7 >

Micro Star International
05-04-2023

Reveal timer: Time expired!

Micro-Star International AKA MSI designs, manufactures, and sells motherboards and graphics cards for customers in the United States, Canada, and
internationally. MSI is headquartered in Taipei, Taiwan. MSI source code, including framework to develop bios, also we have private keys.

‘We will publish stolen data when timer expires.

Databases: wwrlt2, eais, CTMS, ERP.

Revenue: $7B

Website: msi.com

Take a database snapshots, source codes preparing in progress. W8 4 updates

UPDATE: No agreement, wait for source files data leek soon.

Name Size
[ 20220119 wwilt2_full.dmp. 255156224
Name Size
[ 20220017 eis_full.dmp 294959616

|:| _DB_backup_2023_01_23_210012_5583508bak

Type of fils:  BAK File (bak)

Opens with Free Fie Viewer Change
Loeation: Gimsi
Size: 26.7GB (28,768,154,112 bytes)

Size on disk:  26.7GB (28,768,157,696 bytes)

REEEHKE

MTRAAKRERHREIERES:

MonaharDecryption@airmail.cc

mallox.resurrection@onionmail.org

lockbitdecrypt@msgsafe.io

lockbitdecrypt@onionmail.org

malloxdata@mailfence.com

malloxdata@tutanota.com

torresproxytg@proton.me

sleepdb@my.com

Sleepdb@tutanota.com

buydecoder@nerdmail.co

@data_decrypt

lockdata@mailfence.com

smbppt@tutanota.com

xhermes@rambler.ru

Johnatannielson@protonmail.com

charlefletcher@onionmail.org

support2022@cock.li

buybackdate@nuke.africa

jackie.ma@tuta.io

xhermes@rambler.ru

falcondal@horsefucker.org

falcondal@tuta.io

D4nte@onionmail.org

Backup@cyberfear.com

bestway4u@mailfence.com

bestway4u@onionmail.com

crypter@firemail.de

helper@firemail.de

dschen010203@gmail.com

baseus0906@goat.si




carlosrestore2020@aol.com

criptoman@mailfence.com

gizmol2@tutanota.com

warthunder089@mailfence.com

warthunder089@tutanota.de

help_havaneza@cryptolab.net

mrbroock@msgsafe.io

carabas1337@proton.me

quickstep@tuta.io

@Stop_24 backjohn131@gmail.com backjohn@tutanota.com
RavenRestore@yandex.com fastwindglobe@cock.li @decryptfastwind
fastwindGlobe@mail.ee pbs@ciptext.com pbs24@tutanota.com
lockdata@tutanota.com lockdata@cyberfear.com unlockhelppk@xmpp.jp

mallox@onionmail.org

savetime@cyberfear.com

icanrestore@onionmilorg

syntaxerror@firemail.cc

@decryptfastwind

fastwindglobe@cock.li

inter_hunter@tuta.io

jerd@420blaze.it

filesupport@airmail.cc

recoverdata@onionmail.org

recoverlokidata@gmail.com

umbrage@onionmail.org

filesupport@airmail.cc

decgodloki@tutanota.com

decgodloki@onionmail.com

decryptyourfileenvi@onionmail.org

unlockerhelp@onionmail.org

contact03@ tutanota.com

trustO3@onionmail.org

endevecsupp@tutanota.com

unlockloki@onionmail.org

unlockloki@mailfence.com

vulcanteam@onionmail.org

vulcanteam@mail2tor.com

decryption.helper@aol.com

antilock@keemail.me

lokiloki@mailfence.com

lokisuppOrt@yandex.com

lokihelp@onionmail.org

lokihelp@mail2tor.com

emeraldcrypt@onionmail.org

decrliv@aol.com

emeraldcrypt@tutanota.com

antilock@cock.li

go.ahead@tutanota.com

anylock@cock.li

anylock@keemail.me

sirhirad@cock.li

sirboz@onionmail.org

main642@ tutanota.com

everythingwillbeok@onionmail.org

winston01@msgsafe.io

winston01@onionmail.org

supporting@firemail.cc

lokisupport@onionmail.org

ghosttm@zohomail.com

ransomware919@zohomail.eu

ransomware919@mailfence.com

lollooki@protonmail.com

lollooki@yandex.com

supploki@ onionmail.org

supploki@mailfence.com

umbrage@cyberfear.com

ghostenc@mailfence.com

ghostenc@tutanota.com

reopen@tutanota.com

mrlokilocker@telegram.me

ransom101@tutanota.com

draculakink99@outlook.com

willbeok1234@tutanota.com

everythingwillbeok@mailfence.com

sirsilentl@onionmail.org

loki_supp@outlook.com

trust003@protonmail.com

trust03@tutanota.com

data2022@aol.com

lokiguide@yahooweb.co

rdpmanager@onionmail.org

sirsilent2@onionmail.org

data2022@onionmail.org

vpsranlfat@cyberfear.com

vpsranlfat@tutanota.com

recoverdata@mail2tor.com

dr.dcrypter@mailfence.com

d4rkwdve@tutanota.com

irishman@onionmail.com

irishman@tutanota.de

advanceloki@mailfence.com

advanceloki@tutanota.com

roxlock@keemail.me

minioncrypt@tutanota.com

minioncrypt@bingzone.net

rdecrypt@ yandex.com

exploitl@mailfence.com

exploit2@cock.li

dark4wave@yandex.com

rdpmanager@airmail.cc

filemanager@mailfence.com

unlockpls.drO1@protonmail.com

unlockpls.dr01@yahoo.com

ultimatehelp@techmail.info

miraclel1@keemail.me

ultimatehelp@keemail.me

decnow@tutamail.com

decnow@protonmail.com

leo.decrypter@protonmail.com

leo.rinse@mailfence.com

decnow@msgsafe, io

decnow@tutanota.com

dexterxanax@criptext.com

tran9ino00@protonmail.com

anoniran@protonmail.com

miiraclel1@yandex.com

falcon9@cyberfear.com

lockirswsuppurt@mailfence. com

rain_manl13@keemail.me

loki.help@mailfence.com

payfordecrypting@gmail, com




payfordecrypting@outlook.com

loki.help@bingzone.net

roxlock@mailfence.com

rain.manl13@mailfence.com

decoder@firemail.cc

helpingdecode@tutanota.com

lockteam@keemail.me

rdecrypt@ mailfence.com

lockteam@cock.li

sapphire01@keemail.me

sapphire02@mailfence.com

darksoul@safeswiss.com

prodecryptor@yandex.com

mary2005@onionmail.org

mary2005@mailfence.com

payfordecryption@gmail, com

payfordecryption@outlook.com

xmaster22@tutanota.com

xmagic22@tutanota.com

helprecoverdata@aol.com

rrdata@aol.com

recovertwilightdata@gmail.com

payfordecryption@gmail.com

recovertwilightdata@ gmail.com
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Money Message 2.73%

Others 15.03%

LockBit 29.23%

UTE2ABWREYRRARELEN DV HDIA, BREALEFEMENRL NSV HDPABIFE—

BlackByte 3.01%

Medusa 3.01%

Karakurt 3.01%
PLAY 3.83% _—

Royal 6.83% " BlackCat (ALPHV) 15.30%

Black Basta 6.83%

BianLian 11.20%

N
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SIIX Corporation Roseman University

CMC

Group Sherman Consulting Services KMC Savills




Colvillbanks

logicalsolutions.bc.ca

conver-pack.com

ourrelentlesschurch.com Our Sunday Visitor McDermott International, Ltd
Albany ENT & Allergy Services TRUSSWAY Vending Group
p-and-r.com LASOTEL.FR TAMMAC

BLUME AUTOCAM MEDICAL DATA MODUL
KLINE-SPECTER GC-EMPLOYMENT.COM Anton Paar

hwlebsworth

restorationmanagement

La Red Health Center

mastercorp COACHCOMM DiJones Real Estate
Gates Corporation multimedica.it ArcWear
e-Hazard accesscontrolsecurity.com bg2i.fr

Tranztec Solutions

OMT Officine Meccaniche Torino S.p.A.

cdcbmestihl.com

fsdc.org.hk silbon.es Fundagdo Carlos Chagas

Agensi Kaunseling dan Pengurusan
Bevan Group GTT Kredit
BERNINA International AG Transformative Healthcare CANTALK

ptow.com

sunnydesigns.com

peachtree-medical.com

Ihh.com.my

atlanticeye.net

imanor.gov.ma

Dacotah Paper

fabeckarchitectes.lu

ddmontaza.hr

summerweine.at

ewwanfried.de

veclawservices.com

keystonesmiles.org

Bilstein GmbH

GROUPE ETIC

revvaviation.com

Magnolia Care Center

ultimateimageprinting.com

Encompass Group

goforcloud.com

gruponutresa.com

nagase.co.jp

abro.se

Lifeline Vascular Access

Winona Powder Coating

TransMedics

baffetmateriaux.fr

midipapierspeints.fr Bentham & Holroyd Ltd kse.org.kw
tiger.jp yateemgroup.com gpglobal.com
apolloscientific.co.uk esinsa.com bigc.co.th

fullertonindia.com

Lake Dallas Independent School District

MW Components

Clarke County Hospital norton.com.ar NETISGROUP
ECCI WestcoastSmile Dental Studio MKU
qcssinc.com Easy Automation floraalpina.ch

Pembina County Memorial

Hospital

Groupe Gambetta

UECC

stuertz.com

Neptune Lines

Yellow Pages

GKS Hydraulik

Daregal

Groupe ACTIVA

Slade Shipping

Saville Row

AUT-TECH-GROUP.COM

Classic Stripes Pvt

Global Polymers

NAIVAS

Astarc Group

VOPAK

Albert Ziegler

Cementos Progreso

Wynn-Reeth

Banco Comercial do Huambo

Eastern Cape Gambling Board

Lisa Logistica

JK Residential Services

CA de Seguros La Occidental

sasa.com

pkffinconta.ro

SOapro.ao

soshin.co.jp

ibp.com.br

tubosreunidosgroup.com

Insurance Agency Marketing Services

Laragh Courseware




The Shively Bros

Corporate Technologies

Corizon Healthcare

MFkrr Heokkk

Toho Tenax America

Sonda

Sunstar Americas

Hawaii self storage

Urban Import

Export Hub

intuview.com

crossinggroup.com

5Design

Steve Silver furniture

Precision Fabrics Group

Mutual de Seguros de Chile

Goldenbear.com

Biman airlines

Aero Engine Solution INC

mjhallandcompany.com

Lpa-group.com

Gaston College

jaco.com

gizavc.com

garrotbros.com

The Spooner Risk Control

DOREL Industries

Berlin Packaging bancodevenezuela.com sommer.eu
sbhc.us 7G Distributing Huissiers
Coldiretti Bang IT Solutions Corrib Oil
Structab AB (MegTax) Mainstream Engineering City of Ballwin
gentex.com Western Digital MEADE TRACTOR

Esperanza Viva Jovenes de México

Gulliver International

Saobacdau Technologies Group

Ozarks Community Hospital

Lakeland Community College

Unique Imaging

thesoftwareconsultinggroup.com

Amouage

Winter Park Construction

Office Notarial de Baillargues

Albany Clinic

McKinney Trailers

hkiff.org.hk Pharm-Pacc Corporation pinelandschool.org
joriszorg.nl SPARTAN Light Metal Products Inc validcertificadora.com.br
brl.fr alpine4u.com Uniondale School District
Swanson Group Moon Capital Talon Outdoor

Dataram Leadway Assurance Company Limited CommScope

Aloha Enteprise [NCR] Allimand, France 0sg.Co.jp

knvb.nl

ktbs.com

homeandhearthealth.com

fameline.com

steel-eye.com

sanden.com.ph

piszcz.pl Yucatan SAFHOLLAND

Invenergy Aerowind Capstan Atlantic

Faps Southeastern University Tennessee State University
Encompass Technologies IDEXX Retina and Vitreous of Texas
VMedia Inc SunPower Marine GIGATRON.RS
fsmsolicitors.co.uk Attent Zorg en Behandeling Sippex

teleferico.com

apro.cl

bencruiseport.com

fosfa.cz

CH Media

einhaus-gruppe

Petaluma Health Center

Medicalodges, Inc

David S. Brown Enterprises

PESA Bydgoszcz

servex-us.com

conseildelentente.org

irda.com.my

comacchio.com

robovic.com

medmark.eg

uhloans.com

cezam.net

grouplease.co.th

Nobiskrug Yachts GmbH

Flensburger Schiffbau Gesellschaft mbH
& Co.

Smith Industries

manfil.com.br

Crown Grinding & Machining

Cementos Bio-Bio

City of Collegedale

Creation Baumann

valleywomenshealth

arcc.org

Incredible Technologies




Stanley Electric U.S.

Harvard Energy

bsw-architects.com

Nature Path Foods disltd.ca artri.net
euromotors.com.pe agp.ph gregoire.fr
fiamma.com.my Big Ass Fans Alvaria
Tom Duffy Company mundocuervo.com aek.mk

don-PC DESKTOP-8CASIND desktopforcool123
Scantibodies Laboratory, Inc. Palo Alto County Sheriff PKF Antares
Legion Aero Vleeswarenfabriek Jac Michiels Schirm

baysideinteriors.com

DCI-ENGINEERS

The Zalkin Law Firm P.C.

BrightSpring Health Services

Pharmerica.com

coremain

SIVSA sxi.com.ph baughmanco.com

HEICO b&h pattern.inc Raymond Storage Concepts
Atlantic International University Beghelli USA Kretek International
Americana Restaurants bhrcorp.org HIGHLANDHOMES
Officeworks Inc Meriton Quad-County Ready Mix

Ruekert & Mielke

Arandell Corp

Open University of Cyprus

quilts,inc

nautic.com

Micro Star International

PALM HILLS DEVELOPMENT

nestseekers.com

UnitedLex

Noteboom Hull Property Group turncommerce.com
The Sage Next tf-amd.com.my tf-amd.com

Tarolli, Sundheim, Covell & Joy Cone Co, Joy Baking group, BoDeans

Tummino LLP Baking, Altesa NGS Super
Intrasect Technologies Moore Engineering olympia.org

Etex Communications Kelly Group tvh.com

masrl.com omscomponents.it Electronic SYSTEMS S.p.A.
Dalumi Group garrottbros.com HUSKY

TWHOUSE METALWORK OCEAN

TREENOVUM ARCHI+ SAGE

Guess who! vernegroup.com thened.com

Cameron Memorial Community

Hospital

errebielle.it

midamericanglass.com
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Server 2008, Windows 7 [ & Windows Server 2016,




Windows 10 4.18% Others 0.38%
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Windows Server 2003 6.95%

Windows Server 2016 8.21% —
/(

Windows Server 2008 42.10%

Windows 7 38.18%
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——RDP3BOLME ——MSSQLESALE MYSQLESA<S T

30000000

25000000

20000000

15000000

10000000

5000000

e —— e

0
OO OO0 O0O0O0OO0 ™ rm—mmr—rm—rr—r—r—rer—AaAAaANANANNANANNANNANNANNAN M
St SIS S g S ST TS ST T ST ST ST ST ST ST ST ST TSI ST ST SIS S
[eNeoNeoNeolNeoNoNolNoNoNolNeolololNeololoNolNololoNeoNololNoNoNolNolNoNeoNe
N N M M N M M OMN N MMM MMM MMM MM MM MM NN MMM oM
[aVEN NI oV BN oV ENoV ANV AN oV BNV BN oV AN oV BN oV BN oV AN oV AN oV BN oV BN oV AN oV BN oV BN oV AN oV BN oV BN oV AN oV AN oV BN oV AN oV AN oV B oV BN QN RN o\
[eNeoNeoNoBoBololNoNoNoloNoRoloNoloNoNolololoNololoNoNoNo oo N e}
AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN

BRRM4RRIA

UTR—AR EEERSRRMEREESEIT, BIEKA 360 HRUMHRRSIZE.

devos: ZEBRE=TPEMR, HEEMEBEXHERIBIER A devos Tk AXEIE. ZHENTERL
BANA BERNBBIEREOSHNETFIRS.

360: J&T BeijngCrypt BRI 5K, BT HIMNEXHEREHEEL A 360 AN XEE, ZHKEE
ENEETNA BERNWBLIEREASCHRETHIRE, ARHRIETNELEEESAS
st TEE.

mallox: J&F TargetCompany(Mallox\) B R 4Kk, BTFHWIMNEXHFEHZSHER A mallox Tk A
X8, ZFRETENERAR Y BERNBRITEEE 0SB IEF 1S SQLGIobelmposter
REHITIERE . IO 360 T2 AMERTIZRN KL BT ES B MEHITEE.,

mkp: BT Makop BIRE M5k, HATHWMBXXHRBBIER D mkp MR ARXEE. ZFREEE
MEBRTNN BERNWMBIEREASHINEFHRE.

malox: [E mallox,

halo: [E 360,



encrypt: ZEBREW S MHRREREFEH, BEKXBERNIXE eChORaix BIREFREK, EIEM
B EBRESWIE B A encrypt BT A ER1E, 2SR REER T R BEmE0SHRRY
NAS & & &K 53T .

lockbit: J&F LockBit B1RE 5K, EHINEXHFRERSWIER A lockbit T A X8I, 1Z5E
ZEERNT U ABHARN TR, B—MELEFNRE, ZHRSNEMEEHIEES QST EHE
ZREEEBOCKHE, —EXHAY, BRUGEBHERSIIZIERZITEIN T EXMERLT, BEHE
FALTRZEENEIE. BFMEHNHRE, ZARTEHTAESY, HHENRXSBEHER
B, TLTBRAVEENEE. MEREEANSWTEENTHEREMNES, ZAKESIELR
BERABHEIR MRS £, RS A EIZ WG R AER ST N T HREHEIE.

eking: phobos $1RHMFRIK, EEMEBEXHFERRBIEN N eking TRk HXHE. ZRENEREL
BANA BERNBBIEREOSHNETFIRS.

elbie: [E] eking,

273

devos mallox malox halo encrypt  lockbit eking elbie
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