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1f you are a regular employee, manager or system administrator, do not delete/ignore this note or try to hide the fact t
hat your network has been compromised from your senior management. This letter is the only way for you to contact us and

resolve this incident safely and with minimal loss.

We discovered a number of vulnerabilities in your network that we were able to exploit to download your data, encrypt th
e contents of your servers, and delete any backups we could reach. To find out the full details, get emergency help and

regain access to your systems,

All you need is:

oM

Enter a code ( <REDACTED> ) to sign in.
. Now we can help you.

. Tor browser (here is a download link:
. Use this link to enter the chat room -

We recommend that you notify your upper management so that they can appoint a responsible person to handle negotiations.
once we receive a chat message from you, this will mean that we are authorised to pass on information regarding the inc
ident, as well as disclose the details inside the chat. From then on, we have 2 weeks to resolve this privately.

We look forward to receiving your messages
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Grep #t—H EIFREGMNI T ML T —PMIHIERZFELAR International Contract
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Schneider Electric - France

We have successfully breached Schneider Electric’'s
infrastructure, accessing their Atlassian Jira "‘"tem

This breach has compromised critical data, including projects,
issues, and plugins, along with over 400,000 rows of user
data, totaling more than 40GB Compressed Data. A

Schneider Electric, a leader in energy management and
automation with annual revenue exceeding $40 billion, is now
at risk of exposing sensitive customer and operational
information.

To secure the deletion of this data and prevent its public
release, we require a payment of $125,000 USD in Baguettes.
Failure to meet this demand will result in the dissemination
of the compromised information.

Stating this breach will decrease the ransom by 50%, its your
choice Olivier...
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/> WENTED

e

\”““z BY THE FBI
MIKHAIL PAVLOVICH MATVEEV

Computer Intrusion; Conspiracy; Intentional Damage to a Protected Computer; Threats Relating to a
Protected Computer; Aiding and Abetting

DESCRIPTION

Aliases: "Wazawaka", "Boriscelcin”, "m1x", "Uhodiransomwar"
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lazylazy@tuta.com

arcustm@proton.me

prometheushelp@mail.ch

help.service@anche.no

arcusteam@proton.me

prometheusdec@yahoo.com

apexxx@onionmail.org

darksetran@gmail.com

Tiberiano@aol.com

Dismember@tuta.io

Darkset@onionmail.org

yourdata@RecoveryGroup.at

cactus@mexicomail.com

serverdatakurtarma@mail.ru

Jeremy.albright@criptext.com

Techsupport@cyberfear.com

sunucuverikurtarma@gmail.com

monster666@tuta.io

inform-hack@proton.me

lazylazy@dnmx.su

onster666@tuta.io

infrom-test@proton.me

nonamehack2023@gmail.com

recoveryfiles@techmail.info

anonymousfrance@onionmail.org

nonamehack2023@tutanota.com

steriok@mail2tor.com

taxz@cock.li

pepe_decryptor@hotmail.com

properl2132@tutanota.com

taxz@cyberfear.com

gotchadec@onionmail.org

helpunlock@aol.com

H3lp4You@onionmail.org

Yamaguchigumi@cock.i

putinubiyca@privyonline.com

Upgradedyou@onionmail.org

sendmykey@duck.com

assistant@techmail.info

cactus787835@proton.m

josephnull@secmail.pro

hakbit@protonmail.com

pbs@criptext.com

xmrdata@tutamail.com

servo99@protonmail.com

pbs24h@tutanota.de

xmrdata@onionmail.org

youranonbonzi@cock.li

stocklock@airmail.cc

fixmaster@tutamail.com

molox@keemail.me

stocklock@firemail.cc

fixMaster01@onionmail.com

muflon@tutamail.com

suppdec@aol.com

MrBeastOfficial@firemail.cc

defg@tuta.com

suppdec2@aol.com

biobiorans@gmail.com

godl@pissmail.com
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BM-2cWscKHR4SVHDY p4FqVHC5D5
pussylikeashavel@cyberfear.com hrol@tutanota.com
fIFNAWNwcc@bitmessage.ch
metro777@cock.li discord4spamreport@gmail.com black_private@tuta.io
Recoverysupport@onionmail.org
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Ransomhub
15.28%

Akira
13.89%

Killsec
5.09%

Qilin
4.78%

Incransom
4.01%
Hunters
3.70%

Lynx
Blacksuit Play 3.40%
3.24% 3.24%
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www.agenciatributaria.es

Kellerhals Ferguson Kroblin PLLC

Zyloware

Mobigator Technology Group

Silverback Exploration

Pine Belt Cars

EP:Schuller

SSV Blockchain Network

DieTech North America

www.sansirostadium.com

PK Mulyo

Cottles Asphalt Maintenance Inc

Chema Per

Barneek Safety Consultancies

Herron Todd White

backyarddiscovery.com

Trust Seeds

J.S.T. Espana

Trace3

HM Environmental Services

Karl Malone Toyota

Specialty Bolt And Screw

IT Networks

Pincu Barkan, Law Office and Notary

Bendheim

www.microlise.com

ADT Freight Services Australia Pty Lt

Www.aras-group.ae

James H Maloy

Kumla Kommun

Horsa

Automation Tool & Die

CP Construplan

Tillamook Country Smoker

(tcsmoker.com)

Tampa State Bank

DynamicSystems

Prazskeé sluzby

Ship Services

Popular Life Insurance

Packard Machinery

Volo Internet Tech

Micon National

Brookway Landscape &Irrigation

Furniture Mart USA

Kelowna Springs

Aviosupport

PBS AEROSPACE

Dumont Printing

Co-op Agro Centre

RDS Electric

Berexco LLC

Wadsworth Solutions

Bishop Ireton High School

Intercomp

AMI Consulting Engineers

Groupe PPA- Mahe

stalyhill-inf.tameside.sch.uk

HTT Packaging & Design

Berman Law Group

Hellmich

Thomas Greg & Sons Ltda

Prime Group US

AXEON 360

Sanderson Stewart

www.ekirkpatrick.com

COOPERATIVA TELEFONICA DE
CALAFATE LTD.

Touchstone Home Products

LaMear & Rapert, LLC - Accounting

G-One Auto Parts de México S.A. de

Firm C.V.
Astor Chocolate Alpha Care Medical Group Schmack
Sercomm

McFarlane, Inc.

Privat Spitex

Summit Hosting

scalar.co.il

midstatesindustrial.com

Kay & Burton

rao.hr

sunnydayssunshinecenter.com

MSR Group

CK Power Public Manufacturing

formosacpa.com.tw

Deutsche Industrie Video System

inthinking.net

clayplattefamily.com

First Chatham Bank

Ambherstburg Family Health

askyouraccountant.com

Metal Finishing

Global Results Communications

pmrcenter.com

Plastic Recycling

polaraire.com

kansasrmc.com

North Shore Systems

Département de La Réunion

Artistic Family Dental

Traffics

Oxford Auto Insurance

Value Dental Center

11
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www.fpj.com.py Camim Asaro Dental Aesthetics
Weld Racing LiquiTech Axpr Valve Science
Colwell Colour

snowbrand.com.au

American Associated Pharmacies

Complete Control

piburners.com

Giggle Finance

Orange County Pathology Medical
Dfa Ny tritonsourcing.co.nz
Group
Cate Equipment onnicar.it SK Gas
CAUDURO SPORTS LTDA

kingswoodpark.ca

Medigroup.ca

Corman Leigh

incocommercial.com

steppingstonesd.org
llvief euromedix.com Hillandale Farms
Zillertal Bier BusinessTraining.be jst.es
Lucid Corp

ccseniorservices

jarrellimc.com
Rengo Packaging ib-spieth.de Banco de Fomento Internacional
Lotus Concepts Management Safex.us TaxPros of Clermont
4QuartersIT

millerservicecompany.com

National Institute of Administration

Snelling Paper & Sanitation

mcauslan.com

Supply Technologies

Magguilli Law Firm,PPLC

stats.gov.bb

Maxxis International

Turf Paradise

smartdimensions

potteau.be

Bennett Porter Wealth Management

Insurance

westwood

Followmont TransportPty Ltd

ppotts.com

threadfxinc/bluedogmerch

dezinecorp.com

Namforce Life Insurance

Pronatec Amourgis & Associates
brownpacking.com Gilazo Dietzgen Corporation
JTEKT NORTH AMERICA OMINT nynewspapers.com
Delmar International NKCE Japan

comarchs.com

EQ Chartered Accountants

Richmond Hill Primary Academy

tolbertlegal.com

NHS Alder Hey

Active Cosmetic

Banco Sucredito Regional S.A.U.

Chanas Assurances S.A.

O'mara OxyHealth oxyhealth.com.sa
(chanasassurances.com)
ALLTUB Group (alltub.com) Indesign, LLC Immuno Laboratories, Inc
IAC mithun.com bitquail.com
Bedminster School
mcleanmortgage.com ATSG, Inc
(bedminsterschool.org)
WPM Pathology Laboratory
andyfrain.com Mizuno (USA)
(wpmpath.com)

visufarma.com

Henderson Stamping & Production

Palmisano & Goodman, P.A.

briatek.com.ng

Diamond Brand Gear

Karman Inc

clubfitsoftware.com.au

Dairy Farmers of Canada

Siltech (siltechcorp.local)

elwood.k12.in.us

Miller & Smith

Finger Beton Unternehmensgruppe

scottelec.com

Hive Power Engineering

emefarmario.com.br
helixbermuda.bm CMD Granite School District
australianhearthealth.org.au IVC Technologies WimCoCorp

12
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midlandtool.com

Birdair

+
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NEBRASKALAND

cloudofgoods.com

Vox Printing

bartleycorp.com

gehnaindia.com

Burkburnett Independent School

District

interlabel.be

gajicermat.com

Valley Planing Mill

(valleyplaning.com)

del-electric.com

corenroll.com

arabot.io

liftkits4less.com

www.polleninformation.at

IndicaOnline

www.lamaisonducitron.com

Contrack Facilities Management

Performance Health & Fitness

www.baldinger-ag.ch

Ventana Micro Systems

techguard.in

Marisa S.A
alleghenycontract.com wulffco.com www.assurified.com
tappi.org smawins.net www.botiga.com.uy

Grandview School District

chsplumbing.com

ottosimon.co.uk

R Pac Central America S.A. de C.V.

tempaircompany.com

Healthcare Management Systems

habeshacement.com

Anderson Miller LTD

Intermed Hospital Mongolia

ahn.org

Premier Tax Services

www.cenergica.com

times-supermarket.com

KVF

MedElite Group

Gruber Tool & Die (grubertool.com)

Southern Oregon Veterinary Specialty

Center

vbuzrt.hu

ivylifesciences.com

rembe.de

nelconinc.biz

BOCCHI S.r.l.

brylesresearch.com

www.fdc.ie

contactsrl.eu

hartmannbund.de

www.bluco.com

SARRH AR B R 5]

citywestcommercials.co.uk

Prime Hospitality Group, LLC

avisinterac.it

thinkecs.com

The Berman Law Group, LLP
BHRIEMNN S gfemlaw.com Lexco
AIAD.IT instinctpetfood.com naj.ae
crollatelecom.it eatonmetal.com Equator Worldwide
fitcisl continentalserves.com dzsi.com
NUUO

wachter.com

futuremetals.com

wheelerassoc.com

jonti-craft.com

plowmancraven.co.uk

gronercrm.com.br

isaitaly.com

europe-qualité

Signal Health Washington

rockportmortgage.com

geminiindustriesinc.com

Interior Metals

San Francisco Ballet

Winnebago Public School Foundation

bolognafc.it

kmcglobal.com

Jomar Electrical Contractors

www.bent-tree.com

rauch.de

Howell Electric Inc

facilcreditos.co

interborosd.org

ucv.es
osmedica.com.ar Thebike.com New Law
Vermilion Parish School System 3ccaresystems.com Postcard Mania
formpipe.com Equentis Wealth www.msdl.ca

Wisconsin Lifting Specialists

Terra Energy

brandenburgerplumbing.com

Government of the People's Republic

of Bangladesh

www.depewgillen.com

arcoexc.com

13
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Fuero Militar Policial

Nations Homes Commercial &
Residential Construction South

Carolina

+
lhu!560§%X%

Lincoln University

SILKNET COMPANY

waive.com.au

Wholesale Fuel Distributors, Inc.

www.sella.eng.br

PC AfterHours

Cape Cod Regional Technical High

School (capetech.us)

Pioneer Urban Land & Infrastructure

Bells Tax Service

GSR Andrade Architects

(gsr-andrade.com)

Pinnacle Plastic Products

Tiendas Carrion & Fernandez

Smitty's Supply

GMG LA LUCKY Brand Interoute agency
Marketing Incentives SUSTAS.r.l. klinkamkurpark
Metroline Maxeon hausdesstiftens.org
reliv.la eastgateauto.com nightnurse.ch
SCM GROUP kciaviation.com fuelco
walkingtree.org totaldevelopmentsolutions.com VALLEYFIRM
TWRU CPAs & Financial Advisors jergenspiping.com children

OfficeZilla.com

sealevelinc.com

knoxlawcenter

cal-tool.com

Jornstax.com

AMERICANVENTURE

waltersgardens.com

allconstructiongroupwv.com

CSIKBS

CNHW Landscape Design, Ltd

Waters Truck and Tractor

SANJACINTOCOUNY

tacomaengineers.com

Dorner Law & Title Services

compassfs

mdmcusa.com

Monster Electrical

lacliniqueducoureur

goformz.com

Maxus Group

TIVOLI-33

empowersettlementservices.com

Guardl

qualiform.cz

mydelux.com.my

Bulbrite Industries

SMARTS-ENGINEER

karberinsulation.com

H20BX Waterpark

metroelectric.com

Browne McGregor Architects

Travis Pruitt & Associates

Alliance Technical Group

glts.net

HUTTER ACUSTIX

sector5.ro

Kela Health

Hager Group

S & W Kitchens

Fancy Foods

www.protectasecurity.pe

Paragon Plastics

minneapolisparks.org

Mantinga

Delfin Design & Manufacturing

Perfection Plus Services Inc

Followup CRM

pacificglazing.com

www.netromsoftware.ro

Conseil scolaire Viamonde

Dome Construction

coppelltx.gov Lebenshilfe Heinsberg ebrso
isd109.org Oman Oil nwhealthporter.com
maynard.k12.ma.us Culligan wexfordcounty.org
parkleigh.com Nifast Model Die & Mold
dienesusa.com uatf.edu.bo Falco Sult
yunker.com Buddy Loan apoyoconsultoria.com

Everything Breaks

hetrhedens.nl

Fylde Coast Academy Trust

Keable & Brown

texanscan.org

Webb Institute

TOC

edwardsburgschoolsfoundation.org

14
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www.itlindia.com

Tri-TechElectronics.com

+
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www.colonialbh.org

INFILED

bartow.k12.ga.us

Memorial Hospital & Manor

GuangDong South Land

pharmaceutical

paaf.gov.kw

Scolari

JN attorney

hartwick.edu

McMillan Electric Company

Orshan, Spann & Fernandez-Mesa

The Egyptian Tax Authority (ETA)

AXIOM

borohradek

Dragon Capital

www.schweiker.de

atfservices.com.au

Nunziaplast Srl

www.drbutlerandassociates.com

aclaser.com.au

Apple Electric Ltd

maxdata.com.br

Nicholsons Solicitors

LEGO Construction Co

goodline.com.au

Hadwins Volkswagen

Logistical Software Ltd

kenanasugarcompany.com

Ithbar brandywinecoachworks.com www.mssupply.com
Dardoc kapurinc.com College of Business - Tanzania
inv[...Jnator Manens-Tifs SpA Ministry of Education - Jordan

RiverRestHome

American Addiction Centers

Schneider Electric - France

Ace Laboratories Limited

Grupo_Trisan

International University of Sarajevo

BeClever

klarenbeek-transport.nl

Whitaker Construction Group

Extra

surgicalassociates.com

fullfordelectric.com

titlenine.com

billyheromans.com

San Francisco Ballet

STIzy

kenmore.com

European External Action Service

(EEAS)

Hypertype

Total Patient Care LLC

csucontracting.com

Concord Orthopaedics

jhs.co.uk

redphoenixconstruction.com

Pastor Real Estate

potteau.com

Air Specialists Heating & Air

Conditioning

Sa.SS Datentechnik

Vector Transport

(vectortransport.com)

caseconstruction.com

co.cullman.al.us

marysville.k12.0h.us

krigerconstruction.com

Silicom

Bio-Clima Service Srl

lambertstonecommercial.com

Nationwide Legal

PHARMATIS-SAS

Hemubo

Eassy Life A Sensitive Touch Home Health Elad municipality
Efi Sales www.gob.mx The Law Offices of Jed Silverman
Vogue Homes Pinger - USA Russell Law Firm, LLC
Service Avicole JGL A&O IT Group L & B Transport, L.L.C.

Darlington EMS

fortinainvestments.com

bravodigitaltrader.co.uk

Schuck-Gruppe

BluMed Health

Imprimerie Peau

Jones & Mayer

Live Aquaria

SVP Worldwide

Aeris Energy
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