=3

74

RRHRITESH DT

2024 & 2 B

IoeoH=as
H £ 2 @M E &
+

.hugssoagxm




@ICON=E= HIES =Y
¥ E R 2 MHE S E

HRUMERES, 360 RERRFE RITEREHT #HRRMR
K. MENLNSRRMORESIE, b EHEM RN
Tt BREVEHAFIELETHBREHREI. BRRMS
HBAWMPNEROZIESCEBERE, KR, 360
EMLE RN BREMAHT T ETMNENSHHE, ATES
BhE9 A PR 360 REF RS .

2024 £ 2 B, £RIERCERERKMEFRKEH Mirror. LVTLocker,
BlOOdy & . H™, LVTLocker RIEEZEX & Nas &, BlO0dy K&
WF| A ScreenConnect 4355S JFiE (CVE-2024-1709) W47
i, WREACH ZATMERS, EHAERRENSHREKME

K RIEH ALPHV/Blackcat,
MTRARERXENII A

1. LockBit I RMHAEREFEHRRERSHFELER
2. Rhysida $1RIRMHRE 360 /7 XTI LW AN ILEEIR
3. EAFIE mhE NAS RGiE LvtLocker BIRIIFBLEH

ET X 360 REMRIRSEBIRANDATTH, 360 BFREEASRE
BRI HrL (CCTCA BIRIRABSER X THRERR) K&K

H
= o



OECeLEE HIRESeEEEN
I

o x2mMEEE

RAELIRD

HNABHRRHZEFEREMPRIREHATHIT: Phobos RIRGLL 198M%BEHEAM, E_ME&LLE
17.20%9 Makop, TargetOwner &Y 15.05% B =,

Mirror

1.08%_,
TellYouThePass __ 3\
1.08% )

Stop_ ——
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LockBit IR AERENEHRRRRSRHFABLER

HEFERBIRNIEE T RS HAZ—EE
FFEU R 2 R R P BUGER ] £

. LockBit FKfEE FHa AR IR S == L EH B HAELRS,

TEER LockBit3.0 EF L& FEHET.

B LEAKE D DATA ' TWITTER > E HOW TO BUY BITCOIN > a CONTACT US >
LOCK[TREN) % PRESS ABOUT US > [ AFFILIATE RULES > &% MIRRORS >
hartalega.com.my gapsolutions.com.au sundbirsta.com vertdure.com

The history of Hartalega began in 1988. Our
insatiable drive to continually outperform
ourselves has transformed what began as a
sinale-line manufacturina facility into what we are

GaP Solutions offers comprehensive retail
products and services as part of our focused
business strategy for the Australian and
international retail market. Our expert know-how

Solutions for wire, rod and strip mills Once the
wire, rod or sheet has been rolled into its final
shape. our equipment ensures that it is prepared
for delivery according to the specifications of the

A SUCCESS HOME-GROWN IN QUEBEC!
Spedializing in lawn treatment since its humble
beginnings in 1987, over the years. EagleYard has
become the industry leader, while remaining

bmc-cpa.com

crbgroup.com

dunaway.com

12D 10h 44m 50s 4D 14h 19m Ods 10D 19h 5im 21s

The management team of partners Don Beasley,
Christine Wright, Brad Beasley, Tony Morén, and
Christopher Salcido. along with our tax & audit
manaagers, have over 400 vears of accounting

A revolutionary integrated project delivery
method that leverages the combined expertise
and technical excellence of ONE project team to
deliver vour faclity in a safe, lean and

Construction Inspection Civil Engineering
Structural Engineering Landscape Architecture
Survey Construction Inspection Our Featured
Proiects Bowie House Plannina + Landscape

silganhodlings.com

10D 14h 44m 50s

About Us Building Franchise, Creating Value
Silgan is a leading global sustainable packaging
provider for consumer goods products to many
of the world's best known consumer products

prattindustries.com
6D 08h 45m 00s

Pratt Industries is a leading manufacturer of
corrugated boxes and displays, as well as dean
energy solutions and paper products. Leam more
about their products, services, and sustainability

2 B 24 H, LockBit &

npgandour.com

7D 17h 49m 43s

Nouvelle Parfumerie Gandour is a company that
operates in the Internet industry. It employs
101-250 pecple and has $25M-$50M of
revenue.

stemcor.com

mcs360.com

PUBLISHED

PUBLISHED

Stemcor is & British steel trading and distribution
company. The company acts as an intermediary
between buyers and sellers of steel and raw
materials. It provides additional services.

ERRRES RN S I RERHER FTHOERM T TR

MCS360 is 3 company that provides property
services for residential and commerdial buildings
across the country, such as inspections,
oreservation, maintenance, and reaistrations.

LockBit F7R
HUERR] (MBS EHUERRSRA FBI) NRT HRDNEERSH— REZSELTEMN 5 FEFORR
TE£HEMBBEEHE - HTHENPARBIADTE, FTRBET, RERNEH PHP . AKARER
EENEEMPXEIRRS 25 U R ERIRSHFIYIZITE PHP 812 FREH, MHUERIIR T2 EMA
FTRIE . Bk, LockBit RaRMIIELEH 7 ARSAFATHE Y PHP ARA,
FEHRBEMEFMERIRARLILBEHA.
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360 ZE ANERIE MMZ LockBitd.0 BSEENEE .

buss o amaE ) o test
%81 X3 AXs README 1t - 28
X WEE) WU0) FEV) EEEH)
~~~ LockBit 4.0 Ransomware since 2024~~~
>>>> Your data are stolen and encrypted
Price = 1000 $
Bitcoin = 328N9ImMKT6xFebuTvtpxeKSymgWCbbTGbK2
Email = jimyjoy139@proton.me
>>>> What guarantees that we will not deceive you?
We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

If we do not give you decrypters, or we do not delete your data after payment, then nobody will pay us in the future,
Therefore to us our reputation is very important. We attack the companies worldwide and there is no dissatisfied victim after
payment.
>>>> Your personal DECRYPTION ID: A3138014A48684D6D525F 3F372263313

>=>>> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

>>>> Warning! If you do not pay the ransom we will attack your company repeatedly again!

#1715 100%  Windows (CRLF)  UTF-8

Rhysida 1 &R 4R E 360 A XTI ENILERRE

Rhysida B1 R IK FEFRXS A B I ZINEF Lurie JLEERERHMERHRFR. LANEREEEETR
RIEHBXAEIT RS, FAERLEBATHRETRS . s, B8, BIE. MyChart 8 IXE AR
BEMEZE TN, FABERM CTHEERUITALEERN, MELNBENBEETRLTT.

2 B 28 H, Rhysida B1ZRBAECK Lurie JIZEERRIINT HERMHNEIRT NS, FERMNZERD
BUY 600GB f9%#E. Rhysida JLEEI 60 L4 (HBIZIE 370 FTRTT) MINIRE) B — KR ERE LR,
PR ESZMNBRAER, BERNREREFFERANRBOMELELRZ PGS, EANE Rhysida £
FaLRHEND,
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in & Robert H. Lurie Children's Hospital o

Price: 60 BTC

bPOgSe s,

E N Mg NAS R55E LvtLocker B RGBT

FHHE, 360 ZEBRENFKE T -—KEHRUETHNET R EOMTXRBRBIERS A—KEA
LvtLocker BN RIMEPT A, MIZBRKAMNKE BEREREEREMEH NAS BERS,

BT 360 MAEIESHIA, KBRS RREANREGETERBI AR ZHEATZER AL NAS &
&

1. P NAS &R GHhEAN—Y RCERE, LN TE—ERE, AFARLZSMNIILAN AR root
PR

® CVE-2020-28188

® CVE-2022-24989

® CVE-2022-24990

2. HEBUBASCHRNEM, ZEEFXES.
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== (| XK
= README_|vt.txt x +

prals i =5 ]
——————————————— Hello -----------—---

*** By LVT LOCKER ***

Your computers and servers are encrypted, and backups are deleted.
We use strong encryption algorithms, so no one has yet been able to decrypt their files without our
participation.

The only way to decrypt your files is to purchase a universal decoder from us, which will restore all the
encrypted data and your network.

Follow our instructions below, and you will recover all your data:

1) Pay 0.01 bitcoin to 3JD9xwAIHQUZSSEKZemmuT TpEmtM1L8Uwt

2) Send us message with transaction id and your personal key {which is in the
README Ivt PersonalKey.txt file) to ghzsr@onionmail.org

3) Launch decryptor.exe, which our support will send you through email

What guarantees?

We value our reputation. If we will not do our work and liabilities, nobody will pay us. This is not in our
interests.
All our decryption software is tested by time and will decrypt all your data.

1! DO NOT TRY TO RECOVER ANY FILES YOURSELF. WE WILL NOT BE ABLE TO RESTORE THEM!!!

71, 71 1,055 5FHF 100% Windows (CRLF) UTF-8
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ferafont22@cock.li

Waygrafwadeta@gmx.com

Luiza.li@tutanota.com

avaveetren@tutanota.com

Helpdec@aol.com

bill.gTeam@gmx.com

fastbackdata@skiff.com

helpdecl0@gmail.com

MatheusCosta0194@gmx.com

errormirror@tutanota.com

Hackjoker2002@gmail.com

blair_lockyer@aol.com

mirrorrorrim@cock.li

Cryptblack@mailfence.com

mccreight.ellery@tutanota.com

tpyrcedrorrim@tuta.io

aquaman@rambler.ua

CarlJohnson1948@gmx.com

support@freshingmail.top

mantiticvil976@protonmail.com

megaport@tuta.io

target@msg.ws

fahydremu1981@protonmail.com

cashonlycash@gmx.com

M3ytRkZEI@gmail.com

frosculandral975@protonmail.com

miadowson@tuta.io

zohodzin@tuta.io

trafyralhi1988@protonmail.com

chocolate_muffin@tutanota.com

zohodzin@cock.li

sanctornopul1986@protonmail.com

MichaelWaynel973@tutanota.com

bitcoin_gg@tuta.io

ringpawslanin1984@protonmail.com

claredrinkall@aol.com

phobosdata@cock.li

liebupneoplan19@protonmail.com

normanbaker1929@gmx.com

phobosdata@msgsafe.io

stivobemun1979@protonmail.com

clausmeyer070@cock.li

duckjahana@onionmail.com

guifullchartil970@protonmail.com

nud_satanakia@keemail.me

jerryjobransom@gmail.com

phrasitliter1981@protonmail.com

colexpro@keemail.me

zzart3xx@onionmail.org

elsleepamlen1988@protonmail.com

please@countermail.com

becsec@tutanota.com

southbvilolor1973@protonmail.com

cox.barthel@aol.com

panda2024@msgsafe.io

glocadboysun1978@protonmail.com

precorpman@onionmail.org

panda2024@tutanota.com

carbedispgret1983@protonmail.com

recovery2021@inboxhub.net

Helpolenul0@gmail.com

listun@protonmail.com

everymoment@tuta.io

HELBULENU@onionmail.com

mirtum@protonmail.com

recovery2021@onionmail.org

Dec24hepl@aol.com

maxgary777@protonmail.com

expertbox@tuta.io

Dec24hepl@cyberfear.com

ranosfinger@protonmail.com

SamuelWhite1821@tutanota.com

cyberrestore2024@onionmail.org

bootsdurslecnel976@protonmail.com

fastway@tuta.io

bobgreenl12@tuta.io

rinmayturly1972@protonmail.com

SaraConor@gmx.com

bobgreen12@cock.li

niggchiphoter1974@protonmail.com

fquatela@techie.com

swift_1@tutamail.com

lebssickronne1982@protonmail.com

secdatltd@gmx.com

swift@onionmail.com

daybayrikil970@protonmail.com

fredmoneco@tutanota.com

recovery8files@onionmail.org

elanor35runte35@myrambler.ru

skymix@tuta.io

delacruz007@zohomail.eu

bl00dyadmin@dnmx.org

getdata@gmx.com

reserve.cruz@onionmail.com

filedecryptionsupport@msgsafe.io

sory@countermail.com

vinsulan@tutanota.com

jimyjoy139@proton.me

greenbookBTC@gmx.com

vinsulan@cock.li

freagzer@proton.me

spacegroup@tuta.io

msmuae@yandex.ru

deblackbithelp@gmail.com

greenbookBTC@protonmail.com

cryptblack@mailfence.com

AlbetPattisson1981@protonmail.com

stafordpalin@protonmail.com

decrypthelpO0@gmail.com

henryk@onionmail.org

helperfiles@gmx.com

backmydata@inbox.ru

atomicday@tuta.io

starcomp@keemail.me
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helpermail@onionmail.org

draggonblack@yahoo.com

axdus@tuta.io

xdone@tutamail.com

byaki_buki@aol.com

it.issues.solving@outlook.com

helpfiles@onionmail.org

protonhelper2023@proton.me

barenuckles@tutanota.com

xgen@tuta.io

malignant@tuta.io

JohnWilliams1887@gmx.com

helpfiles102030@inboxhub.net

server.ransomext@tutanota.de

Bernard.bunyan@aol.com

xspacegroup@protonmail.com

orderok@tuta.com

jonson_eight@gmx.us

helpforyou@gmx.com

equalitytrust@disroot.org

bill.g@gmx.com

zgen@tuta.io

hudsonL@cock.li

joshuabernandead@gmx.com

helpforyou@onionmail.org

tH3_CyberXY@proton.me

bil.g@msgsafe.io

zodiacx@tuta.io

intelrestore2022@onionmail.org

LettoIntago@onionmail.com

bill.g@onionmail.org

acekui@tuta.io

xig 1 REHERE

HEl, BENEHRISEHRRARMNOBRAMGREERES, SHRUAAHROBIEEEAMRE D
HkEAR, NTRARBIHIHERI A RRMAFIEALL, ZEIRIREE — I 8BS HIEH
pEEED (ELXMABRENDIVHNIA, TEFATHAEXMERES) .

Lockbit3
25.52%

Hunters
7.47%

Qilin
2.84%

Medusa

3.35%
Akira

412% . .
Bianlian

5.15%

UTRARBBEREHRRMHRERGAL YDA REABIRFEME NSV HNABIEE R E
BE, MUrSiREsotEAE®, KB EIER.
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VEBHRLE, HhE 14 DR/ WRERE, HARENTRES,

Allan Berger & Associates

manchesterfertility.com

AbelSantosyAsociados

Artissimo Designs

Borah Goldstein Altschuler Nahins &
Goidel

Tandem

scullionlaw.com

bandcllp.com

Southwark Council

alanritchey.com

Gilmore & Associates

stemcor.com

HSPG & Associates Faison dms-imaging
Dinamic Qil Array Networks hvd.host
easternshipbuilding.com few.ch Erwat

Bangladesh Police

Benthanh Group

goodinabernathy.com

DTN Management Company

gapsolutions.com.au

haas4.com

sundbirsta.com

HAL Allergy

sunharbormanor.com

Orange Public School District

J A Piper Roofing

Essential Labs

Acies Srl

Hypertension Nephrology Associates,

p.C.

Hotel Avenida, Hostal Espoz y Mina,

Hostal Arriazu, Pension Alemana

verbraucherzentrale hessen

Medall Healthcare Pvt Ltd.

etairoshealth.com

npgandour.com

abtexelgroup.com

Change Healthcare - Optum -
UnitedHealth

moore-tibbits.co.uk

Saudia MRO

vertdure.com

WEL Partners

ROYAL INSIGNIA

Frencken

metal7.com

Ireland’'s Department of Foreign

Affairs

Bertani Trasporti Spa

Penn Cinema

EpicGames

RWEF Fromelt

BAZAARVOICE.COM

Ann & Robert H. Lurie Children's
Hospital of Chicago

JS International

The Professional Liability Fund

Ironrock

Electro Marteix

S+C Partners

prattindustries.com

ch-armentieres.fr

Pot O" Gold Coffee

GCA Nederland

PEDDIE.ORG

crbgroup.com

Southwest Industrial Sales

Headwater Companies LLC

magierp.com

Bjuvs kommun

Angeles Medical Centers

Spine West

silganholdings.com

Webber International University

kinematica.ch

AL SHEFA FARM

ernesthealth.com

Family Health center

nationaldentex.com

dunaway.com

gatesshields.com

Wangkanai Group

equilend.com

Pressco Technology

Roncelli Plastics

BRADSHAW-MEDICAL.COM

C and J Industries, Inc.

Welch's

GRUPOCREATIVO

PEER Consultants

remkes.nl

1JM Corporation

nfllp.com APEX - apexspedition.de Rapid Granulator
birchallfoodservice.co.uk mnorch.org Acorn
Hardeman County Community Health
Innovex Downhole Solutions ANDFLA SRL

Center

Desarrollo De Tecnologia y Sistemas

mtmrobotics.com

Quik Pawn Shop

11
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Austen Consultants

climatech.com

abcor.com.au

Helical Technology

dilweg.com

usmerchants.com

taloninternational.com

KHSS (You have 3 days)

zircodata.com

River Delta Unified School District HRTec Inc Lancaster
Raocala dasteam.ch Marchassociates
se.com Axel Johnson doneff.com

Robert D. Clements Jr Law Group,
ki.se

LLLP

lexcaribbean.com

aeromechinc.com

Finlay Screening & Crushing Systems

INFINITIUSA.COM

bucher-strauss.ch

loransrl

advancedprosolutions.com

Greater Napanee

First Professional Services

soco.be

Aftrp

Compression Leasing Services

aivi.it

Wapiti Energy

carlfischer.com

Westward 360

Prudential Financial

VSP Dental

Bimbo Bakeries

The Chas. E. Phipps

Tiete Automobile

http://antunovich.com

davidsbridal.com

Chicago Zoological Society

Voice Technologies

tormetal.cl PSI BS&B Safety Systems L.L.C
spaldingssd.com LoanDepot CP Communications
Griffin Dewatering delia.pl www.cogans.ie

von Hagen BRAM Auto Group BRONSTEIN-CARMONA.COM
Mechanical Reps Concello de Teo etisalat.ae
DuBose Strapping theclosingagent.com pacifica.co.uk
Asam Dobrowski Stafford & Pierce Ribe-Groupe
ASP Basilicata - ASM Matera - IRCCS
Norman, Fox LD Davis
CROB
sitrack.com Onclusive HR Ewell & Hy-tec
centralepaysanne.lu SilverLining MeerServices

calcomp.co.th

Advantage Orthopedic & Sports

Medicine Clinic

Schuster Trucking Company

BM Catalysts bmcatalysts.co.uk

champion.com.co

Hawbaker Engineering

vanwingerden.com

hatsinteriors.com

coreengg.com

kabat.pl

ASA Electronics [2.7 TB]

pradiergranulats.fr

UNIFER

studiogalbusera.com

bombaygrills.com

mmiculinary.com

America Movil

Nekoosa School District

rajawali.com

KALEEDS

FALCO Electronics

ffppkg.co.uk

wsnelson.com

conseguros

globalrescue.com

Institutional Casework, Inc

fultoncountyga.gov

ROOSENS BETONS

adioscancer.com

ATB SA Ingénieurs-conseils SIA

doprastav.sk

motilaloswal.com

giraud

Trans-Northern Pipelines

patriziapepe.com

barberemerson.com

auruminstitute.org

ssmnlaw.com

btl.info

garonproducts.com

universalservicesms.com

leonardssyrups.com

12
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DHX-Dependable Hawaiian Express The Source Communication Federal Credit Union
etsolutions.com.mx Procopio ArcisGolf
Lower Valley Energy, Inc Satse New Indy Containerboard
germaintoiture.fr tecasrl.it Sanok Rubber CompanySpélka Akcyjna

Freedom Munitions

Forgepresion.com

Antunovich Associates

Rush Energy Services Inc [You have

robs.org CNPC Peru S.A.
48 hours]

isspol.gov Modern Kitchens SERCIDE

envie.org Disaronno International vhprimary.com

fidcornelis.be

Arlington Perinatal Associates

Allmetal Inc.

textiles.org.tw

parkhomeassist.co.uk

jacksonvillebeach.org

camarotto.it

lyon.co.uk

grotonschools.org

Amoskeag Network Consulting

sealco-leb.com

dienerprecisionpumps.com

Group LLC
YKP LTDA plexustelerad.com paltertonprimary.co.uk
Nastech silverairways.com cabc.com.ar

Impact Energy Services

Kadac Australia

Kreyenhop & Kluge

Carespring Health Care

lacolline-skincare.com

LILI'S BROWNIES

maddockhenson

Village of Skokie

Upper Merion Township

Pacific American Fish Company Inc.

Benchmark Management Group

Lancaster County Sheriff's Office

J.P. Original

Groupe Goyette

SOPEM Tunisie

Capozzi Adler, P.C.

Avianor Aircraft

Dalmahoy Hotel & Country Club

ZGEO aisg-online.com mranet.org
soken-ce.co.jp water.cc verdimed.es
willislease.com TechNet Kronoberg AB CTSI

seymourct.org

Drost Kivlahan McMahon &
O'Connor LLC

magi-erp.com

posen.com

alfiras.com

Grace Lutheran Foundation

solveindustrial.com

maximumresearch.com

grupomoraval.com

originalfootwear.com

cdtmedicus.pl

indoramaventures.com

Western Municipal Construction

bsaarchitects.com

northseayachtsupport.nl

transaxle.com

macqueeneqg.com

moneyadvicetrust.org

Worthen Industries

Ducont

parksite.com

Anderco PTE LTD

Jewish Home Lifecare

perkinsmfg.com

Karl Rieker GmbH and Co. KG Southwest Binding & Laminating Distecna

vimarequipment.com PWS - The Laundry Company TeraGo
B&B Electric Inc CERALP PJ Green Inc

Hbl Cpas, P.C. Tetrosyl Group Limited Harinck

spbglobal.com

YRW Limited - Chartered

Therme Laa Hotel and Silent Spa

Accountants
Ready Mixed Concrete Shipleys LLP axsbolivia.com
McMillan Pazdan Smith AVer Information deltron.com
Perry-McCall Construction ArpuPlus Celeste

13
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gocco.com

themisbourne.co.uk

Mason Construction

Greenwich Leisure

davis-french-associates.co.uk

Virgin Islands Lottery

Hannon Transport

noe.wifi.at

Leaders Staffing

Albert Bartlett

semesco.com

Vail-Summit Orthopaedics &
Neurosurgery (VSON)

Premier Facility Management

philogen.com

Campaign for Tobacco-Free Kids

asecos.com

portline.pt

GRTC Transit System

hutchpaving.com

cxm.com

ultraflexx.com

VCS Observation

pbwtulsa.com

prima.com

ksa-architecture.com

manitou-group.com

DOD contractors you are welcome in

our chat.

tgestiona.br

Law Office of Michael H Joseph

Commonwealth Sign

logtainer.com

DIROX LTDA (Vietna)

Digitel Venezuela

Cole, Cole, Easley & Sciba

FEPCO Zona Franca SAS

Abelsantosyasoc.com.ar

ik 2. REAL/

ARG R EPP BRI

360 RGELe= %, BREMAREARBIFIE., EABHBENEZRAT, HTI=ZMRKH
Windows 10, Windows Server 2016 [X X Windows Server 2003,

HAh

1.63% _ Windows 10

36.24%

Windows Server 2022
2.90%

Windows Server 2016
27.91%

Windows Server 2019
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