BREMFRITES

20254 8 H
A_— —
= - ..
{@E

SRR EERBERA | BB G



YRS

BERUGEBES, 360 REEMRF R TREE T RHRNER K. HEH
BH RGO REEE, SWHEHRNE T LI, BReHELT A EALCETH
WERRGEAW N BEREL SV AT R B, AFELERA
Ko 360 2WLZEAMEANBERRGEHRTT 27 EMNEGHE, HFERHBNF P RHE
360 K & & M5

2025 & 8 F, & IKF N E # R H Desolator Kk, 558 &I K ik #38
Cephalus. Pear. Charon £ X jk. KA ZAMTARLINT HHMEF AL A IRz %
Z Y M PromptLock, #/f Go EEwE, #if Ollama APT 5 AMITE H LLM E (5,

El B 1 40 7 78 9 B BX B9 PromptLock #) & #04F H IK & A2 -
1. _Af_ﬁku\kf\ /@ﬂ*pﬁ

WIRE R RRE, FIAAESEASNSERETEFKEW Lua A, X HA
X # Windows. Linux #7 MacOS % %t .

2. E XA 45
A R Lua B AR 23 7 A X R 4, R A E AL B AR X
3. & B AR

M EARA X HEHATNESANT, REEFALH (WHAHKERFEZ XHEE) B
ERap &L

4. B ARSI

Kk GH B R R BB EREFHERORSE, TATESIHRR
o

5. X &

£l SPECK 128 L fm 5 B ik & HAT X r #HAT I8, HXFF R EF RSB HIE. 1
Rk, BE2BTHRELERIMAKEE.,

WRBRKEFERT Lua MAWNEFEREZNE, RTWEETEHEFERRLTEA
—EH, HHAIWAAERES, TREXRETHERE, flw, REIFFRRE
SCAR i 1 18 8 B B SR

360 22 AMBN, ELkagE AL s 7Y &, WRBFWMHER P IHET 7 L8R
Bt 77 16K L

L RNAMRG SR E, N LIFFENRBEANARA, #TRKXER

1MW



360 HFrwe—HFRENINSE

A
2. APXTARMIE FHE A Lua AR I SRR B AT BRI R B, s
b= P e 7 G LB
3. HX B HGIEMAHRTRA, URMAZMHBATR, ZHEKE. KAK
Hoeh 22 2 4 .
BRI EWIEE LS G BTN ERER, £ERTEEERN,
B R A5 M5 T
ek B AE TAEBT B B P B AE BB LB AT X A 2, B B A M - 2R 4
W& BHE, W 4E B AT BOR R SR E T R .

b

o1

AT RA A EAR R I MR A -
H =k Bt T S et % 3 Qilin ¥y 4k ok

Colt #£ Warlock SR H M3 AF JE A% 7 Bdi i s

) N (=)

N1 I Bk Workday £ Salesforce By 45 i 2k i#

T 360 R# &M BEHMAH, 360 #F T2 K& RBMAR 24T F 0
(CCTGA i R B o fr 2 TR R ) & A AR



360 HFwe—HF

RENMSE

RERBHE 7

HRNAAYRRMZEFEZF RS T REXRAAT S Weaxor ZHk 5t 51. 82% /&

YL, % —#E Wmansves &t 13. 18%, LockBit F ikl 8. 64% (L B % =,

ZeroCool

0.91%
rysis

Nemééi; .
0.91%

Weaxor
51.82%

BeijingCrypt
71.73%

Wmansvcs
13.18%

B 1. 2025 F 8 A EHAAFEAEL L

SMARZEENEANBEEZRFTSHIT, LEW=ZWE: Windows 10
Server 2012 L Windows Server 2008,

Windows 10
41.13%

Windows Server 2012
19.15%

R Windows Server 2016
11.35%

B 2. 202558 A¥EBHENZRELZL L)L

£ 3 MW

. Windows



360 HFrwe—HFRENINSE

2025 £ 8 AW R LN AR T EHRAMREBRAELWE R, TR THWAKZ LR L
W PC /NMEFA LT R5 %

SRfPC

53.57%

B 3. 20258 A#EHMHNRBEEZALALIL

g4 W



360 HFrwe—HFRENINSE

BRI ST
HE#AE T TAESEEREHE Qilin HERRGEH &

H &= HANE MERIESL, LEHEERERRWENLTITE T HEF/AF Creative
Box Inc. (CBI) B9 4%, HH LB E.

2025 £ 8 F 16 H, HFEZ&Ze%1T/A 8 CBI & E 4 R 52 L4 2 ¥ £ 17 9],
B LRI K Ak, WwIHIEFTE TR RS 8%, URERNKE, FrZrReE T Z
=4,

M Qilin By R AT 2025 4 8 A 20 HA£w W L& &P Wb L4 T CBI 4 H,
FHERGRT A RITME, CRBERENZ TR, EX4GFRERE. FE, XK
HELEAT 16 kW EKBHE A, EHBIISRHIEE, XERAHLT DAER
TR, XA ERNHEE.

BFxr, BWEANZEGATRE, ECEUELTRERESEH. HFR0T,
MENBERSTWE>, BHEHFR BIWE—ZF ., B, HERETL2EEEF .
A BT AT E AT A A

Colt % Warlock 8§ RKtrHu XX tF R #HAE F REH &

% [ #1227 Colt Technology Services iEsZ, K% Warlock ¥ % 3 H k1 =
HGHE XA, ZAE WL E P X E., XREEEE R NERSRER I
WHBEHEG A 12 HYEE S, EXRMANTE — KA NKEW E. %75 & & Warlock
% F % Ramp WAL F i3z EH EM 115 R Colt Z B 100 7 XX #F 2 J5 £ &k By, X i
XAELL20 T E UM AAE L E, BREAW S EA. MEEMKEREF A,

AR T IR T F 7 B 89 Tox ID 5 527 iR A 80 & 2 ¢F B Ok B 62 F 89 ID A/ T T
BB R AT AR Colt HrRM e TARTS D, BT ZHRHFAKS

E



360 HFrwe—HFRENINSE

B ffRBEA AL T ERE A ETZA,

AN FIRE 3L Workday 7 Salesforce K7 e ¥ EH B W &

HERAM— ke IRFREF, ANKIEE L Workday HEEHFGTMT & =7
EFPAFEE (CRD Femig AMIRE, HETHAKELEEH. 8 A 15 H, &N
AEE, KEH T UG FEEZRN CRM AR Li—RE 8, FHRWLEEF kP

ZE R, KT, BRWAEHFRGTRE - LV SHRACELCERY, GETATE
BHFHEPEE——HETEENE —LENNFLRA R, s, B FH et
FiEiE SR, XRUHETRL B S EAREFNHELTREA.

ERGEFRRZFHMNES NG — R mT, AT TR IZREAALZES A 6 H
AW, AEFRTECHEEERLHRE, BERGAATRRITHT, REF
AT IR R RNAGRE. BAZASEAEEHN, EEEERT R, RAEHT

f & 5 ShinyHunters 1R EH A AW — KL A REAN—Ho, ZHEFEARLHLT
2 % A8 & P % 472 B Salesforce CRM L,

REERHE

AR A A ARSI SR A A5 5 -

sadklajsdioqw@proton. me hyebwma@protonmail. com alekstraza@bigmir. net

BM-2cXFq2HvWpBCesbm7F7hw7MBk TaalyfwW
nobackups@mailum. com hsbwabwy@xmpp. jp
v@bitmessage. ch

pompey@tutanota. com Decryptionhelping@aol. com cephalus@onionmail. org
pompey@cock. 11 Helpingdecryption@cyberfear. com bonar. c@aol. com
recovery2@salamati. vip grepmord@rotonmail. com peruginos@aol. com
recovery2@amniyat. xyz reopening2025@gmail. com elliot. i@aol. com
realsapport@ignmir. net reopening25@gmail. com pilondru@aol. com
shirleyrichardsoncrpty@onionmail.
China. helper@aol. com demetrius. bassell@aol. com

org

£ 6m



360 HFrwe—HFRENTS

China. helper@india. com

Tonia@nailfence. com

payransom@qq. com

pear@onionmail. org

austinmecca@onionmail. org

PAYKTER@gmail. com

dongmin. liu@earlylight. com. hk

shadowmatrix@onionmail. org

Answer: Encsgi2@gmail. com

zoomnism@protonmail. com

dat@mailum. com

veronica. steinl1998@onionmail. com

recoveryl@salamati. vip

datret@tuta. com

jacobmccolel967@onionmail. com

recoveryl@amniyat. xyz

Johnycryptor@hackermail. com

compsupp@techie. com

kixonw@gmail. com

Johnycryptor@india. com

paymeuk@consultant. com

kixonw@tutanota. com

partfile@airmail. cc

SerinabMurrock@email. com

backupsl@mail2tor. co

worm01@india. com

recovery7@salamati. vip

4569f6322bc3b22e9@proton. me

BQTlock@tutamail. com

recovery7@amniyat. xyz

MariaJTipton@protonmail. com

samurai@aolonline. top

deepwhale9@outlook. com

364482@jabber. hot—chilli. net

bitpandacom@qq. com

deepwhale9@hotmail. com

supp@msg. ws

btcduess@outlook. com

jessicarnels2025@outlook. com

OopsCharon@roton. me

duesbtc@mail. co

ithelpnetwork@decorous. cyou

restoring sup@india. com

NeZhadecryption@mailum. com

ithelpnetwork@wholeness. business

restoring sup@computer4u. com

NeZhadecryption@cyberfear. com

miragesity@hotmail. com

restoring reserve@india. com

kayla7tzpnthompson@aol. com

lilybbesdgarcia@aol. com

traders@mailum. com

1. BERH

LE, BARNEH RIS EHFEARANNG R R R RARR S, B RUIH R
HHEHBERNE AR, UTEAARBTHEMERANAFRRGZTE S, &
ERAREE—HERNELRERNELH 0 (EEAXFESHLLVHIAA, THET

SHIAEZNEEF),

& 4.

Akira
10.67%

Dragonforce
5.90%

Safepay

Play
4.95% 4
Pear Incransom | 4
3.43% Cephalus Sinobi 4579,
3.62% 4.19%

2025 5 8 B it # B IR A G B & B ARk b b

g1 W



360 HFrwe—HFRENTS

UTERARREGHRRER R G AL I A KX IBIE R it IR K e

WA, HiEE B

AEE, BEKECRBEES, RBAMERK.

AAXFIINAG/ S WVEER TSR/ L EHFISG, LF, AeFE 1244
F/eVEBRTREHR/SEHER, F 12 NMAR/ DY AREATH, BRTEUTRAE T,

L&S Proline

EUROFILM MANTZAPHZXZ A,

E

Travancore Analytics

Tecnolog i a Especializada

hmsao jose. com Rite Track
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Tri Thuc Software abfe empur
Construcciones Sala lee—irvine. com Woodside
ABM Wireless INC haaker. com Bondtech

Hilco Metal Building & Roofing

Supply

insoca. es

Wytech Industries

Park Country Club

netfusionconsulting. com

GWU-Umwelttechnik GmbH

Toowoomba Friendly Society

Dispensary

garnertrucking. com

Microcosm

Provalve Armaturen GmbH & Co. KG

idscorporation. com

TRS Industries

Engineered Components

RA Services

Sterling Card Solutions

sandersonmanagement. com

Steel Encounters

Geotec

OB GYN Associates

LandWorks

SPEEDLOGISTIK

atlanta neighborhood charter

school

RAVEN Mechanical

The Law Offices of Hicks & Demps

lipcare. de

Advanced Blending Solutions

Safti First

companionsandhomemakers. com

HK Hardware & Engineering

Aurora Air Products

camaravalencia. com

Elkhart Independent School

District

Sweetener Supply

dasmeshschool. com

Netstar South Africa

ESD

zanettisrl. it

Expert E-commerce GmbH

Architectural DesignWest

uwock. ca

Florarte

Spring Footwear

hardwicktactical. com

Din Bolig

The Law Company

templeemanu—el. org

DUC App: Global Money Movement,

Simplified

Anderson Packaging

thecelestehotel. com

southweststone. net

Atlas Transfer & Storage

allphaselandscape. net

Burger & Brown Engineering

Insero & Co. CPAs, LLP

ibew1547. org

Mutual Screw & Supply

Louis Tieu DDS MD

ogdenpubs. com

Horizon Hydraulics

Community Services of Missouri

Loyola College

Stewart Home School

Chemtron RiverBend
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RMO

T&D Engineers

Alascom

www. sbdl. net

TRANTRONICS

L3Harris Technologies

BUCHNER BARELLA Holding

Mediate Management

St Thomas More Catholic High School

The Fredericks MPOWERHeal th getech. com
BDO Per u childrenscouncil. org jtekt. eu
Manesa Nicke formacompany
One—-LUX Bobcat Central Howard Financial & Associates
Shropdoc Electro—Tech European Business Server Cluster
Shelbourne Accountants Rare Editions NEAS
Delta Information Systems True World Group LLC RHI Supply

Town of Chatham, MASSACHUSETTS

Inotiv, Inc

CFI Tire Service

CPK Interior Products Inc

Outdoor School

Wstg-steuerberater. de

gmcontractinginc. com

Cain Electric

Drive & Shine

Kafka Conveyors & Equipment Inc

Maxell Asia

Viking Automation

TOYOTA ASIA TOYOTA INDIA

albertaindustrialcontrols. com

Dyson Corp.

decor-metall. de

listgrove. com

mauilodging. com

Firelands Scientific

transelectric. co. il

CIMEXSTEEL. CZ

summitcollege. edu/USA/370GB

batemangroundworks. co. uk

Pacific HealthWorks

Colorado Health Network Inc

godbyhearth. com

La Perouse

Texas Pregnancy Care Network

Doctocliq

multichem. net

wilderlawfirm

Uganda Electricity Transmission

Company Limited

Admiral Gaming Network

CoCo Yachts

apderm. com

Main Electric Supply Co

TRAF Industrial Products Inc

infoniga. com

shinko plastics co. 1td

climaxportable. com

Palmgold Management Sdn Bhd

Belmont christian college

The Smile Spa

Advanced Security Systems

ryeco. com

Grupo DIRIA

IQgistics

Ipco. co

allmaxnutrition. com

Escauto Centro Automotivo

eyegmonitoring. com

Weathercraft Companies

Justicia Penal Militar

avosinamed. com

Dance Brothers SEGUROS AMERICA camdon. ca
ZCORP Seoul Guarantee Insurance lodipd. org
Echo International Freight & Commerce csrepair. com

Ben's Asphalt

Welcome Financial Group

studebakersubmetering. com

Baycoat

Matiss

sotaconstruction. com

brebeuf. org

Rehabilitative Health Svc

azurewave. com

singersf. com gmtaconline Prime Beverage Group
dafo. se woodboure The Gisborne Group
Inox Laghi STRGOME Neway Valve
Sterlings Accountancy Solutions argeninta BRIDGEWATER ASSOCIATES
Hanson Chambers houra MAGELLAN FINANCIAL GROUP
Aldagi houxt ONEX CANADA ASSET MANAGEMENT INC
Logan & Mencuccini getdomain TSAI CAPITAL
Edward J McKarski kipl MIZUHA FINANCIAL GROUP
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Banville Wine Merchants

nszi

Triveneta Vetro

Galaxy Freightline

accsnet. com

PANSARD & ASSOCIES

Premier Realty Group

advion. com

Jamco Aerospace

Motor Controls Inc.

mysecop. com

Emprise

Sneg Proprete

atcmanufacturing

Brad's Bedding Plants

Sika Footwear

orange. com

The Magni Group

Springs Christian Academy

anthembio. com

Kengen

txpregnancy. org — Fake Abortion

Clinics Exposed

SySpro. com

ferrocortes

Town of Vienna, VA

brightwork. com

MGM Transformer

Lewis Baach Kaufmann Middlemiss

PLLC

starsalliance. com

Payme Ltd

Lee & Associates

sipecom. com

LEARN is a Regional Educational Service

Center

Sherman, Silverstein, Kohl, Rose &

Podolsky, P.A

wytechnology. local

CLEARSYNTH LABS LIMITED

Guerrero Mears LLP

webcids. com

PROMOSFERA S.r.1. promosfera.com

LPL Financial

rougine—mfg. com

Cash and carry — COSAEN GRUP

K Strategies Marketing and Public

Relations

magcpa. com

KINAS SOLICITORS kinas. co. uk

BAR Architects & Interiors

wfd2027uae. ae

Quality Data Service, Inc

SystemExec Co., Ltd

tagorg. com

Dragonfly CO. LTD dragonflygame. com

CareSTL Health

hitachi-hta. com

CILI

akd—ekbo. de

primrose. com

CHABAA BANGKOK

Jjphrs-waghaeusel. de

clearybuilding. us

F&P Georgia Mfg Inc

parksidegroup. co. uk

colt. net

Afpa

ferienwohnungen. de

Panorama

CK Power Public Company Limited

phillips66lubricants. com

mycpaconnection. com

TANI & ABE

faltner. de

Hytrol

Harinera del Valle

optivosa. com

CMS Legal Services EEIG

Metro Heating

rivertoncabinets. com

THE MILLENNIUM GROUP

Consumer Electronics & Computers

Retail Retail

schliessmeyer. de

VINSON & ELKINS LLP

Brunton—Shaw

gibbswire. com

ethicalpackaging. co. uk

EMMCORP. COM

hydrometrics. com

Xperthair

Heart of America Medical Centr (HAMC)

www. huggetent. com

Pequannock Township School

Diversified Project Services

District International
Accident Injury Solicitors MJets cibraco
marlboroughpartners. com Toller Neff Specialties

Security First Credit Union

Grand Rapids Controls

Hamilton Park

Huntwood Industries

ACMARK

Brookside Homes

Pocono Farms Country Club

ZMM

Clarkston First Baptist Church

nrlassoc. com

DAT AUTOHUS AG

Bromack Manufacturing

10 W
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airfastindonesia. com

Philadelphia Investment Partners

Ail Hospitality Group

Van Hook Dental Studio

Voltus GmbH

Twin Oaks Presbyterian Church

Exel Composites

BRIJU. PL

ThinkBig Health Care Solutions

tricol76. org/USA/180GB

MYVISAJOBS. COM

Tas Nz Bay Limited

Aroeira Salles Advogados

SFA Engineering

Alt Vision

Bolt Nut Manufacturing

Barlows Electrical

Preferred Homes Realty

Dynacast

marma. com. pl

The Job Shop

eERFRARERROARA A

Morgenstern AG

The Danvers Law Offices

Wine Works Australia

Karndean International, LLC

Kalchschmid GmbH & Co. KG

DLCOSMETICS 0. E.

Maselli Misure S.p.A. Information

U.S. Battery

diversifiedcpc. com

Peggy Sage

JWiz

swanforlife. com

Norwest Venture Partners

Hankin & Mazel, PLLC

Colabor

L-Pimenta (etdeletronics)

Garrison Law Firm

medosweet. com

www. captrade. com

ridgefield. org

Graphite Construction Group

liabergamo. it

HCK Capital Group

Prosegur

ABcom

Kingsford Development

Dottori Commercialisti Associati

Greenscape Pump Services

melland. bright—-futures. co. uk

George Haney & Son eShipGlobal Carrollton Ear Nose and Throat
Selartex NextLabs Newton Electrical Contractors

GEA Consulting Engineers

Ranshu, Meridian Auto Parts,

Visionaire

aym. com. mx

www. ecodemolizionisrl. com

Erdy McHenry Architecture

ppmrecruit. com

Inicio - Ganader i a Revuelta

smefazur. fr

Origene

Wier Boerner Allin

Avv Emilio Marco Casali

alpresor. se

Quadrangle Imaging Center

Immigration Advice Service

ruff. com. br

Mark Edward Partners

ksubsea—-group

www. diethelmtravel. com

Carmichael Engineering

Lundberg Design

Bucks County Opportunity Council, INC

Hill Peterson CarperBee & Deitzler

Rusin Law

Scania. com

Exotherm

Manhattan Retirement Foundation

easternadjustment. com

Hogan Construction Group

Barbas Nunez Sanders Butler &

Hovsepian

Phoenix Lighting

Fullcolour. com Limited

Comprehensive Pain Centers

Backstage Library Works

Clinical Diagnosis

J Derenzo

White Horse Packaging

www. wyongleagues. com. au

One Way Solutions

Terillium

Mobal Trucking

TELACU College

Weisman Children's

www. gillette—ac. com

Jack's Lawn Service, Inc. ECM Consultants bw-1v. de
www. greneker. com Advanced HPC K2L
Wedlich

Charak Center for Health

fiermann—eller. de

ffs. com

Koenig Hausverwaltung

TechSourceOne IT Solutions

Provider

Ahtna Incorporated

Frontline Bioenergy

InEar hear the difference

Co6s County Family Health

Banco Guanabara

Krewett

FranceLink

Aggressive Air Compressor & co
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IT-Welt und Telekommunikation

verschmelzen

Cevital

DIMERCO

Tomb Multimedia Productions

Litchfield Cavo LLP

BIG ROCK RESORT

Sonitrol Security Solutions

(SecureFL)

Box Elder County

MONTE-CARLO

Dualinfor hito inovation

Hygrade Components

gid-it. de

Spohn + Burkhardt GmbH & Co KG

Eagan Insurance

Clemens Construction

Colmar Industrial Supplies

Energy Developments

Pitman Farms

PLN

Harmony Electronics Corp

Onegolditalia. it

Huron Regional Medical Center

EB Farmacutica

www. pefco. com

Sofo Foods

bvasd. net

Cookeville Regional Medical Center

seabridge. eutefico. com

northernconstruction. com

Lincoln Law

Blazer Building

syncadd. com

cadex. com

Burt Process Equipment

venturecreditunion. com

envac. es

Nissan CBI

Haeger & Schmidt Logistics

fortsmithschools. org

Universal Group For Engineering

and Consulting

Assisted Living Pharmacy Service

LLC

Meissner Fenstertechnik

All Truck Transportation Co

Epperson Law Group

chamberlainhuckeriede. com

Ambitek

Nutis Press

Holscher Holding

Fullerton Surgical Center (FSC)

Trans—Tex

Herrman Law Firm

Ocean Edge Resort & Golf Club

MMA TRANSFERS

Guyana Sugar

CBG Surveying Texas

burmann. de

Great Lakes Carpet &Tile

welldone. com. tw

Cagri Group

Radford City Schools

Omega Global Technologies

MBM Intellectual Property Law

Franklin Pierce Schools

awmedicalvillage. org

City of St Paul

White Coffee Corporation

DAOR E&C Co., Ltd

The Scharine Group

Framon S. p. A.

Greater Pittsburgh Orthopaedic

Associates

Bluewater Yacht Sales

PK Contracting
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