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2025 % 1 H, DeepSeek i RMIEFRINNEL &, AX—FE T 7 AANEE, X
MRE—REXS Al ERbRFERRER L, EREE Al IEXAHE TR 3L A M X 41hY
REFL . R 2022 FRAM Al EIERARER, A 2025 FNEHEERHFNLS
biISER A e P

ARXMERRET, BAVRRAGTEE - FEBEIREMRENXRES.

o AlFFEHANTF HETR"

M Langflow #| SGLang ROIZFERBBHITRIE, WNEBNERES A BERR TES5kRS =S,
MmEEIECVIZOH Al BHEE & SEEEHE. TATWERT, S AERHFTEHRTEAN
WHEMER, WHEEREBITEE Al Agent RS EZHNSHEILE.

o YEHFABHNEHHS

2025 FRIDGERFEMEHME=REHNERX ., MER10S XE BE BRI
‘BADCANDY"HI#liE{L1EE, ZIFMIBAREERMURESBRER 2, WHEENBAX
ENTEFHE. BEEEBNREAND'LHEFEMSE. X—F, SROIZEENTE
MERBRAFFIBKTEHE, BERECEHAMBEREANEDSEEROTELRE,

® RUMNBINRERS

WHEACNFEEEIERS (20 npm/PyPl) TITZE React 1 Next.js ZILX Web #EZRHY
KRR XRKE, BMEAAENLESZEZELERE KEHNEEVHH I EEEET
H. B, #5145 (API®5H. REKS) (SEHAERAFTHNESNGRS, SBEUEHES
HIR% .

o MATMRE Al X

AXEZEWRHBHUR S, FRAREEEFR D (SOC) IEHIEE. OpenAl XHmET
GPT-5 B EEE Agent AR EBETT FHAM AARREH TSR INE . XA XAl XF 22 AI'EY
BmE, EEEH. ZEMNBINUEBIATRAARREFE—EE,
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1. RARESH#HE
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1. RREERKEHE

2025 FiRA R EBR A IS EHEE, EFEFHE5AAXIMIRE 428340, MBEZE
k%E, REHELE3IBES BHEEFERS/KFE (4400+) , ME7HE 6 BHILEE Tk
ZF 37914, 7-8 BEIFZE 4000 £4, 9 BEREFAZE 4506 >, 10 BRSEESE. EEEEM
&, 11 BRI T EEHKE 33101, BEREE 12 BERTEAIIBK, L5 55794, €l
TEEHS, HEEBKKILT 68550, mBHMANNEAEE. 12 BNREHENNEE
STEEFHKE (5H3027%) , iRZ| THERS R, REERTRESREFRENSIE
HA, BNARSSAR AL A a) insa e £ MRt e AR R e R A &
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8 F £ 2B RS A

2. = BiRiATERENT

EE
1303 (2.54%) ~ |

==
8405 (16.35%)

e
23788 {46.29%)

=EiE
17894 (34.82%)

2. iR EMEFR G LA

2025 £ MiEARRENERSITAT, RRRES RS, K5 46.29% (23788 4)
SERERXZ, &34.82% (17894 4) , ERIE AL 16.35% (84054) , 1KERE & L&D,
X 2.54% (1303) . MERDHXRE, HEMNsEREEIT&AELA 81.11%, MWl TEE
WENEESSY . BERTENSEREXNNELEMEEEEN, EFERENEEMEF
HABANGRER - HEFSHA. BIEEREREAEmENS BRENER, <
RAZOFEREBNRRYY, BIREREERNERAT, REIETXREIFHHOSRLE
KEE, WRABEZAZSERFREFN, FNBELIRZMHESERRTERINBEZEEN
B,
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3. miEEE T

B3 1136

UAF: 1368 —
NULLISSH 1408 —,
S 1497 k

EiSEM 1517

_— Eits: 12153

CSRF: 1895 Ko\

A
E RN 2405 E
SQLUEM: 2514

TRk 2622

“— X55: B557

FIRERE: 5755

3. ImiREE A LA

1R#E 2025 £ M@ ARRERE NSO, Web NALRERBANARRIENLZSE
B, HHMKERE SRS, K% 28.38% (12153 ) . b S BIA I E (XSS) I
19.98%AY L (8557 ) fIEE ., PUREIEARYKIRIE G 13.44% (5755 4) RIFIE=.
SQLEFAN. Xt EXRFLEEERAGE—TELLS], 755174 5.87%F 5.62%, MEIR
mXRE, MZEXREEITHEEL 61.80%, M T EERBHNEELDRD . BEIEMNE,
OWASP Top 10 YT E Web 4 X (40 XSS, REIEAY . SQOLSEA. CSRF%) &it
d7EbiBis 50%, FREA Web ¥ AR FMEMNERE2HIPNERTE . BIWAXERES T
Web I L2, MSREARIE. HREHMLeRONE, RNESTENREEEY
Fl, ELESREREEE,
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44951

== fj 780

ET P4 | 634
HEFE | 531
SRS | 452

sl | 347
{EEE | 339
BBkl | 322

=mall | 301
IoECHE | 267

0 10,000 20,000 30,000 40,000 50,000

B 4. mRTL 2 E

2025 FeMBARRRTY BN ITRE, RETESEFEBATY, EieXEbit
1L 87.5% (44,951) , RPEAZERBABTVBERNRGSNARFRE, BEZ0OE
FEmME. AREATYH, BE (780) . B EAMHESTIE (6344) MEMAME
€ (531) BARBEERZN=ZAEENE . X—DHHENE T HFHBERR.
SIS BEEBRGEAESHRERSTIVIAREENZEE SN, BE. [HEBUME
BEEHERS (4324) RFlEl (347 1) EMHE, RPXBEEEMSENLEZFH
FEEIRRAMGFERERERE. EFIENE RESRUVBEHNARESEH, EHE
RmEEE (3011) BAERS, RrEmGFESEN. BEms, REXEZRLE LB
MEMNE 5TV HEFRE HFFANER. BNAFSEHERERAGRSRENRR, &%
MELINENBE. Efr. SEFRESETILASXS PSS RIEERZ .
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—B | Al BRI ERFRRNZ”: KEMREEASHRBHHNTSIHS

¥ S : DeepSeek DDoS . Windows LDAP B &5 RCE. VPN Rz §5E IR Eh %

DeepSeek & 5 A AR 5 28 2 T FH 4

2025 F 1 B, EF* Al R#EE! DeepSeek RAEIBA MRS DDoS By, W FER#E
BRYNRBEARIFFEAE, SIAT7TEERTAIRABETITNERENSERT. LREHF
MR E X Al BRRFERDRE T, TIEX T KEIL DeepSeek AFHABIEIMNE &
aEl, BEZREVMAHEAMEEUENX—EGHNZEHk. HEIEEMAKAER
EARRS T AN EREHSEEAREERE, OB 7 A FaERNERER/GE IR
RIFEIR B R BUR 5 &/~ B AR .

lvanti =R ARIFREFAS CISA EREE

2025 % 1 B, Ivanti Connect Secure & CSA & &# B EEFESENRBMTEE X
tHmiE (CVE-2025-0282) . CISA 5 FBIBXARHES, IEEARFEBTREI T
(Chained Attacks) FFXLEERPENIR ML, EZEM2IBRBDEIFEF A, EEXS VPN
MRS ENIEERIREES, WEE—BEFRITHERAAMATEERREN, S
AR EIB M BB RB/EEN.

SonicWall SMA1000 A iKEFI =4

SonicWall L& &7 2025 F¥IE IE IRk, CISA #IAH SMA1000 RIIRIEE #
WHEEEBFFA. BE, TRAXER2KXH T XTF CVE-2025-23006 HFXBIFBHIAT, f5H
XLERE TR SBOMES, L REFNANBEEFIELAE VPN TR, ATFHEELTN
ZPHEARIE RENRBUEESET SRANDIVILRANANEEHE, BFNzREER
ERFIA CISA Y EFMF AHREE X"H,

12
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Windows LDAP & m i fFE R TiKRIE

2025 7 1 Big), £ Windows 2284 B3R5 EYL (LDAP) MZANERRE (FRE
S RIBMRS) BEEYE, HEHEXHN PoC TELH.,. HPHESZLFERNERSR
“FRIE" (Zero-click) #5189 RCERIE, NEHFELEAFA XA B HEERIEKSEU
ZH 28 LSASS #RRAREENTERES . X—REEEAN=EREND L S MIMERZOH
Ze, ERSEEAN Windows BIRERRMH, HEBENBIRNFEER AEIAREESEK
RN EIR A DR

. | --
Ivantl SONICWALL L]

2025 FHIE~RERBREANEHE Al HrEiFe Rz, EELXMERENTH
BERXN— 1 EEM, EREEXEEE ERXMNEGRN 4= TRERA AMSBCEEE P
BRI . XIFER SR, EEIX 3.2Tbps 9B AIHE DDoS Wi, #IUM API#EO
Bi%. Open ClickHouse #IZERE Bt FEE| PyPl N #EBXEFNESHHE, RELEA R
EAIEAT, S8 I0ONIFAFHHBRESHMNLE T RFERSHRIL, N TFRETIEIF
s, XEEVEBELERRENHE: —FAmE, AlMELKFEERAERERZEHHENIDERRK
A, GPT-5 KB FEE Agent WEILIERNEBR T EMHRWNHEX; E5—7H@E, Al E™
S EENBERERADTRAEHS NN E—HER", AHEEFAENEERSKED
WHRERYE, KREFAMBETREINNSENESE. 2025 FHABERREREA],
ZEMHEZDANBEERNIMNEHRERBEERNE”, FUHEARLFNBHREA TR RS
HEURZHNREHLRERS.
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A | “BREERRE: BERARAMNERFSSMHER RNBEE TR

BLER: WhatsApp TR EI5E. IEERIREREYL. PDF F{EEIEER

WhatsApp =& (Zero-click) [EiEHkERE

2025 41, WEFI[E)iRE /A S) Paragon & H F FH WhatsApp HIF SRR & & 2
¥HE, Meta lEEHINA 90 BRI AR ER EEH L., ZBEHNEHZAETREELTT
{TIRERN T AN [EES G, SB D ABLMERBEBNEVETR, X—F4FX3k7TE
EKYEMENA. BUFE ARICE @GNS EREXMER SRS, FXBIRBIR
RN E MR T IRA M REE.

ENERFEELEERIE (Tata Technologies) EE &Ik EH

2025 1 BE 2 BfjE, EEEASEBERRESEZ AN ELSTERRD, FIA
HITRZRGEINSHRBHENR. ZEHSBEXRIERSELNER L ZZE HIE Z T,
kg%&m/\i&i%ﬁll MEXNE, HEEABNEZOCADIANESRHEEmER TRE.
MEEZANTHEEFfTY, Bl 2025 R AR HEB R G~ WA FRNARZE R
.,

H“Btpx® (APT-C-35) "4k # M PDF iF{EH &

2025 ), REVMWPITFIE T APT AR Atk S"F 45 E POF XA LB HAIHT
—RIEER . 1ZHR BT rl,\erE’ﬁi/\I%i%éEFEx, #I A PDF ER S A IEIRIEEAKR
O, SHEHRHTEAENEEES), X—EHaMNIESERPE SR BRNE R XSS ER
RESRIFLEMEDT zE,;.ﬁEx

TATA
e TECHNOLOGIES

14
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ZR | EhFNEERZE: 5 Al TRELABEERE LN B FREHE”

iES: Bybit EXUINZEEIZE. Apache Tomcat RCE. @18 Al TERFEMH
Bybit X 5 Fr EIIN 2 3F = £ 3

2025 F 2 RE 3 AR, MELEMARHFT Bybit BT 2 FMERANAZTR T Z—,
SEAUZE IS ZETHNARSEE . REAERE 10 RABEEP ORI ZEHET X
TREHEH, B Bybit EFEMITEEMHNAEREZAENXEE, ZFHIMXELT
Bybit FIF =&, E5IATXLHRBLREMMEL UIBEIGINEIRMERE.

Apache Tomcat =2 i FTiwIE (CVE-2025-24813)

20254 3 B, CNNVD 5& KL LH % CVE-2025-24813 £ #H X&BIR, IEHIZFE
A REREELE R B EERERN Tomeat RS EHFTERRE. BT Tomcat 212K
Java Web Y RS ER A E4, 12BN ES AT €. BFFTIYNE=NEHIENSE
=9,

AGUATERIRASBELRRERE

2025 F 3 B, —E2REREMENIEEAEKNE, NEERIRBHAARDHNMIE Al
FRTR, #EELRABARTHHAREINTANBIE, X—FHHREEA TREN
BEEERHALEGER, BR7TRENENAES T A RFEARLTIEE XNERME
BB LT AN TR .

("2}
BYB'T 4%, Dhengp

15
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uuuuuuuuuuuuuuuuuuuuuuuuuuuuu ¥ ¥ % 2 B @8 &

mA | BERHEG AR EREEENRESEST RIFEN AT TE"

BOoER: TESWERE. Vite FXTEKE. Oracle ZIHR =%

UEZ2" A BIRNERERZBE SR

2025 FF¥), FEEMEETZRAIZES, 360 B MNEIFF IR T — RN FS
R AMRMER . MMTER, WERLIER T XE NSA KEKRR TREXSRE
BE, BREENRTRERTNEERRFIRTREFAREIE WRAEHMIEME=E
MHEE, ERSEHNAEEREERENEFEIREANEHANSEARUHNER.

Vite & T BEEEXHiEEURIE (CVE-2025-32395/31486)

2025 F 4 B, RITHEERA X LR Vite FHRH 2N S NERXHEEURE, BAHX
PoC (HE&IE) EEMXAFRE. 1ZRBAFHTEEBSHEOWEMIEEK, @A)
EIRSG S BRI E X SERRE, BT Vite TEIRAE Web FFEHPIRELER , ZFEIE
EEBREATHLXSARM RN E EIRRDMEXR, BEFAXEZEFAERAR SR
BN $ERTIHBA 2 -

Oracle ZEEXEH T EHMSZARFHHERSH

2025 F 4 B, Oracle &% 7 EEE R FEWTEH, BE 7T WK Weblogic., FIEE
ZEalBEENRE. JLFEE—RE, FEXHIAFEZERSHERENERE, BRRER
MO EEIE, EX— (T TR NAMHEGE R TRIFEEMALTE &, HIFUEFKE
ARSI ENRE D, BRERTEERTHENEEMY,

Samsung 2 E KMIEE P EiE 5t 5E

16
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uuuuuuuuuuuuuuuuuuuuuuuuuuuuu i F % 2 B H 8 B

2025F 4 B, ZEEERAIFIANESLURBMER T, 427 ARRPNBREEHIE
FRE, WEEMBTE=ZARESENEERELETANE, RERSEIMEE, BN
BHE AR ESE T mENMEEE SRR BT HENBEETERNARE, BXREmT X
ABEANSERENELEEIRNE,

SourceForge E &/ AERRMHF 57 KBk

2025 F 4 B, FGEMHETEF A SourceForge W IEMEERREFEM, WHEFBIAES
EME R EAREREHEE LEHERREERERRS. MATRENMBEEFSH
fB1E, REFAINETT 7 B RFRENHSHE SBERETHAPAERE AR #KIE
ANGERDHERE .

AAAAAAAAAAAAAAAAA

BEREWEEHHREITBT T ik B9fkintt: BEHTWMEE NSA (TAO) RHE#H
RTSERREFRE, MEXMAEMENRERZRERN, AEARENRARENFH
RS A SRR, XTMBNERRE EBERN TTPs (AR, HASHE) LEGET
MWK SRR ER. R, fEPESH VB AREFENREX: REREMMAEX
KRN ERFREFARNASDOFEMNRSBEE, BIET REXEE+EMABREEED
FIMPUBRERNE. BIRBMRNTES, FEEMEERNENEA HERT %=
IR EMFE S RAARE, ARKEBENT THXBEMMIRENIFRL T SERART

17
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1A | BFEVHBHZE": EFSHLXEEMRBHIERE

ZOES: ZESEVERESMHSZR. Ascension EfT —E %K. Llama-Index Al igiE

RERBEFTEH (BRFE. BFERTF) EXLER

2025F 5 B, EEZEVEBRSGMENE T, BTEET (Harrods) FIAEZHE
MWERT, BEELTFTEE (Marks & Spencer) tiFIEH 5 B &K 4A R E 4 Ak
(Scattered Spider) "BXMAREH. HTXEREIAANE=REZFUNABRTER, &
EBFF TR NCSC ENMANIRE, EHSHAERFEELEIE, H5IR 7 X SEHE
TR R B R EI AT 2B

&7 B3k Ascension EZEE Z 5 XM I T

2025 £ 5 B¥), BEfrREEH Ascension IXFEHER T 5 BELHIENE RERME
Wi, EHSRE=ZTRSENHHER. WEHEENBTHERTHRBERESE S
FRMNBFETCXEMEE, BEEAHNEZLBRRRE, ZFHNSEHNETREN
W EM BN RELT AE X HEREN . BERFEHEAMENERTBUAR.

B #h % E 3k Hitachi Vantara & Akira B{k B
20255 B, MU' BH#ERER"ZFAE Hitachi Vantara BB R E{H2HLR Akira BRIINE
FANT ' EENEBEREMANE, Akira B{K@IEF AR AFHIDFRTERE 7R, X
ME 71V SEIE, EoEFR T HEZE A ENRAMAT, X—BEFNFEKRNEGTE
HHETHLED, B TMAReRSBETVERAKEIIREFEESSENS N,

Llama-Index CLI iz ip 247 & RiE (CVE-2025-1753)

18
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nnnnnnnnnnnnnnnnnnnnnnnnnnnnn T -
¥ ¥ ¥ B W 5 7

2025 5 5, ANIEEFLTIEMNXETE Llama-Index #EH T CL S HEANR
i, HCVSSHDERIESRE. WHE Y MBESH O EENEAESEMNRSSEEE
PITERES, AT ZIERERMENRENY A OAE, ZRENAINERERE A
HEIRBAAT B RS, BIRT Al FREHEN—H XaBHER,

Npm 5 PyPI iy & py T HEHALETRK G

2025 5 A, REVMEND —HHNITRESRENREHRNER S, SRR
BRUEEAERIIRE Nom M PyPl €F, BRERERBEAARE. WHEBIWERREE
TEEHFAMARSREZENERRE, —BEFREAMEIEFIIARER, HEERRER
CI/CD fE BRI BT, WEMHSBRETELHEKR LR REXE, FRELTEK
BHENENEEERR, BEARENBUKRBENRREHTERFIT.

M&S [QBSCENSION EEE

19
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nnnnnnnnnnnnnnnnnnnnnnnnnnn ¥ ¥ % 2 B @8 &

AR | EBRHRIANER, HHXEIBKIR: ZIR loT &ESRTIIMA M AL

¥ E S WebDAV 5 Roundcube BB RCE. #E! Mirai . BEHERNHAHE

Windows WebDAV & Fimiz R #8# f7iwiE (CVE-2025-33053)

RS Windows WebDAV % it &5 T BARLTE, 30T 12 % CVE-2025-
33053 IR AL, KB uEERNNERESA b, TNELE
EAOER FESBENE LATERISS. BT WebDAV e Wi ERRE i3 1
B, WRRMNES R T SREEROWTER, MU BRE R BB R a1
.

Roundcube Webmail f#3#1Ti®iE (CVE-2025-49113)

TEITEYFRERR {4 Z& St Roundcube FAIATREZE CVE-2025-49113 SfeftiliiTimiE, B#HE
FINGFEEFFH, WEERFTRE—FHFERTNAERIG, BOERERS s LHTR
ZapS, XM EREFEIAR NIEERN BT, SREF/NEM e BB ERS R ER T
8% KM B o

#E Mirai B M%T A DVR iFiEY 3K

—FF R Mirai B MK TAE B FFENRERITESL TBK DVR &, WiEF A
b2k 0T BEEBIFENE GBS ALERENR, FREMAERNEFMNEERE, ATX
A E RMAER DDoS WS fE AN MBS ERIBIR . ZEHME T ZHERME AT IRl
BFMNEIERNOESY, BESHXNEREMKREARENHE N7 2025 £4 PIL R
(=

B E (APT-C-09) 5t SRKME @5 ZE1T5)

20
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vvvvvvvvvvvvvvvvvvvvvvvvvvvvv v @ N =
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APT AR B E WM PRI HESRETHEN TR, RN RLEEARN
NES5HETH. AHEBRISEHENERNERREEZNDAKSNR, HMmSES
= WERBAR ORISR, X—HFEMNERRETAMURRT APT ARAEM T FER EHTE
#, WOE T SREBHIV AR T R P E IR A IR S BUR B IR B .

ERi#@ 1+ /e RE 64GB 1% X4t BEH

REAQNTTBRA T NERE TR/ RE G 64GB B, FRABATEEAT
MEENBURENE. IWOEBESHERTHNEARDARENRESE, A OULXREK
MBARFELARBTIRBRA G, FEMBFEENSVZROEFRIPTTAEN T X
HENNEZE. BEl, BXNBTRTZZHE SN XMABIERT, H—PMETHRT
ME PP ARBE

= = @ ®%~£p

Roundcube
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8 | EEsENEEERSE": Slopsquatting 4RI E Sk R $EH91S A=

BobER: Al BIFERRBIRS. npm “is"EHIEE . AT&T Xt EIENRBRE

#E“Slopsquatting” Nz #E Bt B

—FhEERT Al RIBEIF 9 H AR $8 20 77— "Slopsquatting " #& t . Wd&EH A Al
B F AL RMARBN AN R, FEEMXLEL R E AN ERRGERFENEEHE,
SEALXEERMBERSIAPEZRIG. XMHFHH A TEZERBOFERE TR, BEEST
TRENRBEIT, NEREAREL XA A RNEFRRNAGR T EM NP,

Microsoft 365 Direct Send {hi&E B4 A5 fa

5B 2k s ST ) 1F )T S Bl Microsoft 365 9 Direct Send Theg, @B hERIR T EH
EEEMSVAEFAENN ARG, EFLHWH AT ZMREBERIEVG ENE R, F5
HOERRFRE B Se e 5eid o WV Y SPF #1 DKIM £ E, HEHAZEZWHEFFRE XM, X
EEHEERA T AVHEHRT TRIENSRA, ERTRFEZRANMEE &t FEER
EEF AR KB

JavaScript FE“is”i&E npm EN S

WEHE A B THENA] JavaScript E is" L INEE T npm RIS EFENG
7, BERRBRTESHIPENRIAELNMTFR, EEEXRATHENTBREEGTIEAK,
SBEBEBIZENTIRIE B IRE RGNS . ZSHEARE TR Web F& it EHK
U NEF R B BRI R S .

AT&T AR 1.77 {2 3= FuEE it B8 AR B
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BIEE L AT&T s EHE# 2019 F£F 2024 EMNFREAFIEMESH SRE 1128
) R T 2k 177 {ZE TR, ﬁﬂb,ﬂsg%m”*_ﬁzwﬁiﬁaﬁx LHRGRE
WHREFAE, SEEEARSNRBIFELEANRT. XERXRNMMBERIFEELZLEEVY
SHEEELBIERIPANN=FEER RNt RBRT KBS VEKPR>EETRHRRER

#1E Hpingbot EF M KRR L

Z Y ENE —Fh2 4 Hpingbot B8 M43 1E@IT 7 A Pastebin F &R D& ER R
B, FA ML Hpingd TRAERZIA DDoS Wi, WM AEENALRARITET
BYEA C2 15<0uh, MABMT WENHENRE, SBAREXZTRSHEHENNSHIER
= iy

=. JS JavasScript

Microsoft 365

, at&t

(((

2025 FFRA MK JavaScript EEE npm N #RSEMH, REFNLEEECMNEE
BBt S $h$F " Em 3t A L “Slopsquatting (Al Ik BIKREF) "ARFROBHLSE, RZIEBETRT
MARARESPEEEFNORERS. ERET, BE A ERARBHZE, SERREE
HEREZENEGRREERTEENALEITHE, FAXENAMIFE (40 Vite FHE
TH) BAFARVAMERRFBIR, XFERSE EEEIFEMHRBNEHRE. A,
WREtIRER T ERTUARENTVIE: ERFMET N ERREFRAE @ REEENZET
BSEREER, T ESTALEENNEIZA SBOM (BEmRhER) f1 Al BERIDFEH
IHRARNEE%EN, BEFREBRANEFHKRENRIBEFAZENS—TERBEIH, EEF
BTRHENENSEEHK.
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NB | B3R5I “Al FHEL": Promptlock & 5 FHENZOBTTELST

BiOES: Al IRShEIZRE M. Cisco ISE KI%HX RCE. GitHub EEHFRIMNED X

EIREH Al WEEZRK MG "PromptLock” T &

MR IR T — M ElRNERR, REVBEXRAFFINTENERELTE A
Al IRE Y B REfF—"Promptlock”. RETEGEHRRM, CFMARRESLR £ RRAIFNZS
NEZHEAITEARIAL EDR (meel5my) REMNBRNAR, KU TSRS
K, ZEMHHRSEBNUMERUBEFREIFEALEMNE, BESHKTEHEERLR
METRAERI N [ E T 1T HRISERS Al B THER R,

CrushFTP £ HKiE (CVE-2025-54309) Y& EFI A

2 ERB X EHBR 5528 CrushFTP R HFAE—NM=EMNZTHIFRE, 18X PoC (#&
SUEACRD) MIEAMEATTHER T RERKNEIINIA. ZFEET RS AR
RAERY, ATRHEELTSNRIEMNER THTERXXMHESHMITERRE. X
=M BHERERBUZ T S HTBEREECHOEVERENEHN, RETLVEXMHEEE
Rt A It 7 T Y SRR B H U RS B B A AR

Cisco ISE/ISE-PIC RFPUEFZER BN 1TIRIE (CVE-2025-20281)

BH (Cisco) ZR2BIRT BMIRSSIZE (ISE) FH—N"ERE, HERAHEZL
7o wRRAAFZE. RESNEIEMNKTEARERIERRE LT root FAMG<S. AT
ISE 2 MEENEH DD, ZRRENBREREREL VAN ERS T REMKRLE AR
FEHANAMEIEE, EZNSeEES 7 RS HINAE Ed W AN KRR E.
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GitHub "SmartLoader" ERR4ADN SHEXRIMNEIRS

ZEMRARBILT —HFIA GitHub FEN K EERFRIFFEMER . EEBIT A3
BURITHYERIMESGERI TEWSI B TH, SR E T H A "SmartLoader” AYMNERT . 1%
ERBRHFAT ZEREERABEARSKEN, —BERISB LETT, ESBHATREEN
TIEARG (Infostealer) , SHMAEN AFRKARIEBER RSB REEHIZETR, TEWR
THBREEMIIR X EFIE

WA Al TREaMEERN MR #HE R

—HtIE Al 22 TEAETIVRSIAHN, EMBEREZIREEREREZRDN
R B FER . X T BeE93iR 3 H R T HZERIE LR E BN & @S
A, BT EZGHKEINRIENA G AN NBARRLE ZRRENATLE. ZES
X, BERGTFROZEML BHETEREMNA A WARELEELENERSEER W

R EFAN.

=~
@ CISCO

crushftp
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AB | BSSRMYWERS: ) singularity EEHLY B0 HEE L =415

=

bR R GitHub IKS BaE1EAhHr. FE OT MR

Al IRZEY singularity BLEFE €] GitHub i

—7SH "singularity" FIBHREBFI A Al Baif TREEBGE 7814 2180 4 GitHub i
F. IHERET A £NESREEERNENESNEHARHTANEYT 8, SETRALXE
89 SSH ZE$AF CI/CD #h% ., WWEHHREEF A A RANGEEHEEN~VHEHAHRRE,
WNERBMFERBALTEMER T RE M.

WhatsApp 5 Apple HiRiRthEZHEH

REHALRIEF B WhatsApp I— P RATTREE, EEERRAZNTHRER, HYEFER
REESERENEERARE. REEBRINERANREXAIESRET EXEER
EERNBEATHZI RGN, KRUTERBNT X—FHRRTMREBTAENRE
FRmREHITHEISENE RN, NEXRBHRBMLEIIN T FIRE.

BHEELEH (Asahi) SHHE~EH
SHRMEREELBEE (Asahi) BINEBTEMSRE, SEBHESLBOEE, ¥
HESFEHE OT (BERA) MESEFSEESG, S 7THIEED, HESHT SR
RISEROMRTBE ). RS S S SV O Sa B 22 5] JRo 7 AR T MR 25 (6]
IR A P IRIE S B E KBRS .

CHN Y
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+A | “BE RFEEAN: Al Agent BIEE = E 5B HESHX T

ZbES: Al RESESEATIE . Windows WSUS 3T IR%-88 RCE. TR StRrsEk3

Al REBSEOENS“HIE T R HFHEHERIE

EEATERMNL R, 3 Al Agent IFBIERAREER. ZFORT AKIE (@0
Copilot Studio %) FFAEXBSECIANERDIANRE, EREFETENITREIHR
U OAuth 2. EEEMMEMNEHWIRA FIE (Shadow Escape) "MIFRETHE, XM
FREFHPAZERTET Al B1FREREREHRRinEE SEHRSZFICFKEREER
b, XEFMHITEEMNEREECMERNRERBELHE A REBEESIESE, XK
Al =N TREHT FIRAZ 2R

Windows Server WSUS iz #8#1TiRmiE (CVE-2025-59287)

Windows Server E#fifkss (WSUS) #AIFAZEREHITRRE, HEEITUERE
SMEIENERT, BEMSNEIENRNZEREICIVTZERDNGT (RCE) o 2025 £F 10
ATH, #axhTE2EEEF EBHERENRARARAREZETEH AIZFHEH
Skuld FEETBMAL, SEHTNREELAMANKEGETRSFERETEHEENNE. H
T WSUS T ZNATAYAMERERE, ZFANBRETEEN T EREVHANZEE
AN

70N O

Adobe Commerce 5 Magento /= E gild (CVE-2025-54236)

RiE & Adobe Commerce 1 Magento FS#RE R A0, BFR<BRIZERIDH
frimiE. B 2025 F 10 AimEAEHAFINEK, £IKEFBIT 250 ZE X 1ZmiE N ERIE,
95 5 REXFEFHE 3 XFELENR . WHEF ALRETINSE SHRIEFZE
ARl #miRE M EES R ENBEE R, B TXRmRAT ZAREHETHRERE,
ZEMHREME CISA RERRENMESAHME, BERFERAMEINUE L RFRIMT 5541
PEMEE
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FEELEXORSA (MU)) ENEESHRRGIE

HTXBYREFEKFERSRRMGRET, TEELXLNRAKBEET HAEBAFH
MALZHEVSMERRS . BERBEHFEEHNETRMES RS, EHEHRRHNRE
B SEH OB RS PR, R EETIAMUER T ERNEEEFRK, BafEhl
ARFUERATEFRAZT=INEEE. ZFHS5RPRENTHERELIEHEE. Jln

(Capita) BILFIARFFMHHFBT T PREANIAR B SRR W,

=E Galaxy $25 5% ziwZ HIREH T

ZEEHEMYLE Galaxy S25 #BREHFAEZTHIRE., XHEKEE, RECSHREFINIAIZ
mELREERFINRGELHAFEZEFAPMEBENERFEE., Iy FBETRER T EHXS
Android GiZft X A9 NFC R4RERRM, IXR R Minecraft F R AAY Python K5, X
EEA4RBREESETNABRRNZENSHNRGTFRETEILRKASN, NHEEEFAR
FERREBMUEZIEFHEESHNAR, NEmBRERALEE HAKE,

F.\\ Adobe MUJI Saioxy szs

HEDR &
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+—AB | REBERZBEFHRS BADCANDY #%: $RAEASEMEHENIRES

i%E

fZE S : Balancer BMY 1.28 {Z#i%k. B 10S XE #FA4Li=Fl. Linux X UAF 124X

ABESER (M) “BRE" 5RFTENRER

FNAERRATERALREMRRAES, ZHIREREL GPT-40. GPT-5 MUK
Microsoft 365 Copilot FEMEMN T R T INTHRBME RIS EANE . BITHWIERFRIMAIE
&, WEEBETMST A BRNZ2PEE], 155 AUEERFPRIBAEIE. OAuth 252,
BEEFREERIMERHTESRL, fEE A RE (Agent) I TL& R, EBEFRES
WEEMEMEREREEEHBERIEIER, SRS A LSRR E T 2HNHEL.

Balancer thE XKFIRRBEINEHSE 1.28 {2tk

KO EFIMY Balancer ) V2 ER T ORI SRINE, AR 30 28RN H
TTNEAN 128 ZETMMER™. HEER, XE—HEIBAEENSRSETH, K
TENA T FRENTNNBEREBRECEIFEZEN. LAEHRAMUER T EMNEES
iRk, EEETRAEX Defi M T2 MHELD, 51K T ERPHGUEN X R R E R
BT & SEH BB IEAL B AR E R E .

Cisco 10S XE &%l = & BADCANDY E =ik

ZPERRENE (MBKRFL ASD) XWELER, MEAFLEERUENHREIRI0S
XERERGNFTRRBRALERE. WEERETIZREEXFRETEBE R A BADCANDY H
Web Shell, MR MR FOFAEFIN. X—FHEXNERMEERMIR BN T BZA
B, RERASNZRIAIRFIDEZEENNE, TESBTANENRENIFHAMNSE,
BRERMHEXM T HEREER#TEHREBAESZGME.
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Linux 4% UAF iRiE#REI REFERFI A

Linux RAZFR—N=ER Linux WA BRE ERIREEER 2D E R R G FKFRRF A,
FFE Linux fRSSe8 DIRFNBR HF LI Z T . CISA sttt &% 765 7 53¢ CVE-2024-1086 %
HRRENER, BHERCHRNFALEXERHRERERSEHH. BESVXBIYSEHR
@ Linux MR IHRETH, 4AZEANRERNEE R ASRBEBIRENE. R
BRI OO TFER, ZETREWSHEA RDIGRBIHITRZARERFA R,

Ty
CISCO

& Balancer
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+Z8 | BRESEMEE: Web ERKEEHNEINBES Al IEFVERAL

L Eiate

Bl = : React/Nextjs i#4iEiE. Aisuru BIEFRER . BHBKFETHNE

React 5 Next.js iR aBH1TiEIE (CVE-2025-55182)

ZEMRARKI React REAM (RSC) # Nextjs ERPHFETENZERBINTT
HRBE, CVSSIEEIL 100, rfk 2EMEIENER TSENIZREERSR. READKES
FUNER, EFRFHAAFRZRRBMFA, HEEEERE T £ERAZF A React 3244
BT Web N2 FH

Aisuru EF MLE % 2 €142 3% /Y DDoS Wi
FHEIRA 400 5 & ZFRELIRFEMM Aisuru BN A T IE{EIA 29.7 Thps B A AE

Wi, RI#TH Elﬂi ZWEERSNBEEA YR BERMNEMEE SERIEERER
BHW SRS, RE Cloudflare FaLENMMINER T IR, EIZFHREE LYK

w&EIRE (1 I\/I|ra| ME**EF) EMEBRANENERS|[TENEXRBIAS, 5187 2K
L EMLAIRZIBIL .

Coupang A#RE#E M FE=5m 3400 7 AP

HE—ETENANEEMS | ANEIERE, SIRTHESEER. 2025F 11 AE 12 A
8, FEEEEEL Coupang #IAH 3400 AR AN ARMEGEEEIELME, SEuEtME
ERAEREBEIERNE. BEHEY, $EEI—B5RINENEXRBENRIER, FANR
EEREGR T BEEIREIL XK. 1Z5HAXiL Coupang AIRE KAYEEIFIA, HMET K
AR AT ERNBARFITSEELME (DLP) BR EHEKXER.

BHASEEHE S+ AREKEEE
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EHRFEBT —PEETHRIEFSESTWERANSAK G, REBIESTNE
FEIRER T REBARBIMERE, SBETHRRALBEENBRDAGEEMY SiExM
B, ZEMEFARNSFEABERSIRTRADER, BACRTT AIESTEMRARERE
FRENRIDPREPHLRES] . BHRAFRENREEREERNSREINEER, Fm
REWPIAED T KNERFRIFTE.

et HARVARD

ES UNIVERSITY

coupang

React 5 Next.js IEFER B ITiHIE (CVE-2025-55182) iRHBEBBRHECMESRHLS
BEEERTRERR Web ERHNERBEMNE, BRTEREREWTHELANR
SIS, HkR7ET, React Server Components (RSC) HFH A BISI A E R F ik 5 {E58RE

&, XFRHKEREILESN WAF E8 S ENMATITEEXN S RNERRIBFIIL
BHENJLERR, ABEIERBIMARER FEEREM AV ET TR NERHREEN
B fRss . A, X—_IEZE T ERZNIE: sERAEETLENMER" NRERH
THER, #zh Web AR E“L£BPiRit (Secure by Design) "BISEREE, FMFTHEHEL
TXRHMENN T —REFRIELER BN UHICRERITHARNILREN A, BFERNE
AT IR, DAEFEXIK Web I AREERE.
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1. Langflow KIFNARBFANIRIE (CVE-2025-3248)

Langflow Langflow #gi (X3 F AR

9 [ ] 8 CVERS CVE-2025-3248 LDY&RS LDYVUL-2025-00049800
CNVDES CNVD-2025-21546 CNNVD&ES CNNVD-202504-1135
oz il fRESEN BERE EADEmT

2025 4 B, Al TIERMEIEE Langflow BB H = ERBENARIEENRFIE. iZEE K5t
Python #TIRBHTERUPFERE, AN EVGIEREL, BFEEZSERERN. WE
FET AP EO B EAFHITERNRIL. BT Langflow ZEPEB TR Al FRE, ZF
A5 SEREBAM, HMEMNA EE . AP BRSO EERE,

2. Microsoft SharePoint Server IEFE X175 %% (CVE-2025-
53770, CVE-2025-53771)

Microsoft SharePoint Server =SB TFI BiE

EEFEIE o POC/ATF HTES

_ CVE-2025-53770 _ LDYVUL-2025-00093037
9 2 8 SNy CVE-2025-53771 i LDYVUL-2025-00093041
_ CNVD-2025-16684 . CNNVD-202507-2530
CNVDES  CNVD-2025-16683 CNNVDES  CNNVD-202507-2591
BRI
grem = U BEAE  EADEGWT

34



nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

SEORAHRSR PoeoHFzsE
\ s

¥ % = B @ 8 &

2025 % 7 B, %k SharePoint FBg H & 4 ToolShel’ B ZLimiEsE . & BITRIE
ToolPane ## A SMIGIE, HFEEALERFILRE, SEBEMNRSEFHIREBUINE %
(ValidationKey) . —BE3kBU#E$H, WHEEFERITUTMETEB M ViewState iR, ERZEE
RETEEREIN, ZFEEBEE B THNBUSFHARESEYAIN APT T, TSEERERMLE
WREIBIE . USSR EATIEL

3. Sudo SMERFE RS A HimiE (CVE-2025-32463)

Sudo Project Sudo P& RS | AALER

CVEES CVE-2025-32463 LDY&S LDYVUL-2025-00084772
CNVDES - CNNVDERS CNNVD-202506-3715
AR SEEEES A BEAE EAC&fm T

2025 7 B, NREETHE sudo ZEAIE - -chroot I T # A M FHERITRIE. 1ZERF
SRR A A AR B F T /ete/nsswitch.conf BERE X, SEARIEFTESE., At
AR AP o] BB S Sudo ECERMSESRERE, MMEZEFBUBHAF (root) X
BRo XTEZRHFRSHIBFMEFRERG N, BEEERTE Unix RENRE#HIESR.
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4. Docker Desktop 1A [al#ZHI A %i&iE (CVE-2025-9074)

Docker Desktop iflEiZHI A ZiEiR sISEPEER

L y-7i

CVERS CVE-2025-9074 LDYS&S LDYVUL-2025-00105186
CNVDIRS - CNNVD#RS  CNNVD-202508-2370
EAYE A=A BEAE ELHCERIT

2025 % 8 B, Docker Desktop &8 —4biARIIEHIA L IRIE .. 1ZKE R IFARR Linux =8
BITERIA Docker FM (192.168.65.7:2375) H#EiA[0] Docker 512 API, M iT&EEN 4

<. MFEEHMES. CENERAEEREGRS. ABEERET (8 WSL FinkY

Windows iR Docker Desktop) , EFEEaE XL BT AP RER EIRFIZE, BFERENTA

B AT I A A ki MBS

5. WhatsApp R %E R S5% R Image I/0 A S RFEAESF A

(CVE-2025-55177. CVE-2025-43300)

WhatsApp EiERIERRASER Image 1/0 BASRER

e o TEFHIFE y } T e 3b | AT

i CVE-2025-55177 _ LDYVUL-2025-00108766
1 0 S CVE-2025-43300 ECe LDYVUL-2025-00105497

CNNVDIRS CNNVD-202508-3473

CNVPES  cNVD-2025-19354 CNNVD-202508-2661

(=]
. UREER :
BARE ==y BEAE  ESDEGHT

2025 £ 8 B, WhatsApp ZRLERIE (CVE-2025-55177) 53R Image I/0 B2 EH

imiE (CVE-2025-43300) , A& TRdr HdHE

HETHREIENBERNE,

FREBITFHEGRARNFERS, KALKEZERES. ZRREEHRATIHEE. A
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MEPFESHALRT ST, £T WhatsApp HFEBER, SMH3IXERREE. —
BRZE, ®EBRE. MEREAIIESTHRT.

RIFEE 2025 F' BRI BERAELANPNER, WRETANBNNASRASGKE
RERE RN IRE 2N .

6. SGLang KIEEEIFERIZFER M ITKIE (CVE-2025-10164)

Lmsys Sglang Kig REFFILEE

o 3T EEMR

? ® 3 CVERS CVE-2025-10164 LDV&ES LDYVUL-2025-00113598
CNVDERS CNVD-2025-24781 CNNVD#&E=S  CNNVD-202509-1225
2E
AR FEFIE BERZE EADEGT

2025 9 B, FFIE Al HEIEHESR SCGlang BB S & RCERIA (CVE-2025-10164) . iZziW
BT E 75 E E #7150 /update_weights_from_tensor 77 Pickle R FFI{LERGE, BEHE
O 915 B Basebd HEMEARZ S, ERIARE TEM TR EH"1%% B IR GPU fRE 5.

TEH Al TSRt BR B, ZRIEEE Meta, B, BEZVAIRBEE HMEE
TR, SRAFBHZ. —BHANA, REEUHBRENESHIZEYE EERBHEERR
WRSBELWARM, SIREKA RSRER. frEFET 360 SEXBMNRENRRE, BEH>
BEROHEENFFR, AN TEOHNMNEILT &K FHNTHA", BREERT Al &
BRENEERLE.
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7. FH4#128 A BLE J§E (CVE-2025-35027. CVE-2025-60017.
CVE-2025-60250. CVE-2025-60251)

—_ B
FHiNz ABLERR
e T EER
CVE-2025-35027 LDYVUL-2025-00121973
L CVE-2025-60017 _ LDYVUL-2025-00121862
CVERS  CVE-2025-60250 b LDYVUL-2025-00121864
8 2 CVE-2025-60251 LDYVUL-2025-00121868
@
CNNVD-202509-4182
o . CNNVD-202509-4222
ShilEesc CNNVDES  NNVD-202509-4221
= - CNNVD-202509-4220
BEEA
. ®OEA
mexe R0 BERE  BADEAWT
RS

2025F 9 B, FH (Unitree) HmAKBHFE—RIRSH UniPvn' M BLEIRIE,
R T ERIFEE (BLE) EEZAEMAERBESN ATRETEOESHEEERS
MAIAENEERE, MNMERRASZRSNR, REFRAZ TS5 LR, T EWREIBAF LN
BENT, WMAEHESIZYFEML.

E—RAILASEERENEEBEVEANEN REETRLEENBADE. %
HORFELREE, HERREAENELKASE. EFEESETES L BR ML
RSB, SEABEARBRARLE.
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8. FortiWeb I8 {TiKiA(CVE-2025-64446. CVE-2025-58034)

FortiWeb ZEEBHIITRER
- o ZE5FFIE . POCATF « W TESR

L CVE-2025-64446 _ LDYVUL-2025-00143061
9 " 8 CVERS (CVE-2025-58034 LBYES | DYVUL-2025-00144309
Sab CNNVPRES  CNNVD-202511-2017
EEER
. ;
mham  HE BEAR  EACEENT

2025 11 B, MEZRLWE 7 Fortinet T Web R FARA A% FortiWeb B H S BRI
%, SREMINEST (CVE-2025-64446) S5a34 EN (CVE-2025-58034) . K& o4
LTINS EFANBEERAKS,, HERE SAMLEPFEAIES, RETIRENMZER
BT,

HTRESFHABRNAAEEAR AR, REH2ZFmbYEREZEM). —B
iz R<r, BmBEBANNETR Web RESFGHIE, EPBEELARMSERKR, EE5IX
ARG . LEHRE, XBLERERFERABEAA, Xhdin a7
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