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| O1T #NFEMFRITEEEMER

=

FFRRHEFE 2015 FHEMLARBLELGE T —PSIFIRIHEEIEE  IRIE 360 MFZEFREH

SRBIMAFAFPLVRESE 2023 FENRREMITERBIRS) 8, EIRFRAIE

ININEINREHE—EREE, 2023 FRMEREREMTRREGREREATLIEE T IRMFERR

=, RaaS BXKABNTIENIZEERR, REFNFRKSBEFHNRERBIBREFTRIEAK

AER, =ENBREMI=ZEFELEHITFEN,

RE/EBEIMFRREFFFIMRARESFEERPE 10 7~100 AETHXKEARA, B—

XiEHRERTOLEET 7 pK; MTIERNEEENAREIZ1E 106G AL, BFE 2 kR

BITIER T 500G LA LBIERE, MEREENE P RLANSEGERD T ARTLEGEAE,

MEAREIMRRFNIRESHHLERA, BRMITIMRIXEF=RKLA phobos.

BeijingCrypt 0 TellYouThePass AZE, X=AKEMEBRHEREFARIRSEEEE

51%. IRiE 360 BE2L5itt, 2023 FHRFEAREIERE 2750 FIFIFRIGFIRE SR,

P.1
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ETRINEFMRHFRESMNMEAST BN, EFIMEFRGRGHMEESE R, BAEE

WERIRIRE/IEB LR, FFRREFRTT AR GRERE B MERIIRERES,

P2
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O2 LockBit #IFRR =R &N

=

LockBit 1R H=RK, RET 2019 &F 10 ARKKIN, R#FKWFRIE “ABCD” .

“LockBit2.0” . “LockBit3.0” #1FRRHA*., £ 2024 F 4 A, &=IKREMA

“LockBit4.0” , iBAIAAESEEER “LockerGoga” 1 “MegaCortex”

ENM&EZMAK, KA RaaS (FIFRKHENARS) BEXHRHTEE,

FRRFERIRREHNEEEEEROI D AME:

F—LESEHFERNAPEPIWEKAR, REESWRESEEREGTH TERINTE,

IRETE

okt
=R

SIFRREZAITEMEZTE ARSI MBPTERASESREIBEANRMESZTES

IRENEEFD;

FASEEFBEENV/NERUWSKTA PC IREGEE WML ZEE REWWIEER "B

Wi, AE—RASWLZESEEHRTEIEETER, MRIRENNEEZ G,

KX = ZE AT jE] £%
2019 £ 10 A, LockBit $IFIRHRENREH, F—ERAK S EH N Tl STisk &S

ERBIENFRIR I Z—

2021 & 7 A8, LockBit BMKIEHEKR 6 THABEMMREFALR, EXEFHA

LockBit2.0 hRAS,

2022 & 6 A, LockBit &% BlackMatter 1R MR, EmE 3.0 IRINIRIR

R, ZRIEKLEEFRA LockBit Black,

P.3
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2024 F 2 A, FBlI SENFIBER[AEFES TERABLREXSITEN, W LockBit #{TT

TE, IR T HEMIRHEFFITHTEHEAR,

2024 & 2 A, FBIfTol—Rlig, LockBit B/REE, HIT FBI FHIUTNKRERETLA

B,

2024 F 4 A, LockBit ERfiZE 4.0 iRIAX, LockBit 3.0 BIERKEE#KR LT . LockBit
HIRIENHEA 4.0 (IR5/E 3.0 871X, 2024 &F 4 Afg, LockBit3.0 ghZFR5 146

IWWHATAFBREFRIESFIE, RRA—ZEERABINIE R,

¢ FUEUEMEBR
RAIMEESESHIFIFRELR, IWHHEEHRARNE, LATEREEmMES.
¢ SEHEINNT
HIXTGHERE T RIAFREEMRRE. fNadHr. H3TERIBSE, LEEBKIRE
Wi, AEBIMEIRTENRA VPN MXFIRE,
¢ RIENNE
nNERER, BEREEHAEZEBIREEEFRNINERREVENTRIRG .
¢ RIEGTHUEE
GIEREUEIRE R, RENFRINHTITE 20 2P ATIEREIZ] 100GB £4E.
& BRMEIEEE
BE&EIEABNEEEET]. WEMR, RENSTTEREURE, FLATEERIBEAEEE,
¢ BHMSBZT2EM
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HERCIZERNSECIREA “MB2=EA" .

SESNE

B2 TIRIERSUEITINE, NMRXEFE Windows. Linux. MacOS FSithRA

RIERSG, R8N KUM FEIMIFES, FERIREEBY NAS FER&ELMHN0E,

X—REIHEEKAT — TP SFES RN,

SIEih

G

BT LockBit2.0 IRIBETHEELAR LockBit3.0 @R, SHETR=RK

FIFRMAFIREL T R SHIZETPENTRIR .

IREBNIS =

T {E LockBit3.0 1R A =RENENS T, LockBit #IRFRERZREBITRI

H—REFREE, HiEESREZSE S IAIEMRGEREEFMERBEERESEE], W

T—REFE, MERO TREPFEEGFHNERE, MUTPARERW ESETEEESR

TREVITMIEVRESURIERNAITS E, EETREESRESA LTAETHNEGE., TEE—T

ERIGIT B

<10 AZT 10.6%
10 FA%5T~100 A= 70.7%
100 FA=r~1 FRET 15.4%

>1000 A=t 3.3%
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FTEEMEIR] LockBit BUIBTERRAIEITRLES, NEIBENEE, KRINKRGTEEIESET

ZF5f1E 10GB £ 100GB zid, JRZ2 100GB El 500GB Zidl,

&5t E =]
<1GB 2.6%
1GB~10GB 13.5%
10GB~100GB 36.7%
100GB~500GB 32.8%
>500GB 14.4%
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[03 LockBit SRt siERIE S RIE R

REERER

TREET LockBit FIRIRGHRRFIRRER,

BRRFs Windows / Linux / MacOS / KVM / NAS
ENREXH #Read-for-recovery.txt / >0 README .t
LockBitdecrypt@msgsafe.io
EXARHrFE
LockBitdecrypt@onionmail.org
nEI REa LockBit / 9 NIHENF&F
SRR =
EETIEEUE =
RIS, REIR. E. AT, BERMRIRMG . SIRER. HZ=HR.
FE=BmRITI
ARSI
IR X £
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TREDHFNZE LockBit FIRFRRBI—EETIRMER,

NIEBEE Chachac20 / RSA1024

PsTools TE& / ntdsutil / PuTTy / Cobalt Strike
LockBit-0.1 / PCHunter / PowerTool
KE8F Process Hacker / ScreenConnect / PowerView

CrackMapExec / GMER / HrWord / LaZagne

MEGAsync / Minikatz

PowerShell.exe / PsExec.exe / mstsc.exe
HEMBEIERF PuTTY.exe / PortStarter / secretsdump

ntdsutil.exe / AnyDesk / wevtutil.exe

CVE-2023-4966 / CVE-2021-21974
CVE-2023-20269/ CVE-2023-27350
R IR A
CVE-2023-27351/ CVE-2023-22515

CVE-2024-1708 / CVE-2024-1709

P.8




RBMHFENH - LockBit4.0

WM FERRER

LockBit BT RaaS ZEF1FRER, ILIZEERFRAREFE—TIREHANTF
ERBEMEMINTREE TEMTEIIK, R, ERMEFMRRNGFRESFRE
LockBit BIIRERGIFEFEIM ., B—ARKIR, FRPARPWHIREFREBERA

BE, TESEHEREEMEFIRGERZE,

[

Exchange
-5 q

<=

el THIE

BE#E

VPN IREXAIEP
— BHIAR -

BEEEER, LockBit BIIRESEAM LTSN 5 THER,

1. #¥IYsinial
EHWRWHIRER, ERNEFIBIHEIENREE: Web IRSS38, Exchange AR
583, VPN WX, iIZfEKE. EAKRENX, REHIPERERINEFHIEIBIR
i, RIPARSHIRIER, EYEHERANGD, —RIXEE SEFRNELWRETE
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DMPISEEF, SKMIPESR (WRET+#THIRE) , RERE, RE—E

XTI, WEEEERER TTHREEBLGIIER. BIIkF. KIERERF, NTF IR

EHUES.

A [ ;& MRS

ERVIBHEATRE, REERTBIRMNAN, SHKEMFESEFEEN, SChib

W&, REESB/MRERGTRZRSEEE, AMMISERESSMNERR, FES

SHRBIRMECAEIRE

SETFxETs

ENFXBRIETREE: SBXITEN, HERSSE, |IT EBYEs, B2z

FlEFRRESHIEFIR, BRIRETERFBEOZ]|NK, KEIRE,

KEBEEHIRS

FRREIEFEFERRG, RIAEREFS, WEFEENFEIRSEMES, 0Kl

RAEE FTREIERER, RIBFR, RTEE—RERETER, BEERIEELAE

STHIBT B ERAR IR —IRE,

GIREIESIRS

WEHEEEEH —ENENERRFIRENG, MESTBEREINRING, THPAEE

A, —AREIEFRITHTERENE, BAARNFNFREITIZC,




it R = BB/ MNA/ARS /188
CVE-2023-22515 Atlassian Confluence B{RIeIIERIRE
Citrix Gateway
CVE-2023-4966 P Xim it iRiE
Citrix NetScaler ADC
CVE-2021-21974 \VMware ESXI HER HiRiE
CVE-2023-20269 Cisco ASA / Cisco FTD TREFZMRBNIERIE
CVE-2023-27350 PaperCut ANEifpEERRIRE
CVE-2023-27351 PaperCut B s PR Rk
ConnectWise
CVE-2024-1708 IR 1RIR ARk
ScreenConnect
ConnectWise
CVE-2024-1709 B iR imiE

ScreenConnect

LockBit3.0 AR

B 2024 &F 2 A LockBit # FBlI FEXBIBTHUESIIRSITETZETR,

LockBit3.0 E£rkEEHKIME, FiEZ /5, 360 BEAMFHEIREIAE LockBit3.0 #l

BEL, AlE, LockBit3.0 BIEEIEMNRE T ERTBIFRRFHE, ®EKASER

FERERFIERARE IR,




EEROTE FEIRIFGIZA], EFRRERERAEARMP B REEE MEENI LS TR

|imitiC A 0.02BTC {FARESRAGEIRE.

> BIN2—NMEENBEAR, ErYFEE ERFEIFENE,
BREXIMAMNEARD— Fhe.e2BTCA KA EREEHINE XX,
MEETE HEE R EARAE REFTAXME, BE—MMLERECRTHAIE, ®ilSXBERATRERT
/X
BREEL, BEFRE—ESBEBATEERNE G

>>y> MEZEEREMLERENEARS I0 FEXE—ERNF RN, RE&SEBE—EXE
>>>> ZFIEXIDA—{EMNZE SR : 21512232318132@proton.me

>>>> {EAE § ° 312165132132132@tutamail.com

>>>> WAYEARRER ID : 7D7894D19E2F9F68912407EESAAF8EBRS

EREEREEEEE(T  0.02BTC
Eedsmhibht © 19ZPm6ybmGoUdagPvcfQHz707SWCPIcQlb

TORF i AT LAE B 2 BEAUFLEE © http://h30osabcgrbkutyrh77nptes44pqzldjSrkSmxnv46mmrapesp565bsy
d.onion/

ERILUES © B/ N, RaEERERRImBRLEREXA, SRS ENBE !

BEMELSEEE, RISBEERE,
HRURESARANESE, RARMERHLAT.,

& AEMBRSAEREFAE, SRIETEEIRIERE !
& MRERXMES, BB REREIEENLT !

BT BENAER LockBit3.0 HIfFE S, BIEREIRERTEIIMREEE REERE
FWFFEMRK LockBit MIEHIRY, BT AENIERFFIMERNOTLANRE, SEE

ERATEMENERRES,

B 8B B8BB8 B3

Snipaste 2  Snipaste 2 Snipaste 2 Snipaste 2 Snipaste 2 Snipaste 2

04 3 LockBit Black Decryptor 4
1

P| All Encrypted Files | 0 |
All Decrypted Files | 0 |

Decrypt All Encrypted Files

LockBit4.0 it

EREIToNE S Z 81, LockBit iR BIREIITEEMEHFE— T84 LockBit NG Dev
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FIEEMEHFFRIRE (NG EX Next Generation, Bl “T—f” ) , MIEHEEAST
TEARR , EF2INEHBIFTIREIZRIAG LockBit4.0 FIEXiER . 1RIE LockBit EHIX
BIE1E, LR 4.0 lRAMMERA.NET & LockBit BMMRBBFHITTEM, NE 360 2K

At e E TR C++ 817261 4.0 AR,

LockBit
2020££8H
|

%

|
P | (Bit2.0 ARGt BlackMatter
)ﬁi}ﬂw; 2021468 202178

TommyLeaks
2022598
{
\;\
g,

Egir_ / //’EF
SchoolBoys 4
20225£10H LockBit3.0
-~ LockBit Black

e 20224F38
Balloon . %
2024%4 o

/s LMCE =] 3

/%
/
20245£2H

\W_fa?@\

BlackCat
202111 8

P.13




LockBit4.0 5 LockBit3.0 Bt EE 52 i

0

LockBit4.0 $1FRMMHER Windows 32 MIo]@EoIHiT<4 (PE) . B3& T 3.0

BI—LEERFIERD: BiRE. RER. G UACIRIR, SEKIENNESFRE

SAEH
gdiz2.dil 10 SetPixel GetPixel SelectPalette
USER32.dll 7 SelectObject GetTextColor BitBIt
GetDeviceCaps CreateSolidBrush CreateFontW
KERNEL32.dll 8
CreateDIBitmap
| ExifToolRBI{ESE
CodeSize 99328 EntryPoint 0x19467
FileSize 150 kB FileType Win32 EXE
FileTypeExtension exe ImageFileCharacteristics Executable, 32-bit
ImageVersion 0.0 InitializedDataSize 50688
LinkerVersion 1412 MIMEType application/octet-stream
MachineType Intel 386 or later, and compatibles OSVersion 51
PEType PE32 Subsystem Windows GUI
SubsystemVersion 5.1 TimeStamp 2022:09:14 07:30:57+08:00
UninitializedDataSize 0 ‘Warning Error processing PE data dictionary

LockBit4.0 M2AER RSA 58 Salsa-20 HARWUREFHITINE, ERTENE

1K, TEMZRIRIR LockBit BINIERE,

RSA_PUK J

BAXHBAR

DOZEZRISLIFE(N bytes)
IOERIFZRIUEE N (2 bytes)
{&# 0x1C B (4 bytes)
{75 0x20 BY(H (4 bytes)

{575 0x30 8Y(# (4 bytes)

> IERNERE

{B# 0x2C (@ (4 bytes)
0x40 P\EEHF=T5

0x292 - (0x240 - N bytes)(2 bytes)

BT AIEEZR
128 Bytes Bt=48

0x84 MERAN

B3

0x40 MNEHLFT5

R 0x40 NFTHEREBINTT

MEREREGEA 0x20000)

A

RINERE

\

BTRENRE

BARENZENARE

BERASKE

0x84 NMRRRHN




FEEREIHN LockBit4.0 FEATILLATRI 3.0 MU EFHREAANRS, Hoh—Lf
BEFELTSHT,

decryption id: "23635679E8S8E94A14"

guid: "{7F788721-CDUC-3841-U36D-CTU851E3UBDT}"

ransom ext: ".xalXx3AXs"

ransom note name: "xalXx3AXs.README.txt"

bot_id: "26db217cf532 Eeaaﬁgc 281u8 abl?d"

mutex name: "Global\7c2ldb26eal232f581229ca27dblsaus”
uid: 00PREERADAPREENARERREERARERAA"

EEEERERT APLID EHTE4E MEEEEE RSA DA, EiRE, BREIEEEX

Baseb4 B14miaiiiE,

Lockbit4 cfg_decrypt data.bin x

ES 4A 14 €O 78 BC 2F 4 #cVyéél A.u/.Exd
28 6A A5 19 2A 3A FA . Eﬁé(j¥ *I0ZTHED

€ 23 7C qR n‘#]yT 8\(.
RSAS MK
. onEIbD i

1B 01 —-.‘.:.@:I...‘?iﬁCiA

EB zf 09 A2 39 F4 .—E$éiR.COKGZtgE

FF BE -DODESX#E .y . %0*0s
00 ¢ 42 IRE L T L E

01

00 00
o0 0 00
4B 4 2 47 A 31
A 74 4
31

5

L

=] Ln




mm 4.0 IRIKTA &1 RSA 2RtRA:

AQABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATYT1ZS5E60IKEFMAYVC
8NjHhkHAFF3+QoaqUZKjr6nlS3UbQfcVIsbrkjfPTUFjhcKB1L8ggVN

F1xsQDr+smftC4xlaz3882jzv7WJ+ihBZjorKyBiByhF64bAQzd7/>XH

zcEGIOUkBEOOmMCal5S5/S0Oh2ejkESEXjVYI+QA/xO+/CpPcw==

BCEiREA

FAMIW LockBit 4.0 BIECEIHIT 7 RS, FHRNSW FRAR:

BLEFER =1 SNIERE
encrypt_mode auto NNEETX
encrypt_filename FALSE nEXHs

impersonation TRUE 57
skip_hidden_folders FALSE P63 ek ST 143
language_check FALSE BSRE

local_disks TRUE iDL R
network_shares TRUE MEBHE=
kill_processes TRUE LERIHATE
kill_services TRUE ERIRS




RBMHFENH - LockBit4.0

running_one TRUE BECHIIEIT
print_note TRUE FTENIRR
set_wallpaper TRUE IREBEEIK
set_icons TRUE IRE EINR
send_report FALSE RIS
self_destruct TRUE BFKHER
kil_defender TRUE X ARER
wipe_freespace FALSE BIR= M=
psexec_netspread FALSE psexec M8 &Y
gpo_netspread TRUE gpo MEBH &Y
gpo_ps_update TRUE gpo ps EFf
shutdown_system FALSE XiARSE
delete_eventlogs TRUE IFRE{F B E
delete_gpo_delay 1 iR gpo ZEIR

MREMBREEFERIN, e —ERNEESNEEESEBAMUNASTUT:

€ white_folders - ZEEHBE

$recycle.bin; config.msi; $windows.~bt; $windows.~ws; windows;

boot; system volume information; tor browser; windows.old; intel;

msocache; perflogs; x64dbg; public; all users; default; microsoft;

€ white_files - X238




RBMHFENH - LockBit4.0

autorun.inf; boot.ini; bootfont.bin; bootsect.bak; desktop.ini;
iconcache.db; ntldr; ntuser.dat; ntuser.dat.log; ntuser.ini;
thumbs.db; GDIPFONTCACHEV1.DAT; d3d9caps.dat;
white_extens - RIFEHEBABL

386; adv; cab; cmd; com; cpl; cur; deskthemepack; diagcab;
diagcfg; diagpkg; drv; exe ;hlp; icl; icns; ico; ics; idx; Idf; Ink; mod;
mpa; msc; msp; msstyles; msu; nls; nomedia; ocx; prf; rom; scr; shs;
spl; sys; theme; themepack; wpx;l ock; key; hta; pdb; search-ms;
white_hosts - hosts BB

wsz2019

kill_processes - #HigiBE5I®R

sql; oracle; ocssd; dbsnmp; synctime; agntsvc; isqlplussvc;
xfssvccon; mydesktopservice; ocautoupds; encsvc; firefox;
tbirdconfig; mydesktopgos; ocomm; dbeng50; sqgbcoreservice;
excel; infopath; msaccess; mspub; onenote; outlook; powerpnt;
steam; thebat; thunderbird; visio; winword; wordpad; notepad;
calc; wuauclt; onedrive;

kill_services - ARS3iEIE5IR

vss; sql; svc$; memtas; mepocs; msexchange; sophos; veeam;
backup; GxVss; GxBIr; GXFWD; GxCVD; GxCIMgr;
impers_accounts - 5580O02%I&

ad.lab:Qwerty!; Administrator:123QWEqwe!@#;




Admin2:P@ssw0rd; Administrator:P@sswO0Ord;

Administrator:Qwerty!; Administrator:123QWEqwe;

Administrator:123QWEqweqwe;
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LockBit EBSREFERTREFRINMR, FRIFZTIRESNF M TTEREIHISUREUR .

4.0 IRIFLSESFEE FHFIRGERILLAIN 3.0 IR ERE+—/ ZRIB16E N 5515E

FEIERR, FFA Proton BffE GRATIREIRIIERN) FHITER, HENR—EGARE

ZEEMNRATILEERFPESTRSWREEERSIKR,

) xa1¥x3AXs README tut - BS54 -
XIHF) REE) 1ER0) BBV ZEHH)

~ LockBit 4.0 Ransomware since 2025

>>>> Your data are stolen and encrypted

Price = 1080 § .

Bitcoin = 328N9NKT6xFesuTutpxeKSyngHCbbTEbK2

Email = jimyjoy139@proton.me O‘ I

.

>>>> What guarantees that we will not deceive you?

e are not a politically motivated group and we do not need anything other than your money.

If you pay, ve will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

1f we do not give you decrypters, or we do not delete your data after payment, then nobody will pay us in the Future.

Therefore to us our reputation is very important. We attack the companies worldwide and there is no dissatisfied victin after payment.
>>>> Your personal DECRYPTION ID: A3138014A48684D6D525F3F372263313
>>>> Marning?® Do not DELETE or MODIFY any files, it can lead to recouvery problems?

>>>> warning? If you do not pay the ransom we will attack your company repeatedly again?

£ E15 100%  Windows (CRLF) UTFJS

] fu28x4MDV.README txt - 054 - (m) =
ZEF REE) BRO) ZBV) EEH)

~~~ LockBit 3.8 the world's fastest and most stable ransomuare from 2819™

>>>»> Your data is stolen and encrypted.
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our leak site, it could
be bought by your competitors at any second, so don't hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

http://lockbitapt2d73krlbeugu27tqul]jgxra3xbwyspérkyieto7ulincead.onion
http://lockbitapt2yfbt7Lehxe jugh?kngugxey jpqknevuildazl3gy6pyd .onion
nttp://lockbitaptaukuripsxojylonnyrusupzdf g
nttp://lockbitaptsxuzkjbeq i
nhttp://lockbitaptéuxs7taeeqjofugeglnutraadsnyguokjasuuceipaykyd.onion
nttp://lockbitapt72inssnjgnqpynggskgsyprsry7rirtaganzinzartsbqd .onion

nttp://lockbitaptaujl iyatjeft qopjpid.onion
nttp://lockbitaptbdiajqtplerigzgdjpruugkkut .onion
http://lockbitaptc2iqiateuz2i yriuqt jqd.onion

Links for normal brouser:
http://lockbitapt2d73krlbeugu27tquljgxrasxbuuspérkyieto7ulncead onion. 1y
http://lockbitapt2yfbt7lchxe jugs7knqugqxuy jpqknevusl3azl3qyspyd. onion. 1y

http://lockbitapt3hkurip6xojylohhxrusupzdffg: _onion.1y

http://lockbitaptSxhzkjbeg i 1idyud7qd.onion.ly .
http://lockbitaptéux57t3eeqjofugcglnutriadsnyguokjaSuuccipaykyd.onion 1y
http://lockbitapt72ius5njgngpymggskg5yp75ry7rirtdgan?is2artsbqd.onion 1y O C I
http://lockbitaptaujls iyatjeft qgpjpid.onion.1y| o
http://lockbitaptbdiajqtplerigzgdjpruugkkut, _onion.ly

http://lockbitapteiqhateuz2i yriugt jqd.onion. 1y

>»>5> What guarantee is there that we won't cheat you?

e are the oldest ransomvare affiliate program on the planet, nothing is more important than our reputation. We are not a politically motivated group
and we want nothing more than money. If you pay, we will provide you with decryption software and destroy the stolen data. After you pay the ransom,
you will quickly make even more money. Treat this situation simply as a paid training for your system administrators, because it is due to your
corporate network mot being properly configured that we were able to attack you. Our pentest services should be paid just like you pay the salaries of
your system administrators. Get over it and pay for it. If we don't give you a decryptor or delete your data after you pay, mo one will pay us in the
Ffuture. You can get more information about us on Ilon Musk's Twitter https://twitter.com/hashtag/Lockbit?f=live

>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal ID

Download and install Tor Browser https://www.torproject.org/

write to the chat room and wait For an answer, we'll guarantee a response from you. If you need a unique ID for correspondence with us that no one
will know about, tell it in the chat, we will generate a secret chat for you and give you his ID via private one-time memos service, mo one can find
out this ID but you. Sometimes you will have te wait some time for our reply, this is because we have a lot of work and we attack hundreds of
companies around the world.

Tor Browser personal link available only to you (available during a ddos attack):
http://lockbitsupo7uysuclajxpsdviopwasljqestynéeshh6oze7e6xjad.onion

POSS355 355553223355 5559 55 3555 520053 55555553353 355555353 22205554
>>>>> Vour personal ID: 66601 <<<<<
POS3355 355555223355 5559552225550 53 55555555355 355555353 22205534

Tor Browser Links for chat {(sometimes unavailable due to ddos attacks):
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