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Invitation letter

Colton Reese <ReeseColton67@gvt.net.br>
© ERZEBAHAIETE 2016/5/26 10:33,
2016/5/26 (/&) 3:00

“8invitation_z .Zip
Dear Mrs/Mr,

In the attached file you find the requested invitation letter.

If you have any questions, please do not hesitate to contact me.

Best Regards
Compass Minerals International, Inc.
Colton Reese
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NOT YOUR LANGUAGE? USE https:/itranslate.google.com

What happened to your files ?
All of your files were protected by a strong encryption with RSA4096
More information about the encryption keys using RSA4096 can be found here: http:llen.wikipedia.orgiwikilRSA_(cryptosystem)

How did this happen ?

!l! Specially for your PC was generated personal RSA4096 Key , both public and private.

' ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.

!l Decrypting of your files is only possible with the help of the private key and decrypt program , which is on our Secret Server

Whatdo ldo ?
So, there are two ways you can choose: wait for a miracle and get your price doubled, or start obtaining BITCOIN NOW! , and restore your data easy way
If You have really valuable data, you better not waste your time, because there is no other way to get your files, except make a payment

Your personal ID

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

If for some reasons the addresses are not available, follow these steps

1 - Download and install tor-browser: http:llwww.torproject.orglprojectsitorbrowser.html.en
2 - After a successful installation, run the browser

3 - Type in the address bar -

4 - Follow the instructions on the site

PR S I eSO it e, Ui & 2R 2 HERA“FAN 1D,

Decryption service +

S - (€ psbomqukr7m3xcTj.onion 3 4 =

Decryption service

Identification Code: ‘
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BINID 5, TUTHE 2 B4 B — AN LURE R S AT DU o A il X AN AR SR AR R B
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| Decrypt service x|+

St @b~ € @ psbomqukeTmSxcTjonion/service php vl Qs ® |

Payment || Decrypt soft help || FAQ

We present a special software - Google Decrypter - which allows to decrypt and return control to all your encrypted files.
How to buy Google decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.

Obitcoin

2. You should register BitCoin wallet (simplest online wallet OR some other methods of creating wallet
3. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:

& bredirect eu - Good senvice for Europe.
& bittylicious.com - Get BTC with Visa/MC or SEPA(EU) Bank transfer.

® |ocalbitcoins com - Senvice allows you to search for people in your community willing to sell bitcoins to you
directly(WWU, Cash, SEPA, Paypal and many others).

& cexio - Buy Bitcoins with Visa/Mastercard or Wire Transfer.

& coincafe com - Recommended for fast. simple senice. Payment Methods: Western Union, Bank of America, Cash by
FedEx, Moneygram, Money Order.

e bitstamp.net - Old and trusted Bitcoin dealer.
® bic-e com - BTC dealer, Visa/Mastercard and etc_

Couldn't find BTC in your location? Try searching these directories:
® buybitcoinworldwide.com - An international directory of bitcoin exchanges.
® bitcoin-net.com - One more BTC dealer directory.
® howtobuybitcoins info - An international directory of bitcoin exchanges.
® bittybot co/eu/ - EU countries directory.

4. Send 2.4 BTC to Bitcoin address:  1AZ6Fyt6VT SeGU1DGEKVBDC2d SKW2MHS5TE

5. Enter the Transaction ID and chose payment option:

|[24 B1c —= 1008 UsD - | I

Note: Transaction |D - you can find in detailed info about transaction you made
(example 44214efca56ef039386ddb929c40bf34f19a27 c42f07f5cf3e2aa08114c4d112)

6. Please check the payment information and click button "PAY™.

PAY

Your sent drafts

Draft number or transaction ID
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(.~
FBI: Do Not Pay Ransom in Ransomware Attacks; |-
Focus on Prevention Efforts, Contingency Plans = Incomplete

information means
incomplete care.

May 6, 2016 by Heather Landi Hmu@ g | Reprints

The FBI does not support paying a ransom in a ransomware attack, as it
doesn't guarantee that organizations will get their data back. Instead,

organizations should focus on prevention efforts and developing a business "‘”ERSYSI.[MS

continuity plan in the event of an attack, according to a recent FBI blog post.

While ransomware has been around for a few years, law enforcement saw an
increase in these cyber attacks in 2015, and it's likely that the number of
ransomware incidents and the ensuring damage they cause will grow even
more in 2016, the blog post stated.

Click To View Gallery

WEBINARS & WHITEPAPERS

Four HIPAA Requirements for
Complete Cloud Security

This past year saw hospitals, school districts, state and local governments, law enforcement agencies and
small and large businesses targeted by ransomware attacks. Ransomware is a type of malware that encrypts,
or locks, valuable digital files and demands a ransom to release them. And, the FBI notes that ransomware

attacks are dangerous because the inability to access important data can be catastrophic in terms of the loss Book: Ransomware and Emerging
of sensitive or proprietary information or the disruption to regular operations, such as the disruption of Cyber Threats: Why It's More Than
electronic medical records (EMR) systems in hospitals. Just an IT Problem in Healthcare

A, FBI X — @ UWBHARZ NP, RO T2 N iaa, —

12



(&) se0EHMEZEhD

FHEZAZR AL I G EOR, IRA 7T RE2 S BB AIU I S o TGS T R IR e sy S Ay T B0 9%
RHS2 35 R UL, BACKATREIEZE SO I, BRARSE T N b ORI B TR EE AR S
EORMIMBE S

=. 360 RENZERSE

X FRVEE AR, SO RN T BOR AT B, BIAEA B R Bl I R oo gk 4742
BTN . T ROEE AR S MRS — AR S 72 AE, LR AT HIR 2 moE
AR TS TT AGeId 4 K 2 B0 2 AR B, EEE, 10360 %4 D55 BA RBiir M EE3)
BRIRE T 10 2 A, CLge ] LUK RRVE B AR Sy b AT AR A R R B S 24k

HE, AFAR] 22 A B 4P 4 Tt ER AN W] B X R )5 B SE I B 40 2 E A AR A, — HLH P AL
YR DR, WO SRRk, 4R e R T, Sk, FxasE H A ER
M EAR, 360 HECM 2240 2016 4F 8 H 15 HEZHF a6 sLit “ R#ZEMSE”: — B4R
360 224 PAWH T 8 LIRSS, 7R3 & B 360 2247 i AT Ar] KBS H 7R IR 15 D Ik e
MVEEARD, W LLEEHED 360 ARG HIEREAT, 360 A w52 EE AR 3 A
R T4

ST RI AR, S AR I 1.
M. ERFHRREEYN

XEFEEA T, BATg DR @G DA B P G R VR R S I B
D AERGITIFBEA N SR BBATE A 5153 i P kB2 o
2) ANERGITIVEHAN js 8 dIl FIFAAESCF.

3)  WERBAENSORKIERAE B 4% 2, B A B 5 /0T, Rl 5 Ja 4%
N js BISCHE, T ANESTIF

4)  HURG N 2 2 B AT BT R BB D RE Y 2 A, DA R R ] e i 2R
EHE ARG KIS

5) REMMZAeNEE, Ll RUNIE RSl

6)  FTIFHBAFRRF s Al AR 4 3352 B SO CUnBIRBR AR AR 4D A, L Sefi 22 4
AR AT A I

7> XTRAEMEAEE RSO, TTULERRE Z AR IR DIRE TR FTOT I AT, AT I8 G
R X 5L Bs R GEIRBR o

8) WK SRR R S R, WY DU RV B R I e RIS B B 25
ko

13



@ seorBEMZEHD

BiisR 1 360 REDFRARSS

2016 48 H 15 H, 360 %4 P+ & A 11.0 beta it %A 224 P kHEH T 360
RENFEMWS . APEERm Bl “RBIZRERS” #8, tnT AR IR EE R FiE 8@ 360 )
FIRS . PRSI IURSS J5 , WRIER A E £ 360 224 T AT AR 327 B
TEYEE RS, 360 AR 2 EE AR 3 AR MBS .

£ 36022411 +

L ] . LH

;
xn O = — X

360

afae FEER =k s k= Thegks

DRAEIAG 10097, BHRE RIS

EREREE 3 540, 55 NAERSEE

AN

B gy & " 8 2 B -

oazial sy WE?EH REERS

miEEE  ATRE  FaSE  IREE EZ

TEERAG I AU I 2, HIPEBEN 360 “ BN R IRSS” kTUn, & ZFIN TS 360
SCREORYAN 360 BN R MSS - IR XRS5 5, Ui P e S R S Moy, sy R
(o« FRIGARSS” AL LRI AT F A R

) 360REE « HEFERP

360/EN=R

TEEaR

HIS3603= R -
RPERTRAIE R AR ISR A

HIZ360RENFRS -
EESHEEATES , 0L hEETERETE TR

FRiIBARSS

14



(&) 60 HBMEZ R

B3R 1 360 RZELI KRB HBIELIERS

2016 £ 9 H 6 H, 360 M Z4IENEAM, WA 360 KEBARH - e il HmiE e
WEARS: WERAFPETFE T 360 REmVEAIE IR, 1YL T miVEE W EE, 360 k%4
BT 4, B F SR T S s R

@ 360MM (=28

SO XERIEXNE

EHRELRAR%SENERES
AR IR L BASERE

360 filk 22 4t AT A B A 2 P R TE RSB AR 55, LS 0ok B 15 IR I3 KR Sk )
ANE L I R s B 36 . S50 b, BRIV RRIEAE 22 HEE, 360 b 22 2t xt 00 55
BEAT TIRAIIBEIT, JHAE FALHON 22 KR BWE A AL L, ITT %%, aum FLEss:>]
SIEERNAT R T30 DURIRSHE B “ SCREBITIM DR, R Ve 93 25 1 AT 2 T ) ) 4
A, e BB P RS AL T ROVE R B 1 — 8 S Fe ey . AT 360 REEMI 4
M, RESER TAHKIBDIRE,  H AT BT L2 b e m VB 2 A1 DL

N T I RANL R PR PR EE R RS L, IFEE 2 NSONREE R R B, 360
REER AL AT G M RVE SR IR 55 o IR 55 G T N A 20 T

& RS hRME: A OREFAS IO R 360 ST TR DI RE 360 REERIVE LIRSS
TRE, AR H BRI T IBATRE R, V018 SR VE B B 1R 5 18 IR E SN & = 1,
360 LUR A Bk PR RSO SR & RREADL I PR ek, EAERSE
R A SO T BT 32 B B 2R AT M A 55, IR AN gk s 4 R A
20 R PRALE -

& FIER AL BUb M EZEVERT IR HRK 72 /NN

& AT ARSTIIE], A REC T R G T ROVEE R R, R BRI LIRS 1
JITC NI B 3 AN EURS M, SRl P Rk 3R ROy 100 73 7e AR T B 200 AN EEAF T

& HhFmuiH: AL PR 9360 RERUELRIG” RS ARIKEL (H25 %
A4 7 A 360 KRByl P B IR 360 REERIVEH Sl " MR35 )a, Ak
i PRUEI% I 360 REEFEAZ M L AU R AT LA 00E, BNK A ZA “360 REMTEL
W RS

AT FIE M. http://b.360.cn/special/agreement/agreement.html

15


http://b.360.cn/special/agreement/agreement.html

(&) S60HEBEMZEHhD
360 REFFEi &SR

NI =75 47 /Al SV VA NV E /AN

FE “HmE L — S SR~ R B R —~ P by, BRI EITR 7
OB T RIFR I, HRBRARITE, sl “@fIPR 7, Jfad “ORE7 154,

2. AumiE il B R AP L7 M R AR AL
T “ SR P Lo — 73 2L SN — HEAS B B —~ A e 1) 7 v, R AR D RESE ) 7 B (1 < 22
SR L7 R AR MR .

Windows £ BEigE AB5EF 2 RREE REHP XPIEH ReWE EEER  HWiEE  MERE

HEigHE | EReE | SRed

LHRTREER ERERE AR
0 SEhEE
[r—
C
[ B2 v R v PHER v mEER

3. PR “SCHE RGN (BRI SRR “RVEF A DB T

FE SN ol — 7 ALSRNE — R B R — LR L, AR CSER I b 2y ik
b AT R GRS g AR OB R SR ThRE Y, R Rl “ORAE %4

Windows £ EXxiRE  SEER RBREE  WREMP XPEH ZLWME EEEER  ETEE NEERE
Zefpirdl | RERHEE | £5IEeE | =EFREHE | BERE | AT KBRS | RftieE

E v [ @ RS RS RR I

PAPRENTE
O & S ERAIGE MRS 2R
© P EERDIAHAT. BA | RIREELENERET | WRFEEERER

O 1 BT | RIRAEBTEET MRS aRN

Windows £ BEEigE HEERX | REIEE WREmP XPEf EZLME EEER AT MERS

PP | BEEOEEE | 23RRE | ZEFGE | BEE | VT SRRSO HishE

RABEAFIET
[ EERARESLIF

¥ EHBERRE

[ v BRI FEREMTIeE I

W AERE CORFISCIFB IR BB R FIRFSCIERTR AR TIRE” TR .
4. B m R BEN RS E AR E N “ BHOER 360 n et

£ “HME O — P AR~ R AR > m B AR WE” P, £ &R g
s E AR RN “ BHEOER 360 m e L, MREAE kM QM AN THEBERE
W7 FFAE “CORAFEALEE” BB ek F o “ i 360 m e e 0. JFrids

“ORTET AL

16



&) se0EBMZ 2

=

Windows 553 4 MAGE & HBEZR  REEE  WEHP  PET 0 RoRE 8RR SiES  MERS

Zeffphl | HHOMEE | SSIHeE  =EREE | BERE | VDT | SRRS | Hftie®

= PO TU e | [
I‘#JQVMAIE’QEEEM
AT SEIOEERH , FERRAETe

RS (EHB0T RS ERERL S

W H AT QRO E R 2 R XE RSN RN 20, R A 1T IB RN BRI
FRAN M i BT A, IR A % A SE L B E

5. AT R BOE v B BT -

£ “HME Rl — RS —~ AR B E SRR E” o, A TR E T R “ 8
BT R A2 0 B e BB AR 7, JF iy “ORA7 4%

FE Mg O — > AR —~ FE AU E @RI E” b, 7R CEIIRE” B i 5
P D M A BTN “ BHRMIEe”, IF i “ORAF” $2Hl.

6+ BT 51 FEANRFAL B TH R B B W AR «

B DR R BRI o0 7 “ Windows %% 7 BRI 18] 5 24 AT I (A 22 /0 1 8 Ko

WindowsiE3EE: 2016-09-02

#TEE: 1.0.1.2794

Build: 2100

HHEE — EOERE

AL 8 RARFEFIR A, T B Ak U I T+ 2 857

WL X T DOERRA R R G, BUCK “ RGUE B~ RS BE ~THHBE ~ IS
IR E” R EER AL, BN “ER.

gb Ss0oxE
LTl

L iszhirt Lo BEEs

b

TG 28 FHRG
HEEE . RN ERURERSAT TRES v (o]

RN . |8 v | 20:00.-21:00 v EERI60TE TERBT RO

17



(&) se0EHMEZEhD
iR 2 BIEFEARBELESH

2016 £ 1 A, =ZXHIEZHRATM—FKEERIZ5 2 57 AN AR GURG Tk EwE, &
BPURGHI RN R 1BTC iy BUliZ B iE 21T SEHLMES, SR AT R DRI 3 75 5 1 i
PG R 28 o (e TSN RO BUSRTHSRNUR 2, B R A BN R 2 =] T I K 7 5 5570
Ik -

2016 4F 2 J 5 H, SEEIFRGKEH LS PO RN R G/EE 2 vl — R
MCVEE G R, O EATE SR R 40 A ELAE T2 17000 SET0) KR IX — 1]
o A NS R UE R IR — SRS e M 22 K 4 1 — S B e gl VE 8 R Ll

2016 2 A, LE R 2 RGN HLE 2 A B 0 A0 A 5545 18 38w VE B MLl
MRELEH T AR R G S AR S5 2%, IREAFASATE 8500 SETCHT 20 AN ELEF 4
YR, DMELLRZ BB R M R R 55 2 A 28 P R I

2016 SE 2 A3 5 H, o EE X A 08 2 Sl s SEESR 41 538 RmiEE
TATGHIR S, NS Ja SO I B TCVEST T, BEmOE “ R DU P,
2EFHZ RPN RARR MY

2016 4 2 H AR, 360 TLIK R %2 4 rpCa M I 31— K VE B 0 35 KR A, 1 P BLA7
ABEELIT 0032 B Ay, 2 RIS IR YA R B4 12K S BB o A4 B 50 S L
B3N GAC B AL AE A KU S A AT T ARRL TS R R . B 3 HRURER S
A LERammbE, s ERE ORI T BT RS RS . R E N RS A
HEEL =R, P R RS AN R A TR, A Bz AR o B L R, 4
AU 3 AN T3 A K

18



