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No more ransom! Ban lockers on the forum

Friends, on our forum LOCKErs (Ransomware) and everything connected with them ars,prohibited . Namely:

* Ransomware affiliate programs;
* Ransomware rental;
» sale of lockers (ransomware software);
#root
[ —— All topics matching this rule will be removed. Fortunately, only a few of them were found.
Nov 12,2004 ) )
911 More detailed explanation. Reasons.

one
It's no secret, I personally don't like lockers, why? Few Lockers are technically interesting. Most of them {not all) are mediocre technical tools.

The main purpose of the DaMaGeLaB forum is knowledge. We are a technical forum, we learn, research, share knowledge, write interesting articles. The
goal of Ransomware is just to make money. The goals are not the same. No, of course, everyane needs maney, but not to the detriment of basic
aspirations. We are not a market or a marketplace.

Degradation on the face. Newbies open up the media, see some crazy virtual millions of dollars that they will never get. They don't want anything, they
don't learn anything, they don't code anything, they just don't even think, the whole essence of being comes down to encrypt - get $7 They just run to
github, look for locker sorts there and run to encrypt everything they see. Since our forum is aimed at beginners, this factor is important to us.

Too much PR. Lockers (ransom) have accumulated a criti ss of nonsense, non: hype, noise. When you meet the * Ransomvarmy negotiator ~
Profession , you understand that you are in the looking ust crazy. Moreow: f this madness was created artificially, feeding this hype.

Those who make good money on this noise (exchanges, intermediaries, )

Policy and hazard level. Peskov is forced to make excuses to our overseas “friends - this is some kind of nonsense and exaggeration. The word ranso
was equated with a number of unpleasant phenomena - geopolitics, extortion, government hacking. This word has become dangerous and toxic.

Lockers will exist for a long time. This phenomenon was too loudly promoted.

W tiandochen, GoriZavod, FatalException and 39 others

XSS 183724 1 E B A o< T

FEWIM, HR#E BleepingComputer 7 2021 4 10 HARIE, BRI EH LS vo 224l 1
W& ML TE T MAIAMUS 58RI, ©S 58%EE3. M 2020 F£24, EXHAL
IR ¥ I A kI K2 100 AR 28 Breh F4F o bR AT L 403K 375000 SEooll4:, LA
WIMEZ) 250000 £ TTHI SRR . LA, THE N RURE TOME 130 AETpnE e m, &
BRI M AT SR K. AET Ik, £ 10 H, KRN 20 5 5 22 g+
¥ T LockerGoga. MegaCortex. Crysis &R REEEAN.

202 5, EAXEZIRFRLCEREEEE, TEMITMZ R 2] HiRgt TR
BRG] . 360 FERNZINERARITH, WITRIIZRRS, R4t 7 RERIRS, B,
S-Eat e St )i St N I R ANESE = I

LR, E WA 2R B 1% R BT S T GRAHEE o ELAniR A F 2 %
Wi, “HE SRS PIOR, BERE, BERORIMER AR, ARETAIR R
MHr& ART 500 R7G7C, FREIER T 5HEFEREERIRE AR E

FOMENRMR AT, BN I T, B E AR R ™ L B k2%, 7 Zn
sk E R AR, SRR ERIX 8.
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NetWalker f&H “Cricus Spider” MZEJUFEHLRA “HRHAFEIRS (RaaS)” K
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Aigud Us  DwrComemssity  Cowbscier  Safe Ogpsrsiisrs Ceossrs  Cumiomaes  Conberes p:_:':::;;:;:x’ e

COLOMIAL PRESSE RELEASE ‘

Maedia Statarmaent Update: Colenial Pipeline System Disruption

Lpdwie < Sondar bay B 5 pm

Colonial Pipeline i F| A E

37



+
@seonEse il Seo=2xE

RS, DarkSide 38 23 EAE D BrBUM 4T o, HERAR & CABRIE R Vi i,
H it 28 X sy 07207 ) o R 2 R L SR IS R B AT I TR B K A SR I R AT AT 8 2R i
ARSI E ML, XSS IEEUL T DarkSide fERIAAFIIN 22. 081 ANLLAF RAE RN “Z2FEEH” Wtk
% (AL 1) 52 % AR M DarkSide BAKSRELE T BRI 0 25 I0SE 73 F) « HET exploit M
AT RIS O IZ FK K ' darkupp MR -

& Mo more ransom| Jdpsonm, y s sa Sopyue 3HNBEETSHBI MORERB] [Fanacamware] @ Bo0e, WD O HEse CREMSD. f& S
C

+ FpTMEpOERE ot pasme RAnsomwars

ademin L] + aperss Ransermmwane
. o FPEIARD ACREDSE [FIHONTEIE COaT)
T 12110 Boe Teun, RONALIOWNE NOG 31 Npatus, SyayT yaasem KOs e, i ofeagryace A0ce BOEND 1eeRnRba0

EBonee pasnepHyToe obuackesne, MpuukHLL

Vi 0N M S CRINET, ey ol Banie Mabetpnd, Pty T WA AOGHICH THusvre i pe BR[Ol WBOCE sk BOF] + N PO B

i ¢ PRSI E A SO W AR, AR ST TSR, TP

st | et COBAASEE. HPS, Eriairatd b, St criasn BOARL 45 18 §9 BESL SO
Fab iR it ol SRV AN il T
WY, P YABTOR, MR GEGAT, BAE NEECTO B JYMASSTT, BON 5 S e S -

Copagel AOPRCA B ST uaslponate Boe, w00 BT, Maiosiery sy SODYW OpiTRRORIE = HORF-S00E, S MOT SECTOD BT

FEmtAl W i B e (Pl oaad] sbfiial, aieTiehiobl b0 Bisal Srritid salni oyiil Koras Reaie i
LB, 0 Wi B MR e NPT CORES € i FIpes b S0 §Rone: CyARBTEsBITEAN (ML ROCTTTIS . MOl 30T
3o, T W00 W0 FTTRE LIS VLRG0 RADSEATIIT (e, (TR, MO, LRI T
Miasertunn i ot GRa=0cTe THcain Busymbs 5 Sl I MR T ¢ 5S easd- 10 Goad W ol Caoas
Pl CA WM 2 L Sl RSO el Pty il A ¢ PRSROAN TR, B B8 TR, £ O g Fiivimire 1 A0wmane. T CASEG (Rl Sl e o

T el

Mo e 30500 SyayT CyueTRoEITs. Cavamon Yoo NpOMD PSITEIIREY 300 BLAEHE

XSS I A

1M 52 B LR B A RS, 35 B 4 [ 3 sk RE Sl AN A BT, 51 360 5 [ BURT e 2 A o
6 A, FBI J@it4KE] DarkSide AL Rr M AN = RS 48 RIEAZIK - g 63. 7 AN Lhir
% ) HoAm K 2, 2845k B Colonial [A] DarkSide A 440 FZECH 1 230 FiZE TG,

PEFR DarkSide M FPME /& Coinbase £&f1, FBI FIE)VEH 13 IE X! Coinbase &
AT A 2, SRELEIR) DarkSide AR AHEEFNFAEH . AN b2 B4k XSS MK IBSE 1L
SER 22. 081 /ML, ZHEMK A BB NI B 4 Bk 85. 781 ANLLEF M.

HETH, Z2NRRR—FHEZEHRM BlackMatter (#i{5 /2 H DarkSide HAy4
MR FFAREM IR TR I TR R AT &Rl S48 5 ARk, FEEFRERPA REvil Al
DarkSide fIfEETNRE .

38



@scoBEEs Hilly ssomexs
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BlackMatter

e
®

Seller

Joined

Activity

We are looking for corporate networks of the fellowing countries:

« USA

« THAT.
« TO.

« GB.

All areas except:

« Medicine,
« State instifutions.
Requirements:

« Zoom Revenwe or 100kk+,
+ 500 - 15,000 hosts.
« W do not take networks with which someone has already tried to work.

2 options for work:

= We by From 3 o 100
« We take it o work (discussed mdnidually).

Scheme of work:
Selecting a work option -> Access transfer -> Checking -> We take it or nod (in case of discrepancy).

Deposit: 120

Farst contact of the PM. We are looking first of all for stable and adequate suppliers.

BlackMatter [Z]BARE S IRTH 2 E 4k 45

AN, 1Z 8N B FE AU SCRRLE Windows HIEAT, I SZRFAE Linux A1 ESXi AR458% LIy,
Har o 2 EE w0, FEHEH%ZEH M BlackMatter S2fF 400 Ji3E 04,
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Haole of the manth

This month two gomss industry mojor Componies are nominoted for the Hole of the Month Award
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9. HelloKitty BE#ERAWEXR AT CDPR

FLIE 2020 4F 12 A, #iA B2 0w 2 K HOGHETE CD Project Red, {HABIRICH Y 2
S ENT G HAZIE N AR DK . Wk E I 7R E 1Y Google Play Store b4 & F#h
ZIR BN 2E 1% 5Lk Cyberpunk 2077,

IMAE 2021 % 2 H, CD Project Red JFRFE#H HelloKitty ¥R EGE, FEOUTHE
I @y R R SR G, CDPR 35— [R) [l REFE 26 SO A e 4y, it &k 5 T IEH I8
E. AABZG G R AT 3. Thronebreaker A1 Cyberpunk 2077 ZE K VRAD £E KE P18 14
NTFASE, REAEZIGIES 0. IBTC A P el & 5%,

Bana m ooln s ;s

- Throncbreaker, Wikcher 3, = "= amd Willcher 3 RTX [pepomi B tamies ayiraceg ) M x - =t Cyberpunk 37077

s CD Projekd AED

wrpa b 1000 HOK
it e B8 T

| To wirwt this conired you need (o creale at least 50 posis

HelloKitty #2557 A1 BAFERE /4 45 3 CDPR idfs

FH. DoppelPaymer FIE T KB ik

DoppelPaymer B AL H bR LF-# 2 KM A, 1E 2020 SEH B2 EE P LZERE
PR 51 A2 v P Oy« Uk A ] PRy ML) B — e (R 8 2R 3 i 3 SR S RO S BT
ZHl; A E LR 1200 GRAREE FREEE 2.3 LART. % 1EFHE R
Visser Precision JHAEXN LB AT GG, HA P Relihi. 3% . SpaceX ML 44
Pz

2021 5 2 H, 1ZEh R FAKCE R I N\ AR I 55 [ 50 2 5 | ke iz 563k, 1% 4]
PRI BARTR R LRI R B 2000 J5ETCAENBS:, FFAREA B G B EHR TR . 2 RIE
SERFIA] N SOAF, A2 N E] 3000 1364, &Ja iR Toikak B, BEks
ONARLE R IR B g7 BRI 1 B B o bk A DR 1R SR [ B Bh S AT AR SS ESP
B LA AR R4, FRBURE BRI A4 r ol s L85 HAR N T4 i AR 45t ik
HT, AR I A 52 30 e R B FAE KRR

AL E KB E T Colonial Pipeline #f DarkSide Bifi)5, DoppelPaymer 3G
PG R, 5 A e AR F Pk R G RIS S E S R

BR 7 H, MR ARKI DoppelPaymer WJRECEZHEIT T “WMMEE”, JFEMAEN
Grief (MY Pay) . PHEHEZAHMLLZ Ab:
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2. MFEMZKEE Dridex M)

3. BEARLRI AR, SR FH AR IR 4 085 500 (RSA2048 1 AES-256) .

4. S Ik L 30 ) 0 DR 25 481 (GDPR) #5852 35 387 4750 XD R o i 92
Ak

5. Bl F vl ni BRI I IE R IR R AE .

ZHE R RE B 2021 4E 6 HITFIRH), (HEEHRBIMFEAR g A4 5 H 17
H o [ 12 5 M4 52 M8 A SRR XMR RESDLEE 11, SR FH B RN B ARKAR RS2 0 1 i il
Wo EaraM Grief MIZME CRITIERL T, K BEZENZFHE Clover Park #i{ R %
M E 35 73R I0HI XMR.

75~ Sodinokibi (REvil), JBEFAZRIEY

2021 £ 3 H, Sodinokibi (REvil) #jZ M4k m %%k (Acer) &% 5000 J53E G (£ 3.3 14
JTCNR M) MEAEES, A4 R m e eic st ZBRMBFFIEAMUNE T Acer IS4,
G T H 5 R BRAT AR BRAT BT SCRY SN E SO o 35 27 B AN RETE ML B[R] P9 3¢
A4, 12 AR 1 B 9 A 5 B3 A s

Acer Inc.

Acer.com - is a Taiwanese multinational hardware and electronics corporation specializing in advanced electronics
technology, headquartered in Xizhi, New Taipei City. Its products include desktop PCs, laptop PCs tablets, servers,
storage devices, virtual reality devices, displays, smartphones and peripherals, as well as gaming PCs and

accessories under its Predator brand. Acer 15 the world's 6th-largest PC vendor by unit sales as of January 2021

Download links will be added after posting, please wait...

Sodinokibi (REvil) KAGRTFEIEAH Acer BIEHI AL

Y UE I o= Ry N O Rt R ) a0l B /A A NN R T e v I
Sodinokibi (REvil) ¥ Z& s # MLy, #HERE 5000 J33TolE AR . Bt il KR4 3K H
Hd 4 H 27 H, BRSO 123oeBid. SR S e BOCE % - Bl H Al i A ]
WREA 2 DF PR G, (I P TR WUk, B . w5, BN B
. B LG AERA AT, HRTSER AR B BRI AR S Az Bk A A B R
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Products:

Apple Watch

Apple Machbook Air
Apple Macbook Pro
ThinkPad Z6om

In arder not to wait for the upeoming Apple presentations, today we, the REvl group, will provide data on the
upcoming releases of the company so beloved by many. Tim Cook can say thank you Quanta.From our side, a lot of
time has been devoted to solving this problem. Quanta has made it clear to us that it does not care about the data of
its customers and employees, thereby allowing the publication and sale of all data we have.

P.S.

Our team is negotiating the sale of large quantities of confidential drawings and gigabvtes of personal data with
several major brands.

We recommend that Apple buy back the available data by May 1.

More and more files will be added every day.
The same is in pdf format

Proofs:
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(IBS)

JBS USA today confirmed it paid the equivalent of $11 million in
ransom in response to the criminal hack against its operations.
At the time of payment, the vast majority of the company’s
facilities were operational. In consultation with internal IT
professionals and third-party cybersecurity experts, the
company made the decision to mitigate any unforeseen issues
related to the attack and ensure no data was exfiltrated.

“This was a very difficult decision to make for our company and
for me personally,” said Andre Nogueira, CEQ, JBS USA.
“However, we felt this decision had to be made to prevent any
potential risk for our customers.”

The FBI stated this is one of the most specialized and
sophisticated cybercriminal groups in the world. JBS USA's
ability to quickly resolve the issues resulting from the attack
was due to its cybersecurity protocols, redundant systems and
encrypted backup servers. The company spends more than
%200 million annually on IT and employs more than 8501T
professionals globally.

JBS USA has maintained constant communications with
government officials throughout the incident. Third-party
forensic investigations are still ongeing, and neo final
determinations have been made. Preliminary investigation
results confirm that no company, customer or employee data
was compromised.

JBS @
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6 HJE, Sodinokibi (REvil) #lj2 4k 75 i M £ 4 ik &5 WXk & A 7 — A 8. “ R
(2021.07.02) FATXF MSP $& LR A&k 7 Xidy, Mt 100 A RAHIRGy . WIRATAT NARZE
0 75 36 PR e 5 B ——FRATT AN AR 7000 JI3E 7011 BTC, FRFRATTE A TF R AT 28 i % T
ZHEWISAE, RGN REHREAE—/ NN NG BIWKE . R L 2RAE 5 Ol —— 5
2 ELRZGTE T ‘readme’” XRISRATER.”

KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attsck on MSP providers, More than a million systens were infected. If anvone wants to
pegatiate about uaiversa] decryplor - olr price 18 70 000 GB0E 10 BTC and we will pablizh publicly decryptor that decrypts Ales of
all victims, 0 evervone will be able to recover from attack in less than an hour, If you are interested in such deal - contact us wsing
victims “readme” file instrections.

RE5 |

Sodinokibi (REvil) %} MSP i N & #e o 1A 15

[k 3t A 2 AR AT, REv 1 IEXTASFIRAL A 32 F 3 i 1 AR <z B15% MSP (5 2R iR
PR REvil 22 500 J73RI0, MR MRE 4 755 4.5 JIRITT/EARE. IR
AT T 2 MEEIRGS A -T2 4% B R OEBE T Coop BILIXF1F
SRR RGRURGE, POAIRH T 500 FKAH

EEXT IR B E S, REvil FIA] Kaseya VSA R4 25 AIIRIRESK UG I 235K RS0
R VSA BERE, SRR I R G B L R T AT ISR N ARl AN w4, I 22 AT R
BRSO IR ERFR, Kaseya IEFESHA T RAANT, (HASERIZIEEH
REVil J5— BRI T o KRBT FAF AU AR BRI s B ORI — Kk, RN thalid 1
S LR ONUTE

KB I3 52 H B 7] SR SO e ——AE 7 A PR W 4 52 F 3 TR SR % 1, 1 7
HJE, Kaseya MEZASAERIEE =75 F PR ICE] Vi@ AW TR, W LIPS B fE i i)
BEA T I S
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General-Decryptor price

the prce is for all PCs. of your nfiected network

You have 2 days, 22:19:33 Current price 2217786 xMR
* IF e it ok pay o B, th price wall ke deublid A0IA0NLED
* Time ends on Sep 18, 111345 After time ends 4435572 ¥MR
= 1,200,000 USD
Monerns address
HETRUCTIONS CHAT SUPRORT ABCHIT LS

Hetlo Mo comments

W think that a panalty for illegal use torment is S300,000

This s the problem

Sodinokibi (REvil) FI{k 2% 30 /5084

HUTE Sodinokibi (REvi 1) BB EAFE AT RN G A, [ESMRIEER T 138 1 Rk SR SR E
TEFBRE IR ESR, B ZF IR — Bt Z i 32 3 TR A U7 5
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WA AT ——2021 4F 10 H, Sodinokibi (REvil) X8 & 7 AR ERIEIING . H AT
ik DA R B it 2 I ol I B RF, BB RO AR % . BRTF 2 EE S sl $hER
BRGEEFHE MR FHBE,

WE.. FeAZUbRIES,

BNFEEEEE
dnpscnbabniowystl 3yeglz Y nteicqrou 3ty StpccSS32crtcdbgyd . onion
gl iy

.,-""\\ mSEtFn IFe, SolliEE:

Sagad. % - T8)LEEE,
" _ « EEEESERSIER,
| « WPRERE RSN A, ISR Tor Browser BSCEREHRER

\+—=/ .

Sodinokibi (REvi 1) 3245 K 4 itk 22 ) i 8 ) 4

MNAZHE R AT B E, B0 Bk PR S LAt v 46 E BE R D B 44 B 2 SRR 1 1%
HIBNIPE AL, I HLAT R A I 28 s 1) & 4

As you know, from the beginning of July we went off after the anncun disappeared. Since there was no
confirmation of the reason for his loss, we resumed work, thinking that he was dead.

0 _neday

RAND vy

— But since we hawe today at 17.10 from 12:00 Moscow time, somaansd brought up the hidden-sennces of a
¥ " E"“'")"':; landing and a blog with the same keys as ours, my fears were confirmed. The third party has backups with
onion senace keys

21

1B

| checked the servers and found no signs of compromise. For the keys to your campaigns - contact me tox.

50 far we are off.
1 Cormnplair O Ll 4 Ouote O3 Armwver

[ o JESST- R

NZERAT A
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Babuk #zi a1 2021 4F 1 HHHBL. 4 AK, Sl % 7 (88 Babuk #)2m & 40y,
el 25068 Hidls . MATFIIEEE , Poos R OAm R A s . B E 2/, Stk
SCAFBL R HAAT BUCF o 1280300 B 5 R R AR WUE T (6 3 RN ABATICRIR &, it i
LR AATETT NG R o IR Z B FR A AT R 4k S 2l 5 [ i JHBLA , JF EFRLE FBT
f CSA (2% JE I D SE R B Oday, 3R RESE KR A Bty

:¥.1:1/] |4 Metropolitan Police Department DC

mpdc.dc.gov stolen more 250 GB data

im=:

ﬂp._SHINGToﬂ
D.C.

Hello! Even an imffubion such & DC can be threstened, we have downloaded a suflficient amount of indormation Trom your
inbermal netwadicn, and we St you be (B US &1 $30N M padible, 1o prevent leakage, # no respomie is recehred within 3
daryr, wee will Flart to contact gangn in grder 1o deain the informants, we will conbrae to atiad the state sedior of the ues, T84
csa, we Tinad 0 day before you, ewen Larger atfsdcs sk you toon

Babuk B 45 6 B 7 R R (5 2

5 el 4 th 1 a8, 2Ros RIE SR 10 336 ei4. (HIX— 3R BGE 3 Babuk [
PRIELE, I8 T AT ST S BUR A A R RIS 5/ i I B M P B . R, R
FERG I AAT T 28, H s XPERNE R, OB MR, FE R,
EAE R W55 5.

ARG Z AR E AT, AT RPN, JFHOVARR B oimaF R [H
e 30 AT e S e i 0 S U, P A i 75 2 S W 2 ST R 1 24 T e 2 A 4
B o 20 s O3 0 5 RUB 2 T SE LR, 32T AN REIE RN 2 DBk TR
Ptk A DL, XA RE IR 32 T R

2021 £ 6 H, A AKX Babuk 2R E RSN DAERIMG L. X SECEZ K
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FEIR BRI AT/ AR HR 3 T A A 2 2 R i VR AR R B B a5 . 2 s PTOE I B SO A 1
IR MIBATHEL AL R B T LE Windows RGUEHE T ARM T & [ R hig 47 A7 % L
PEo BARBRAERARARF T8, R4t — A S0 R A4 BRI FE 125 T 6 A 3 20l 22 B

| <c» Z0@Y Hiocromoft Corporation. 15§

d_eswiout ZhesddYHFSYEIE16E X Izers s adnin wIeaktopha

d_fiad_Brm.oul
d_nas_xB6.0u1
AF 1 Z2heedlTAESYHRA6 162 X0 s Wz rs
lder.exe ak

B 1 d_wn.exe

& _e5ui.out

B e _wan.eme
kp.ourve25519

kscurve2351%

Babuk #2584 1 &%

9 H, Babuk Bk N &ALt NILTEE . 7ERLHDN S il 7 B i e, FUE B A
PE A AR UM E B T B A%, (HAR N B8 1K —AT 0, I il 8 05 Hodls 251 Kk
KEAGFRIFEI o 1L 2 i A M ER K e, AR AR 20 B A (70 4 H 25 B RAMP 18
7, M2 NGNS 3) T BabukV2 #2 K.

M H, —4 ID A “Orange” [JEZAE RAMP KA | —F &, a4 12856 4% %
3 50 JIASH I Fortiner VPN ARUE. R¥E TP A HATBE R, KA 11. 89% M1 &4 K
HHE . FREREER] Groove )2 HR A HEHE ML &% W5k & AT T — R RAMP i8In ¢ T
Fortinet VPN EIEMER 13, JHMH A AFXLATIER H 2 NG B2 RESE
ZE R ED) .

Groove Yrouxn

Mbi MOXem NpocTo JOTOBOPUTLCA [first source code 3gb ] Irz.de stolen
: 43 gb source code

3anatueHHble fortinet Toukn exoga  ludofact.de 50 GE data stolen

&}

“Orange” KA AT R EBUREHE
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J\~  QLocker F|FH¥RIFAB T NAS %

2021 F 4 H, QNAP (UKD A RIZEA7 il Bt &% FHAON B R B B A B, RFHH X
# ERISCHIBAE T2ip I . QLocker BZWEFEHUKILT 4 A 19 H, ZR{EIHaKE
&tk RERZIAEAA ONAP B LB e . AL LRI 18], QLocker SXRMAC Y 1162 < 8 =
1526 J35T0. HEABIEMEEN 500 Kouit, MR O 525 2 FEE .

PR AR R T BB E 1 CVE-2020-36195 (& ikt & AR N #I SQL
FENIRID o 18 F QNAP 2% (19 FH 7 N7 B BE B 2 AR I &« AT I AR IUANR & & 03 [ 25
N TR BIBCHT R A, 8 S8z $ R R g

2R FIH R P AR BUG 5 9t [l Ab 22 & 58 ORI, FFWrBhIL 50 44 %2 Il
WE A, (B H AT B % DB #MZ BUG.

“  Thread

£ Jack Cable @jackhcable - Apr 22
é If anyone's dealing with the QLlocker QNAP NAS ransomware, feel free to
DM me. | can help recover data. #glocker @QONAP_nas

Q 47 11 4 W Py 2

£ Jack Cable @jackhcable - Apr 22
é Update: it looks like this may have been fixed by the ransomware operators,
unfortunately. | apologize if | was not able to get to yours before it was
fixed. In total decrypted around 50 keys worth $27k.

27 13 13 O 76 gy

ZARTF R 50 452 F IR A

v ANBEHESTHAABI RSB ML, Conti HKTEEAME

2021 £ 5 F, B/RZTDANRSGHIIH Conti #IZIm iR BT MIRIH 0 /R 2 M EEST
RGN T E KR, 2 2 5K B B R B2 R 55 thfaa IR 5% P, BT HR 17 7006B B EE4)
o RRF R EMELT 2000 J7RTCHI LR MAR A . BARE IR 22 A IR S5 HR T i R 5
AP, (H R LR 52 /R 22 AR S5 BB 1 3R 2 i 5 TR o A3 Conti BRI A BIIKER,
URR IR 2 ARSI AN SO R <, LB Tofs A o B el AT
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WA FEFEEE A TT o AN, FhRhiZE R R H Conti BIZIR B HIZE H RN WEZE S KL N

Ryuk ISR PI . 128020 55 1 Edat b i . JWIRAIH TR, TrickBot RATAEEZ
PR TE XA NIEAT B R i

Intelligence Report on Ransomware Gangs on the Darkweb :
hitps:/ftwitter com/darktracer int
supporti@darkiracer com
List of victim organizations(2,155) attacked by
Ransomware gangs({34) released on the DarkWeb
Mo Victim Ransomware Gang Date
2023 [ | Conti 2021-04-22
2024 l._I Conti 2021-04-22
2025 Conti 2021-04-22
2026 I || [ | Conti 2021-04-22
2027 u Conti 2021-04-22
2028 HE = Conti 2021-04-22
2029 Conti 2021-04-22
2030 DarkSide 2021-04-22
2031 | Conti 2021-04-22
2032 m H Conti
2033 |
2034 IE B
2035) Conti 2021-04-22
2036] Conti 2021-04-22
2037 [ Conti 2021-04-22
2038 Conti 2021-04-22
2039 | Conti 2021-04-22
2040] ™ Conti 2021-04-22
2041 Conti 2021-04-22
2042 Conti 2021-04-22
2043 Conti 2021-04-22
2044 - I - 2021-04-22
2045 Conti 2021-04-22
2046/ ‘ Conti 2021-04-22
2047 | Conti 2021-04-22
2048| B | 2021-04-22
2049 Conti 2021-04-22
2050 Conti 2021-04-22)
KREHHEHE Conti FE

1M 2020 5 7 A 2 Ji5 Ryuk ffEHRREHLE 2 TR, Hi2 8 #8 E 2 EIEAS 1 BB
Conti BN TR IfLHE

1M 8 H 5 H,Conti HIk NI A & WEAL 3 BOL T & AU A B0 U TR AT,
Hrp ity O bR EREMRIR, 1105 — &0 SO A R T S0 FIR A

M TIEHA KA EF, 2L RZATIK R ORIk R Conti
BRI T A B0 ST, Bz T RAL TR T 1500 SET0, HAR A 4
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KT LM E L2 VR AT B Conti B R A P O R 3HT «
https://cert.360.cn/warning/detail?id=8d113d8786a1993a847bfc2e98c92ac6

M 11 H, B AF Advanced Intelligence KAEEFK, Conti BRIk R
I UL IR AN 4408 28 FEF Emotet iz B HBIVEIH “HIg7.
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If you are a cliant who declined the deal and did nat find your
data on cartel's website or did not find valuable files, this does

not mean that we forgot about you, i only means that data was
sodd and only therefore it did not publish n free access!
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+—.  ADATA #&#t5E 700G HE

2021 4£ 5 H 23 H, WEEGETHENLN A& 7S ADATA 1818 Ragnar Locker R B
o7, J8fd ADATA JCPHARICZ R % o TEREBU R AE 2 1, 1% B4k M ADATA PIERETEL T
Zi% 1.5TB K%, HETEHA 700 £ GB HIEHE S8 A FF & AT (E RS P .

MAZ itk % H A P s SR A T BB R I, KGR B B MEGA SRAZ it 3BV 3R U2 (1) 4
P, HIEF] MEGA HEH|——ANZE 1L T SHZ R T, B 1Z BT KK P oe . H TR
B L T B AT ATFEEE, BhE NZEEN TG EZA T NES
FMAS R P scpE. JRIEL WS EdE . Gitlab F1 SVN JEACHD. acfE. BRTASE.
TR B
ARCHIVED DATA

IAttention Password for the Archives: ByfsCqapo6nZ#1JLDiw8

Hinside some Packs you will find sub-archives with separate password, for such
cases there are txt file with special password, please check everything carefully

= Archive#1.7z (Size 297GB) DOWNLOAD

* DRAM-S.CHENG (Size 86.2GB) DOWNLOAD

* FIN-M.WANG (Size 58.8GB) DOWNLOAD
* FIN-M.SINYEH (Size 36.4GB) DOWNLOAD
« Archive#2.7z (Size 117GB) DOWNLOAD
» KRFS-MAIL (Size 18.6GB) DOWNLOAD
» LAFS-NDA (Size 319MB) DOWNLOAD
« MOTOR1 (Size 7.93GB) DOWNLOAD

* MOTOR-H.CHEN (Size 6.23GB) DOWNLOAD

* MOTOR-M.LI (Size 680MB) DOWNLOAD
* PACK#1.7z (Size 54.5GB) DOWNLOAD
s PACK#2.7z (Size 35.8GB) DOWNLOAD
* RD-A.LU (Size 1.01GB) DOWNLOAD

Please follow up

First batck of files is here:

+ Pack#1.7z (Size 47.3MB) DOWNLOAD

+ Pack#2.7z (Size 54.1MB) DOWNLOAD

T8 FR ) ADATA %545
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ZHBU BUKAE N R BEAGERE T % B, ik S5 W 2 8 18 BRI a8 R AE 1 5
FAEUE, $lin: Firefox. Chrome. Internet Explorer, LMK %iHX KeePass 2500 % HH 28 11
WA . 2 HE BN RAERIE I (0] Y IE R SRR S AT I, TR 52 A SR HL DDOS ity
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ZARES], DRIE T AT BARIX el B T35, WP SR S 4 1A G

R 2021 4B N [ The &R T TR A B
@oce0onEES

DPARE (FX —MSSQLAEE (FX MYSQLAEE (7R)

| 2021 E@E B R NE Bht IR
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410170
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