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Send a Quote Opening H
contact@blocknovaslic.com O 8.00AM - 7.00 PM EDT o

Visit Our Offic
20851 5C, USA

. +19259532975

€ C = blocknovasliccom
BLOCK £V OVAS =
Home Company + Quote for clients Vacancies Contact
Hello! We are Blockchain Novas
Your full-service and
. .
Digital Experts.
Empowering your business with cutting-edge blockchain
solutions and digital expertise to drive innovation and
growth
=D
B e o o (5 R ———— WE v oo
Coinbase
Responsibilities
Welcome to
Coinbase Crypto Trader

Hiring Assessment

Access to your camera or microphone is currently
blocked.

26

+ X&iF

ounder and CEQ @ Ability

Eugene Vyborov [ -
Serial Al entrepreneur 2x exits
148 - @

& Sophisticated Scam Attempt Disguised as a Zoom Meeting — Full
Breakdown Below &

This merning, | was targeted by a very well-executed scam — and | want
to break it down step by step so you (and your team) don’ t fall for
something similar.

It started with a message on LinkedIn from Valéria Pereira account
claiming to be interested in what my company daoes. They asked to
continue the conversation via Telegram. Once there, they booked a
meeting via my calendar link — nothing suspicious so far.

Then, 20 minutes before the scheduled call, they messaged me to say
their "team” was already waiting and asked me to join via this link:
7 httpsy//Inkd.in/d65kpVHQ
. Do NOT open this link.

What followed:

The page was not hosted on Zoom — the domain is usweb08.us, which

looks vaguely legitimate.

It mimicked the Zoom interface perfectly — video tiles, chat messages,

even fake participants saying hello.

My audio *wasn’ t connecting” and | was redirected to a fake Zoom
"help” page prompting me to run terminal commands to fix it. Il

At that point, | stopped engaging. When | insisted on switching to
Google Meet, they pushed back saying “company policy” prevented
that. Minutes later, they deleted our entire Telegram chat and vanished.

I looked into the domain. Here' s what | found via WHOIS:

% Domain: usweb08.us

755@7
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PATENTS

Are you considering getting legal
advice about patents, trade marks,
copyright or designs?

Here are some things you might want to ask your attorney
about the services they provide and the cost.
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access provisioning for relevant US Department of State resources. Access to these resources will be granted shortly
the of this

Sender:

Organization: US Department of State
Domain: state.gov

@state.gov)

Invitation code:

This code will expire in 15 minutes and can only be used once

Accept inv n

You have received an email frem U. S. Department of State. Please follow the instructions above to access the US
Department of State intemal resources. This information system is providad for U. §. Government-authorized use only.
Unauthorized or improper use of this system may result in disciplinary action, as well as civil and eriminal penalties. By
using this information system, you undersiand and consent to the following: You agres not lo disclose any information
provided 1o you in any manner without prior written permission by the eriginating sender. You have no reasonable

of privacy any i or data transiting or stored on this information system. At any time,
and for any lawful it purpose, the it may monitor, intercept, and search and selze any
communication or data transiting or stored on this information system. Any communications or data transiting or stored on
this information system may b used for any lawful government purpose.

Microsoft respects your privacy. To learn more, please read the Privacy Statement.
Microsoft Corporation,

You have been added as a guest to US Department of State in MS Teams L

o ) =?UTF-8?82TWIj86CAsPOggLDzolCwAoCLcvOggLDZoICwh/OggLDZOICWE2D,..  Tussday February 4, 2025 21 09:33
v T

Microsoft Teams

I e you as a guest to
US Department of State
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Measuring Influence
Operations
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aceess 1o he Microsal Teams hat ofee
all required team membars are confirmed

Join @ toam with & psscode:

e
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A B®: N AMicrosoft365 TenantBIFhEB B - B RIS
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Forwarded from Héctor Obregdn Pérez

COMUNICADO

Petrdleos de Venezuela, SA. (PDvSA) informa al pueblo
venezolano y a la comunidad internacional que la empresa fue
objeto de un atague cibernético dirigido a detener su
operatividad.

Gracias a la pericia del talento humano de PDVSA, las dreas
operativas no sufrieron afectacion alguna, siendo reducido a un
ataque a su sisterna administrativo. Por lo que se mantiene la
continuidad operativa de la industria mediante la implantacion
de protocolos seguros que permiten sus actividades regulares
en el suministro de productos en el mercado nacional, asi
como para el cumplimiente de todos sus compromisos de
exportacion.

Este intento de agresién se suma a la estrategia publica del
gobierno de los EEUU. de hacerse con el petrdleo venezolano
por via de la fuerza y la pirateria. La clase trabajadora de |a
industria de los hidrocarburos ya ha enfrentado en el pasado
atentados de esta naturaleza. Fue precisamente su
compromiso, peritaje y lealtad que permitieron detectar y
neutralizar este nuevo atague,

Petrdleos de Venezuela, SA. rechaza categdricamente esta
accion deleznable, orquestada por intereses extranjeros en
cemplicidad con factores apatridas que buscan quebrantar el
derecho del pais a su desarrollo energético soberano. Es de
recordar que no es la primera vez que el gobierno de los
Estados Unidos, aliado con sectores extremistas, intenta afectar
la estabilidad nacional y robarle las navidades al pueblo
venezolano.

Nada ni nadie detendra la marcha victeriosa de PDVSA y de su
clase trabajadora al servicio de todos los venezolanos y
venezolanas.

Caracas, 15 de diciembre de 2025,

BB imociuinon | ) POVSA
Petréleos de Venezuela, S.A. (PDVSA) fue objeto de un
ataque cibernético dirigido a afectar su operatividad.
Gracias a la capacidad y compromiso de nuestros
trabajadores, este intento de sabotaje se detecto y
neutralizé oportunamente, sin impacto en las areas
operativas de la industria.

PDVSA mantiene plena continuidad en sus operaciones y
en el cumplimiento de todos sus compromisos.
Rechazamos categdricamente esta nueva agresion que
buscaba alterar la tranquilidad y la paz de todas las
familias venezolanas. jNada ni nadie podra contra nuestra
determinacioén por defender y garantizar la soberania
energética de Venezuela!

£32 Y10 Q4

t.me/PDVSA_Ve/6099 1.42K @ Dec 15,2025 at 21:28
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